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U.S.-CHINA ECONOMIC AND SECURITY REVIEW COMMISSION

NOVEMBER 10, 2005
The Honorable TED STEVENS,
President Pro Tempore of the U.S. Senate, Washington, D.C. 20510
The Honorable J. DENNIS HASTERT,
Speaker of the House of Representatives, Washington, D.C. 20515

DEAR SENATOR STEVENS AND SPEAKER HASTERT:

On behalf of the U.S.-China Economic and Security Review Com-
mission, we are pleased to release the record of our June 23, 2005
public hearing in Washington, DC. The hearing entitled “U.S.-
China Trade Impacts on the U.S. Defense Industrial Base” high-
lighted disturbing vulnerabilities in the U.S. defense-related econ-
omy. In particular, the hearing focused on the current and future
trends in the globalization of the defense industrial base, China’s
trade and investment behavior in defense-related industries, and
the need for immediate action to preserve U.S. leadership in tech-
nological innovation. An electronic copy of the hearing record is
posted to the Commission’s Web site at www.usce.gov.

Congressman Donald Manzullo opened the hearing by describing
the disincentives faced by U.S. companies wanting to conduct their
manufacturing and other operations in the U.S. compared to the
multiple incentives foreign nations, including China, use to attract
companies in key dual-use industries. The Commission also heard
from Peter Lichtenbaum, Acting Under Secretary of Commerce for
Industry and Security, concerning the Commerce Department’s role
in monitoring the health of the U.S. defense industrial base. Addi-
tionally, the Department of Defense (DoD) submitted written testi-
mony for the record.! William Schneider, Chairman of the Defense
Science Board (DSB), discussed how defense needs are changing in
light of the new realities of warfare. The Commission also heard
testimony from representatives of and experts on the semicon-
ductor, aerospace, information technology, specialty metals, ma-
chine tools, and shipping industries.

As Acting Under Secretary Lichtenbaum stated at the hearing:
“U.S. trade with China and Chinese investment decisions do have
a significant impact on the defense industrial base.” Following are
the Commission’s key findings based on the information provided
in the testimony and the question-and-answer sessions:

e The U.S. defense establishment is heavily and increasingly re-
liant on the technologies produced by the private sector for ci-
vilian use. The private sector has moved offshore much of the
production and is beginning to move offshore some of the de-
sign for these technologies that are used in the defense sector.

1The Commission invited two Defense Department officials to testify, but both declined due
to scheduling conflicts: The Honorable Kenneth J. Krieg, Under Secretary of Defense for Acqui-
sition, Technology, and Logistics, and The Honorable Suzanne Patrick, Deputy Under Secretary
of Defense for Industrial Policy.
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e The DoD “trusted” and “assured”?2 supply of high-performance
microchips is at a critical point due to restructuring in the
commercial integrated circuit industry that has moved oper-
ations offshore to Taiwan, Singapore, and China.

e Foreign governments, most notably China, provide incentives
to attract certain technological industries, including the semi-
conductor industry. (In fact, these incentives have resulted in
movement of some production and R&D activities from the
U.S.) U.S. market-based companies must compete against
these government-supported companies.

e In China, funding incentives to attract certain industries are
part of a coordinated, strategic effort by the government to
both attract dual-use industry companies to China and acquire
them abroad. Most notably this strategy is focused on the soft-
ware and integrated circuits industries—the two key industries
the U.S. defense establishment identifies as vital to today’s in-
formation-based, network-centric warfare.

The nature of modern warfare has changed since the Cold War.
In response to these changes, DoD changed its acquisition model to
reflect the current nature of a globalized defense industrial base.
While the previous defense acquisition model was premised on ac-
quiring the necessary materiel to enable the U.S. to fight two and
one-half wars simultaneously, today’s model relies on utilizing
whatever current capacity (both in the U.S. and among our allies)
is present when hostilities commence.

DoD currently defines the “defense industrial base” by functional
concepts, identifying five such concepts: battlespace awareness,
command and control, force application, protection, and focused lo-
gistics. To assess the health of the defense industrial base, DoD
identifies the critical technologies required to meet the goals of
these functional concepts. Then it identifies and assesses the indus-
tries critical to those technologies.

Today’s defense industrial base is defined as network-centric
rather than platform-centric as in the past. In essence, the present
day U.S. military draws its strength from the knowledge of proc-
esses and its effectiveness in using information in each operation.
As Dr. Schneider testified, this means the most critical aspect of
the defense industrial base is the ability to produce and commu-
nicate information—information technology and its supporting sys-
tems.

The defense establishment today relies almost entirely on tech-
nologies produced by the private sector for civilian use, particularly
information technology. This marks a profound change from the
Cold War era when weapons systems, components, and other mate-
riel frequently were designed and manufactured specifically for the
military using unique military specifications. The DSB currently is
conducting a study with the British Ministry of Defense to identify
the technologies important for national defense that are not being
developed by the private sector for civilian use. This study is crit-
ical because, as Dr. Schneider noted, “one of the things that I think

2 A “trusted source” ensures the protection of classified designs, the integrity of mission-crit-
ical components, and long operating life. An “assured source” guarantees access for special mili-
tary needs, quick response for time-critical chip designs, and parts availability for the life of
the system utilizing them.
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is especially interesting about the current time in defense tech-
nology is it’s the first time ... since the ’50s where defense require-
ments are, in a number of areas, considerably more demanding
than civilian applications.” The 1950s were a time when the U.S.
Government began marshaling a vision of science and technology
innovation. This hearing emphasized that it is time to revive such
an effort.

At present, U.S. market-based companies producing defense-re-
lated items are competing against foreign companies supported by
their governments. For example, Congressman Manzullo noted that
Israel, Taiwan, Singapore, and, in particular, China have provided
government support and subsidies to encourage firms to build
semiconductor foundries in their countries. In defense contracting
where, appropriately, DoD generally seeks the lowest-priced con-
tract, unsubsidized U.S. firms sometimes lose contracts to firms
subsidized by foreign governments. This creates a dilemma for U.S.
policy: choosing between the lowest-priced contracts at the cost of
hurting U.S. defense industries and even seeing some companies
dissolve or become unwilling to engage in defense manufacturing,
or paying a premium in an effort to preserve U.S. defense firms.
This is a difficult and critical choice that merits more careful atten-
tion and decisionmaking than it typically has received.

Dr. Schneider cited the worrisome implications of this situation:

“The underlying problem is that the economic incentives
for globalizing the supply chain are omnipresent and are
affecting almost every industry, and it is necessarily the
case that what is an optimum solution for least cost pro-
duction of software or least cost production of electronic
equipment is not one that produces an effective security
system and indeed a determined player can exploit the
globalization of the supply chain.”

Acting Under Secretary Lichtenbaum testified that, since 2001,
the Commerce Department has been asked by DoD to produce 18
studies on the state of the industrial base in a variety of defense
sectors. Firms responding to these studies reported that they are
unable to adequately maintain research and development (R&D)
levels, invest in production and process improvements, and retain
qualified engineers or scientists, and, as a result, some companies
that were committed to supplying DoD have migrated to commer-
cial sectors or downsized their defense-related operations.

Dr. Schneider told the Commission there has been a decline in
basic research, and he offered a possible prescription to address
that problem:

“[Dlefense laboratories have tended to be focused on the
application of advanced technology for military purposes
and have not focused very much on basic technology, but
it may be necessary for DoD to acknowledge the fact that
there is a lot of technology that’s now being produced in
the civil sector that has applications to defense and focus
on industry making that transition, perhaps by reducing
some of the institutional barriers to more effective collabo-
ration between the non-defense sector and the defense sec-
tor and getting the government laboratories to work in a



more focused way on supporting some of the work in basic
research and in collaboration with universities which are
ultimately the source of a lot of this work.”

The Semiconductor Industry

Earlier this year, the DSB released a report on the adequacy and
security of the microchip supply for defense needs. The head of the
DSB task force on high performance microchip supply, William
Howard, testified that the United States’ secure supply of high-per-
formance microchips is in jeopardy, and that this problem requires
an urgent response.

DoD has relied on the civil production of chips for its supply.
This has proven cost efficient given the extremely high cost of
maintaining government production facilities. As the commercial
chip industry has restructured over the past several years, expen-
sive manufacturing capacity moved abroad, mostly to Taiwan,
Singapore, and China. Dr. Howard noted that chip design is now
beginning to follow. This threatens DoD’s ability to ensure against
tampering with its chip supply, particularly its application-specific
integrated circuits. Especially with respect to China, this trend is
expected to continue. The Chinese government has an aggressive,
coordinated strategy to rapidly build its semiconductor sector. This
strategy employs investment, financing, tax, industrial, export, and
education policies to support the Chinese semiconductor industry
and attract foreign semiconductor operations to China.

Currently there are only three integrated circuit fabricators in
the U.S.: IBM, Intel, and Texas Instruments. Because the only one
of these that has agreed to conduct business with the Federal Gov-
ernment is IBM, it was chosen as a “Trusted Foundry” and was
given a “take-or-pay” contract by DoD worth $600 million over 10
years. Dr. Howard, while pleased that the immediate concern is ad-
dressed by this program, said it is risky to use a sole-source sup-
plier because of the possibility the supplier’s ability to produce
chips could be substantially degraded in the future. He strongly
recommended that the government devise a strategy to ensure a
supply of chips that is both trusted and assured.

The Aerospace Industry

The ability of the U.S. aerospace industry to maintain an ad-
vanced level of high-technology performance also is apparently at
risk. Witnesses testified that the risk will only increase as more
aerospace technologies migrate offshore, and to the extent the U.S.
civilian industrial base continues its growing focus on knowledge
generation rather than creation of hardware. As Dr. Schneider
stated, “That does pose a challenge for how the U.S. will be able
to maintain its leadership and ... sustain a capability to support
the national strategy of maintaining a decisive technology edge in
military performance.”

Pierre Chao of the Center for Strategic and International Studies
testified that after the corporate consolidation of much of the aero-
space industry, aerospace subcontractors have been forced to look
offshore for new work because there are fewer contractors that are
potential purchasers and fewer U.S. aerospace projects that need
work done in the United States.

vi



The Software/Information Technology Industry

Process knowledge is becoming more important to defense than
hardware knowledge. With this being the case, while the hardware
for certain systems may be mundane by current-day technology
standards, the software that directs these systems and enables
them to perform particular functions is, as Dr. Schneider states,
“exotic and the industry that creates that software is a national
asset.” The Commission heard testimony that the globalization of
the software development industry poses a severe risk to U.S. secu-
rity, because software writers can incorporate various vulnerabili-
ties that are very difficult or effectively impossible to identify, and
those vulnerabilities later can be exploited by adversaries.

The Machine Tools Industry

Machine tools are critical to national defense, evidenced by the
fact that the U.S. imposes export controls on machine tools and
their supporting systems because of their importance to products
on which the military relies. These export controls are generally
guided by the concept that manufacturing technology is often more
important than the products of that technology. Yet there is a con-
tradictory relationship between export controls for U.S. national se-
curity purposes and the ability to maintain the U.S. machine tool
industry for defense purposes.

The inconsistencies between U.S. export controls and the export
controls of other major supplier nations have led to a decrease in
U.S. market share for machine tools. Dr. Paul Freedenberg, Vice
President of the Association for Manufacturing Technology, testi-
fied that a decrease in the capacity of the U.S. machine tool indus-
try has hurt the ability of the United States to mobilize in the
event of a national emergency. The U.S. machine tool industry saw
its domestic share decrease by 60 percent from 1998 to 2002, with
a slight increase in 2003.

The Specialty Metals Industry

Specialty steel, aluminum, beryllium, nickel, titanium, and base
superalloys are critical to U.S. weapons systems. Panelist Jack
Shilling of Allegheny Technologies testified that specialty metals
are essential elements of virtually every U.S. military platform.
This importance, however, has not been fully reflected in national
security policy or actions in recent years. Efforts have been sub-
stantially reduced from those during the Cold War to maintain a
current awareness of how critical such speciality metals are for
U.S. weapons systems and of the adequacy and reliability of their
supply. And amounts of these metals in the U.S. defense stockpile
have been permitted to drop—in most cases drastically—from lev-
els in earlier years.

This picture is of even greater concern because there is increas-
ing international competition for the available supplies of many of
the specialty metals, and China is a leading competitor for many
of them. For example, Chinese demand for titanium is increasing,
and its factories that use the metal are searching for additional
sources and are seeking to acquire either the ore or other upstream
forms of the metal—or even the sources themselves—because it
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does not have a sufficient indigenous supply. This and other com-
petition for supplies of these metals unquestionably will have avail-
ability and price consequences for U.S. acquisition.

DoD appears to be awakening to the troubling implications of
this situation and has begun to take steps to address it. It recently
allocated $6 million to establish a domestic production facility for
high purity beryllium metal. And, although defense capabilities
studies in recent years have not included assessments of the health
of the specialty metals industry or the adequacy of the supply of
these metals for U.S. defense needs, DoD currently is undertaking
a study of the adequacy of U.S. Government access to specialty
metals for defense needs and, in particular, how China’s increasing
demand for them is affecting U.S. access. DoD stated in written
testimony to the Commission:

“Recent price and schedule trends for metals important to
defense, such as steel, aluminum, and titanium, appear to
be influenced by China’s increasing internal demand,
which is likely to persist for years to come. The prices of
aerospace grade steel, aluminum, and titanium have risen
considerably over the last two years. In addition to these
price increases, acquisition lead times for these materials
also have increased. Some experts believe that China is re-
sponsible for these trends while others are of the opinion
that the increases are caused by economic trends associated
with widening industrial globalization. Whatever the case,
the Department is taking steps to understand the potential
impact of these trends and inform planning for future ac-
quisition budgets accordingly.”

Not only the specialty metals themselves but also the tech-
nologies to work with them are vital to U.S. defense industries and
to the U.S. military advantage. Dr. Shilling testified that the Chi-
nese have aggressively and repeatedly sought to exchange Chinese
market access for the ability to purchase Western technology in the
specialty metals industry which, thus far, his company (Allegheny
Technologies) has chosen not to sell. According to Dr. Shilling, the
Chinese strategy to acquire technology is “a highly coordinated,
systematic, strategic initiative which, left unchallenged, will result
in transfer of specialty metals technology [to] China.”

The Shipping Industry

In May 2005, the Deputy Under Secretary of Defense for Indus-
trial Policy completed a Global Shipbuilding Industrial Base
Benchmarking Study that examined the six largest private ship-
yards in the United States in comparison to the world’s ten leading
shipyards. The study found that the U.S. shipbuilding industry has
improved significantly over the last five years. Yet significant tech-
nology gaps still exist in some U.S. shipyards, and shipbuilding de-
signs need to be optimized for state-of-the-art military vessels. Ac-
cording to the study, one major hindrance to industry improve-
ments is the lack of competition caused by a series of acquisitions
that have led to a military shipbuilding duopoly of General Dynam-
ics and Northrop Grumman.
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For the first time in 50 years the United States is not currently
developing a new submarine design. Amy Praeger of the American
Shipbuilding Association testified that this has a devastating effect
on the ability to ensure the continued availability of qualified ship
design engineers. Since 1991, 24,000 engineers and production jobs
have been lost in the United States. Additionally many skilled
workers are leaving the shipbuilding industry because the sector
does not have consistent and stable contracts. Should a need ap-
pear for new skilled employees, it could take 15 years to replicate
the lost skill level.

Based on the testimony presented at the hearing, and its con-
sequent findings, the Commission proposes the following rec-
ommendations to Congress to address the problems identified.

Recommendations

1. In order to maintain a strong U.S. technological base in key de-
fense industries, the Commission recommends that Congress di-
rect the Commerce Department to conduct a study to determine
and recommend appropriate actions—in areas such as tax pol-
icy, energy policy, etc.—to promote domestic research, develop-
ment, and production in defense-related industries.

2. Given DoD’s reliance on civilian technology companies and the
evidence of a disconnect between civilian R&D and U.S. defense
technology and research needs, the Commission reiterates the
recommendations it made in the record of its hearing on Chi-
nese high technology development (that the Commission con-
ducted on April 21 and 22, 2005 in Palo Alto, California) that
the Congress (1) provide for development of a coordinated, com-
prehensive, national technology competitiveness strategy de-
signed to meet China’s challenge to U.S. scientific and techno-
logical leadership; and (2) establish a task force including rep-
resentatives from the Office of Science and Technology Policy,
the National Science Foundation, and the Departments of Edu-
cation, Defense, State, Energy, Labor, and Commerce to consult
on a regular basis with private-sector leaders in key science and
technology industries, and investment leaders, particularly ven-
ture capitalists, regarding development and implementation of
the national strategy. The intent in initiating such a task force
is to create a permanent structured dialogue between the Fed-
eral Government and the private sector about technology base
issues that have a direct effect on U.S. economic and national
security. The task force should be required to report its findings
and recommendations to Congress on an annual basis.

3. In response to the evidence that China is pursuing a national
strategy of corporate acquisition in key sectors of significance to
the national defense, the Commission recommends that Con-
gress direct the President’s National Economic Council to pre-
pare and submit the quadrennial reviews of strategies by foreign
countries and companies to acquire U.S. critical technology in-
dustries that are required by law, but that have been neither
prepared nor delivered since the first report was delivered to the
public in 1994.
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4. With China pursuing a coordinated strategy to attract invest-
ment in the semiconductor industry and in light of the extreme
importance and urgency of ensuring a secure domestic supply of
high-performance microchips for U.S. defense needs, the Com-
mission recommends that Congress direct DoD to prepare an as-
sessment of its future microchip needs and establish a carefully
designed acquisition program based on that assessment that will
secure a sufficient number of “trusted and assured sources” of
integrated circuits.

5. The Commission recommends that Congress direct DoD to pre-
pare an assessment of China’s anticipated naval buildup over
the next decade and its stated plans to source 100 percent of the
necessary systems and components required for this buildup. In
order to usefully compare China’s planned naval capability to
U.S. naval capability, this assessment also should identify the
ships, and the ship components and systems, that will be needed
to meet U.S. military requirements over the next 20 years and
the projected sourcing plan for all required ships, components,
and systems extending to all levels of manufacturers and sup-
pliers—specifically noting anticipated sourcing dependence on
China. This exercise should provide a prognosis of the long-term
viability of U.S. domestic manufacturers of ships, components,
and systems needed to meet the requirements, and the critical
industrial skill base those manufacturers will need—and should
highlight anticipated problem areas.

@2% S O

C. Richard D’Amato Roger W. Robinson, Jr.
Chairman Vice Chairman

Sincerely,
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U.S.-CHINA TRADE IMPACTS
ON THE U.S. DEFENSE INDUSTRIAL BASE

THURSDAY, JUNE 23, 2005

U.S.-CHINA ECONOMIC AND SECURITY REVIEW COMMISSION,
Washington, D.C.

The Commission met in Room 124, Dirksen Senate Office Build-
ing, Washington, D.C. at 9:30 a.m., Chairman C. Richard D’Amato,
Vice Chairman Roger W. Robinson, Jr., and Commissioners Mi-
chael Wessel, William Reinsch, and Larry M. Wortzel (Hearing Co-
chairs), presiding.

OPENING STATEMENT OF CHAIRMAN C. RICHARD D’AMATO

Chairman D’AMATO. The hearing will come to order. We are ac-
tually awaiting the arrival of Congressman Manzullo, and while we
are waiting, we will take this time to give our opening statements
on the hearing. Good morning and welcome. Today’s hearing will
address the issue of U.S.-China trade impacts on the U.S. defense
industrial base. We're honored to have Congressman Manzullo
speaking before us this morning.

This hearing follows two important field hearings the Commis-
sion recently held. In April, the Commission went to Palo Alto,
California to Stanford University and heard testimony from former
Secretary of Defense William Perry and high-tech industry leaders
on the status of U.S. innovation and the impact of China’s high-
technology development on U.S. research and development sector.

This was followed by a hearing in May in New York City at the
Council on Foreign Relations where the Commission heard from a
distinguished group of economists on the effects of globalization on
the U.S. economy.

Needless to say, these issues represent huge impacts on the U.S.
economy, and it is the U.S. economy that is the heart of our na-
tional security and the U.S. defense sector.

This issue is particularly timely since Congress has recently re-
viewed the “Buy American” provision of our laws. The original
“Buy American Act” and Berry Amendment established certain re-
quirements for government entities including DoD to use U.S.
sources whenever possible.

The requirement is waived when it is not deemed effective to use
a U.S. source. Some legislators believe that the waiver process by
which DoD is circumventing the Buy American provision has been
used arbitrarily.

The health of the defense industrial base is not only measured
by the level of Defense Department reliance on foreign sourcing,
but is generally caught in and affected by the process of globaliza-
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tion itself. We will hear views today on the effects of globalization
on the U.S. defense industrial base.

But regardless of the level of globalization different experts find
appropriate, for the defense industrial base to benefit from globali-
zation, there must be a level playing field for trade and a protec-
tion from piracy.

The Commission has found in its 2002 and 2004 reports that
China poses challenges on both accounts and it is for this reason
that we must examine this issue today.

I look forward to today’s hearing and testimony and I will now
turn over the podium to our Vice Chairman Roger Robinson.

[The statement follows:]

Prepared Statement of Chairman C. Richard D’Amato

Good morning and welcome. Today’s hearing will address the issue of U.S.-China
trade impacts on the U.S. defense industrial base. We are honored to have Con-
gressman Manzullo speaking before us this morning. I want to thank him for taking
the time to be here.

This hearing follows two important field hearings the Commission recently held.
In April the Commission went to Stanford University, in Palo Alto, CA to hear testi-
mony from former Secretary of Defense William Perry and high-tech industry lead-
ers on the status of U.S. innovation and the impact of China’s high-technology de-
velopment on the U.S. research and development sector. This was followed by a
hearing in May in New York City at the Council on Foreign Relations where the
Commission heard from a distinguished group of economists on the effects of globali-
zation on the U.S. economy. Needless to say, these issues represent huge impacts
on the U.S. economy. And it is the U.S. economy that is the heart of our national
security and the U.S. defense sector.

This issue is particularly timely, as Congress has recently reviewed the “Buy
American” provisions of our laws. The original “Buy American Act” and Berry
Amendment, established certain requirements for government entities, including
DoD, to use U.S. sources when possible. The requirement is waived when it is not
deemed effective to use a U.S. source. Some legislators believe that the waiver proc-
ess by which DoD is circumventing the Buy American provision is used arbitrarily.
I anticipate Congressman Manzullo will address this issue later today.

The health of the defense industrial base is not only measured by the level of De-
fense Department reliance on foreign sourcing, but is generally caught in and af-
fected by the process of globalization itself. We will hear views today on the effects
of globalization on the U.S. defense industrial base. But regardless of the level of
globalization different experts find appropriate, for the defense industrial base to
benefit from globalization, there must be a level playing field for trade and a protec-
tion from piracy. The Commission has found in both its 2002 and 2004 report that
China poses challenges on both accounts and it is for that reason that we must ex-
amine this issue today.

I look forward to today’s testimony and will now turn to the Commission Vice
Chairman Roger Robinson.

OPENING STATEMENT OF VICE CHAIRMAN ROGER W. ROBINSON, JR.

Vice Chairman ROBINSON. Thank you, Mr. Chairman. I join the
chairman in my appreciation to Congressman Manzullo who is
going to be with us shortly for his willingness to testify today. I
also look forward to this morning’s presentations by the Honorable
Peter Lichtenbaum and Dr. William Schneider.

We have a lot of ground to cover today so I would like to focus
on one issue of concern. We are, of course, discussing U.S.-China
trade and the impact of that bilateral trade on our defense indus-
trial base, but it also seems to me that Chinese investments abroad
are a legitimate subject of interest. When Chinese companies that
are majority owned by the government acquire companies either in
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the U.S. or elsewhere in sectors that are critical to the U.S. Depart-
ment of Defense or are militarily sensitive that should concern us.

It’s no secret that China is looking to buy up resources from
many quarters, not just oil or natural gas, but also materials such
as titanium. The Chinese are no doubt securing these supplies for
their own commercial and strategic needs, but what happens to our
access to some of these critical resources that China is seeking to,
in effect, lock up should there be, for example, heightened tensions
with Beijing down the road?

Moreover, China also seems interested in U.S. and other global
technology companies. It strikes me that acquiring technology com-
panies is a much more efficient means of gaining access to a wealth
of technological knowledge and management than the type of tech-
nology transfers that China would require from global companies,
for example, investing in China.

I hope we’ll have an opportunity today to treat these issues, and
I'd now like to turn over the proceedings to Commissioner Reinsch
who is co-chairing today’s hearing.

[The statement follows:]

Prepared Statement of Vice Chairman Roger W. Robinson, Jr.

I join the Chairman in my appreciation to Congressman Manzullo for taking the
time to be here. I also look forward to this morning’s presentations by the Honorable
Peter Lichtenbaum and Dr. William Schneider.

We have a lot of ground to cover today, so I'd like to focus on one issue of concern.
We are of course discussing U.S.-China trade and the impacts that has on our de-
fense industrial base, but it also seems to me that Chinese investments abroad are
a legitimate subject of interest as well. When Chinese companies that are majority
owned by the Chinese government acquire companies either in the U.S. or else-
where in sectors that are critical to the Defense Department or militarily sensitive,
that should concern us. It is no secret that China is looking to buy up resources
from many quarters, not just oil or natural gas, but also materials such as titanium.
The Chinese are no doubt securing these supplies for their own commercial and
strategic needs, but what happens to our access to some of these critical resources
that China is seeking to, in effect, lock up should there be heightened tensions with
Beijing down the road?

Moreover, China also seems interested in U.S. and other global technology compa-
nies. It strikes me that acquiring technology companies is a much more efficient
means of gaining access to a wealth of technological knowledge and management
than the type of technology transfers that China would require from global compa-
nies investing in China.

I hope we’ll have an opportunity today to treat these issues. Now let me turn the
proceedings over to Commissioner Reinsch.

Chairman D’AMATO. Mr. Vice Chairman, Commissioner Reinsch,
I think what we might want to do is defer for a moment prior to
Congressman Manzullo unless you have a statement you would
like to make right now.

[Recess.]

Chairman D’AMATO. The hearing will resume and be called to
order.

OPENING STATEMENT OF COMMISSIONER WILLIAM A. REINSCH
HEARING COCHAIR
Cochair REINSCH. Thank you. The issue that we’re discussing
today, the defense industrial base and any impact U.S.-China trade
and investment may have on it, is an important issue and a com-
plex one. The technologies that lay the groundwork for 21st century
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dgfense structure are at the core of what we’re going to be talking
about.

Integrated circuits, information technology, composite materials,
among others, are all integral to the function of the U.S. military.
They are also all increasingly reliant on commercial forces for their
development. These commercial forces, in turn, are caught up in
globalization. It is the task of the government not to hinder those
forces, but rather to balance the benefits of the defense sector that
globalization provides while ensuring a secure supply of critical
U.S. defense needs.

Today, we're really honored to have with us Congressman Don
Manzullo of Illinois, Chairman of the House Small Business Com-
mittee. The health of U.S. industries as they relate to national se-
curity is a key issue for Congress, and we look forward to his state-
ment. Mr. Manzullo was first elected to Congress in 1992 from a
district near where I grew up in northern Illinois.

It’s a manufacturing center. He has been a hero for a long time
to smaller manufacturers and certainly a hero in the export control
community for the many thoughtful and sensible things he has said
for a many years. Lately, he’s had a lot more to say about China,
and that’s why he’s here today and we’re happy to have him.

Following him, we are also particularly pleased to have the Act-
ing Under Secretary of Commerce for Industry and Security, the
Honorable Peter Lichtenbaum. Mr. Lichtenbaum is in charge of the
Commerce Department’s Bureau of Industry and Security, a very
important position in the government I might add. Which seeks to
advance U.S. national security, foreign policy and economic inter-
ests. BIS oversees issues at the intersection of business and na-
tional security including strategic trade controls, imports, and for-
eign acquisitions that affect U.S. security, enforcement of anti-boy-
cott laws and industry compliance with international arms control
agreements.

In his capacity as Assistant Secretary, Mr. Lichtenbaum is re-
sponsible for developing BIS’ policies regarding controls on the ex-
port of dual-use items for national security, foreign policy, non-
proliferation and short supply reasons. We're particularly grateful
to him for his appearance today in part because the Defense De-
partment unfortunately has declined to appear, and we are dis-
appointed in that. It’s hard to have a complete hearing about the
defense industrial base when the people who have such a critical
role in utilizing it are not here. We hope to get them at another
time, and as one of my neighbors said about her three-year-old son,
“We will speak firmly to them later on.” Let me say, though, that
we've asked Acting Under Secretary Lichtenbaum to come to deal
with issues that are within his purview as the head of his bureau,
and he’s going to discuss the challenges for U.S. dual-use export
control policy with respect to China, the types of U.S. export con-
trols aimed at prohibiting the export of sensitive items and tech-
nology, particularly with respect to aerospace and semiconductors,
and BIS’ role in analyzing industry sectors identified by the De-
partment of Defense.

It’s generous of Mr. Lichtenbaum to agree to come, and I hope
the Commissioners will confine their questions to those topics.

Let’s proceed now with Congressman Manzullo, and welcome.



[The statement follows:]

Prepared Statement of Commissioner William A. Reinsch
Hearing Cochair

The issue we are discussing today—the defense industrial base and any impact
U.S.-China trade and investment may have on it—is important and complex. The
technologies that lay the groundwork for a 21st century defense structure are at the
core of this discussion. Integrated circuits, information technology, composite mate-
rials are all integral to the function of the U.S. military; they are also all reliant
on commercial forces for their development. These commercial forces are moved by
the current state of globalization. It is the job of the U.S. Government not to hinder
these forces, but to rather, balance the benefits to the defense sector that globaliza-
tion provides, while ensuring a secure supply of critical U.S. defense needs.

Today we are honored to have with us Congressman Manzullo of Illinois, Chair-
man of the House Small Business Committee. The health of U.S. industries as they
relate to national security is a key issue for Congress and we look forward to his
statement. I thank Congressman Manzullo for taking the time to dialogue with us
today.

We are also pleased to have the Acting Under Secretary of Commerce for Industry
and Security, the Honorable Peter Lichtenbaum. Mr. Lichtenbaum is in charge of
the Commerce Department’s Bureau of Industry and Security (BIS), which seeks to
advance U.S. national security, foreign policy, and economic interests. BIS oversees
issues at the intersection of business and national security, including strategic trade
controls, imports and foreign acquisitions that affect U.S. security, enforcement of
antiboycott laws, and industry compliance with international arms control agree-
ments. In his capacity as Assistant Secretary, Mr. Lichtenbaum is responsible for
developing BIS’s policies regarding controls on the export of dual-use items for na-
tional security, foreign policy, nonproliferation, and short supply reasons. I thank
you for taking the time to be here today.

Both the Honorable Kenneth Krieg, Under Secretary of Defense for Acquisitions,
Technology and Logistics, and the Honorable Suzanne Patrick, Deputy Under Sec-
retary of Defense for Industrial Policy were unable to attend today’s hearing due
to scheduling conflicts. As such, we will hold off any defense questions for a followup
paper the Defense Department will provide to the Commission. Mr. Lichtenbaum
will discuss three issues: (1) the challenges for U.S. dual-use export control policy
with respect to China, (2) the types of U.S. export controls aimed at prohibiting the
export of sensitive items and technology, particularly with respect to aerospace and
semiconductor sectors, and (3) the Bureau of Industry and Security’s role in ana-
lyzing industry sectors identified by the Department of Defense.

With that, let’s begin with Congressman Manzullo.

PANEL I: CONGRESSIONAL PERSPECTIVES

STATEMENT OF DONALD A. MANZULLO
A U.S. REPRESENTATIVE FROM THE STATE OF ILLINOIS AND
CHAIRMAN, COMMITTEE ON SMALL BUSINESS

Congressman MANZULLO. Thank you very much. Let me lobby
Peter Lichtenbaum while he’s here because it really shows the ex-
tent of the problem. Peter, you can write this down. Gleason-
Pfauter is located in my congressional district. They are one of the
world’s premier manufacturers of machine tools for gears. They
make all kinds of gears—Falk up in Milwaukee, which is big gears,
down to small gears. They’ve just been given notice by the Depart-
ment of Commerce that—and I told them I would talk to Peter so
I could do it openly here—the machine tool they’re making is too
sophisticated to sell to China.

Now, this is a bread-and-butter machine. You can buy it in Can-
ada. You can buy it in Europe. You can buy it in Japan. But be-
cause our government thinks it’s too sophisticated, we should not
sell it to China. Now, this is dumb. The Chinese won’t come and
buy our machine tools. People from Tier III countries won’t come
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here, and so what happens is Gleason-Pfauter will say, we’ll just
move everything overseas, possibly China.

One of the biggest problems that we have with our deficit is
caused by our own stupid policies. It’s one thing after the other,
and so we're going to be meeting with the people from Gleason-
Pfauter, and we’ve already talked to Peter about it here openly.
But I just wanted to share that because here’s something that we
can do immediately to narrow that gap.

The second thing is on visas. Our government thinks that every
Chinese, especially those with engineering degrees, are terrorists.
We can’t bring them here. Our Small Business Committee just ne-
gotiated a yearly multi-entry visa to pre-qualify—a trusted trav-
eler—the Chinese, so they come here and buy our stuff, and most
of the stuff was uncontrolled. It’s four-axis and under.

And, likewise, with the Memorandum of Agreement. But these
are policies that are going on right now within the government that
could be changed overnight that would allow a lot more money to
come in and would go greatly to reduce the trade deficit. I'll get on
to my opening statement. Peter, thank you for your open ear, but
you didn’t have much choice.

Chairman D’Amato, distinguished Commissioners, thank you for
the opportunity to testify before you to discuss the emergence of
China as a global manufacturing superpower and its impact on
America’s ability to innovate. This is extremely timely and critical
for policy leaders here in Washington as the rise of China directly
impacts the current health and future vitality of the U.S. industrial
base, upon which we all depend for security, livelihood and future
ability to lead.

We all know the ascent of Chinese exports continues to grow. In
particular, China’s merchandise trade surplus with U.S. now far
exceeds Japan’s and the torrid rate of growth has continued into
this year.

This unprecedented growth in exports is a direct reflection of the
rise of China as the world leader in manufacturing. We can debate
whether this rise in manufacturing muscle is due primarily to low
wages, unfair trading practices, such as the current government’s
policy of undervaluing its currency, and appropriating intellectual
property, or the 22.4 percent structural cost disadvantage that
American manufacturing must endure to do business in the U.S.

In fact, I believe that all of these issues have directly supported
China’s rise as a manufacturing superpower, but what cannot be
debated is the fact that China has become a manufacturing super-
power. What does this mean for American manufacturing and
those few policymakers in Congress that care about American man-
ufacturing?

As one of the few Members of Congress deeply interested in
American manufacturing, I've crisscrossed the country, visited hun-
dreds of factories. As chairman of the House Small Business Com-
mittee, I've held over 60 hearings addressing manufacturing con-
cerns, and I want to share these with you today some of my
thoughts and findings about the relationship between manufac-
turing and innovation.

The purpose of my talk is to spark a dialogue about our national
strength. At the end of World War II, General George Marshall
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said we’re now concerned with the peace of the entire world, and
the peace can only be maintained by the strong. Here are some
questions we have to ask ourselves.

What does it mean for Americans if we lose our ability to inno-
vate in this country?

Can strength be defined within the limits of financial prowess or
does the ability to make things matter?

How important is it to maintain manufacturing in this country?
Chairman Greenspan doesn’t think it’s important at all. He said
that. He said we could go to a service economy, lose our manufac-
turing base, and the manufacturing jobs would be subsumed by
high value/high-ended white-collar jobs. You ask him what one of
those is, and the time runs out on the buzzer.

Do we really need to build anything anymore here in America to
maintain our innovation capacity?

The defense industrial base, which is a subset of our overall in-
dustrial base, is an element of our national power—the sum total
of our country’s ability to use our power to shape world events and
ultimately implement our national security strategy.

In past years, DoD was a major driver of technological advances
with the manufacturing. I'm very sorry that DoD didn’t accept your
invitation to testify today. Bill, can I ask you who it was you in-
vited from DoD to come and who refused? Get their name on
record.

Cochair REINSCH. Yes. Kenneth Krieg, the Under Secretary of
Defense for Acquisitions, Technology, and Logistics, and Suzanne
Patrick, the Deputy Under Secretary for Industrial Policy.

Congressman MANZULLO. And they both were invited? I thought
Suzanne had left.

Chairman D’AMATO. They’re both traveling.

Congressman MANZULLO. Oh, they’re both traveling. Did they
send testimony?

Chairman D’AMATO. No, they did not.

Congressman MANZULLO. Okay.

Cochair WESSEL. We also offered the opportunity for someone in
their office to testify as well.

Congressman MANZULLO. I think that should go to show the in-
difference that the Pentagon has towards maintaining our defense
industrial base.

So often we hear about the need to maintain broad free-trade
principles in an unconstrained global engagement. I certainly count
myself as a free trader. In fact, I'll put my free-trade credentials
up against any Member of Congress. Some people think I'm against
free trade, but as the President has said on numerous occasions,
trade must be both free and fair.

That is why there is such a sour mood regarding trade in Con-
gress right now. Congress has become deeply concerned, some
would say fixated, on trade issues with China and the lack of
meaningful progress to resolve the issues of currency manipulation,
intellectual property rights, and other free trade barriers enacted
by the Chinese.

Right now there are many bills and resolutions pending in Con-
gress about some or all of these issues. Phil English wants to treat
China as if it was a market economy for purposes of imposing coun-



8

tervailing duties, and that’s a first step. And some in the Senate
have called for 27.5 percent blanket tariff upon Chinese imports.
That’s not a good idea, but Senator Schumer says he hates his own
bill and doesn’t want to see it implemented anyway. In fact, he said
that a year ago when we sat at this table together.

All this activity squarely reflects the growing frustration and
sense of unease about China’s emergence. It is no wonder that
many here in Congress believe that discussion of further free trade
agreements, such as DR-CAFTA, are premature and should be put
on hold until the Administration gets tough with China.

Clearly, here at home, we have some fundamental problems to
deal with such as overhauling the Tax Code, ending lawsuit abuse,
enacting sound energy policies, lowering the cost of health care by
allowing small companies to band together, et cetera.

But this is not enough. Consider the following: growth in U.S.
manufacturing activity slowed in May for the sixth consecutive
month, while factory employment failed to improve for the first
time in 19 months according to data from the Institute for Supply
Management on the survey released on June 1.

The rate of increase of new orders continues to decelerate with
only 11 of 20 industries reporting gains in new orders in May. And
growth in exports has also continued to erode since at least this
past February.

Productivity. Whenever there is a discussion over the erosion of
manufacturing, inevitably productivity is mentioned as a major
reason for the loss of jobs. Theoretically, high productivity means
it costs less to make the same unit today than it did yesterday.

We tend to attribute that to greater use of technology. In reality,
what’s reported quarterly as sectoral output productivity does not
capture the cost of business inputs. So the fact that your unit costs
are lower doesn’t mean you’re more productive because of capital
equipment or improved business process; it simply means you
found a cheaper way to get that done and more often than not, it’s
by offshoring the work, including high-end work, or importing
cheaper parts.

Let’s talk about defense procurement. My position on Buy Amer-
ica—I've found that many people simply don’t understand the sig-
nificance. When the Buy American law was passed in the 1930s,
it said all or substantially all of a product had to be made in the
United States, subsequently refined by regulation that said all or
substantially all means more than 50 percent. 1979 under one of
the Trade Agreement Acts, it said that essentially if you buy from
any of the 30 or so countries that are signatories to that, it’s the
same as buying from America, and then memoranda of under-
standing, executed by the Defense Department and foreign coun-
tries without the consent of Congress said if you buy from any of
23 countries listed in the memorandums of understanding, that
means that it’s the same as buying from America; so therefore com-
plete compliance with the Buy American Act can result in zero
American parts.

Oh, and by the way, that law doesn’t apply if you want to buy
something that’s not made in America; obviously you can buy it off-
shore. But there’s been so much misunderstanding on that, that I
just wanted to bring that up.
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In addition, while the Commerce Department continues to fight
unfair subsidies around the world, like those in Boeing versus Air-
bus, so that our companies can compete fairly, the Pentagon—
thank you for showing up today—continues to rush to award con-
tracts to foreign companies or their American partners that are
subsidized or effectively controlled by their foreign governments.

Take AgustaWestland, for example. That’s the one along with an
American partner got the Marine One contract. That company is
owned by the Italian government, which has three of the board
seats with one of those being the treasurer of the country, and it
is controlled and subsidized by the Italian government.

The Pentagon sees no problem with having our market-based
companies compete against those that have the support of their
government all in the name of, quote “best value.”

Keep in mind that AgustaWestland is also helping the Chinese
develop first-class helicopter technology.

Engineers. We see the migration of our innovation capital in a
number of disturbing trends. An area not often thought of when
discussing innovation is the challenge engineers are having. The
unemployment rate continues to be at historical highs.

Electrical engineers, for example, are seeing an unemployment
rate of roughly seven percent, three times the norm. Deans at re-
spected engineering universities are finding fewer students enter-
ing this discipline, and why is this significant? According to a study
published by the National Science Foundation, 46 percent of our
engineers are employed in the manufacturing sector.

As that sector shrinks, more engineers become unemployed. Stu-
dents see this trend and decide to study something else with hope-
fully a longer future. And fathers who are engineers, who have had
their jobs outsourced to Pakistan or to India and China, tell their
kids not go to into engineering because they’re not sure if they are
going to have a job.

Semiconductors. Another good example of the decline of innova-
tion capacity is reflected in the semiconductor industry. Semicon-
ductor foundries are manufacturing facilities that produce semi-
conductors from designs provided by other companies. Most of
these high-tech foundries are now being located outside the U.S.
And why?

Many governments view semiconductor foundries as a matter of
critical national security and intense national interest. Israel, Tai-
wan, Singapore and most notably China through its National Acad-
emy of Sciences, have been extremely aggressive about providing
massive government support and often outright subsidies to con-
vince established companies and start-ups alike to build semicon-
ductor foundries in their countries.

The latest ploy by the Chinese is to give grants of R&D money
to Chinese semiconductor firms. They are not doing this to be char-
itable. They recognize that having the manufacturing on their soil
creates a virtual cycle of jobs, small business opportunities and in-
novation for their people.

These are good, often great, jobs for the locals. These govern-
ments understand. They know that proximity accelerates tech
transfer from lab to fab. The presence of fabrication facilities sup-
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ports the research university base and students benefit greatly
from access to industry facilities.

One prominent international trade expert who testified at one of
my hearings last summer told us this:

The “foundries have enabled host countries to dramatically en-
hance competencies in semiconductor manufacturing, to build capa-
bility in integrated circuit design, to attract foreign investment and
technology, and ultimately to draw in semiconductor
infrastructural enterprises”—that’s “makers of production equip-
ment and materials, and providers of logistics and other services”—
“as well as talented individuals.”

As we examine these trends and issues, I think we can only con-
clude one thing: America is at risk of losing its innovation lead in
the world. These concerns were underscored by the National Asso-
ciation of Manufacturers, which concluded the following:

U.S. manufacturing’s innovation process leads to investments in
equipment and people to productivity gains, to beneficial spillovers,
and to new and improved products and processes. This intricate
process generates economic growth and higher living standards su-
perior to any other economic sector. But serious challenges do
threaten to undermine the critical mass of manufacturing nec-
essary to maintain a dynamic innovation process in the United
States.

If the U.S. manufacturing base continues to shrink at its present
rate and the critical mass is lost, the manufacturing innovation
process will shift to other global centers. Once that happens, a de-
cline in living standards in the U.S. in the future is virtually as-
sured.

This is not a protectionist organization. This is the National As-
sociation for Manufacturers.

Kissinger said that, “if outsourcing continues to strip the U.S. of
its industrial base and the act of getting out or developing its own
technology, then we require a careful thought on national policy.”

“The question is whether America can remain a great or domi-
nant power if it becomes a pure service economy,” Kissinger added.
“I doubt it very much. I think that a country has to have a massive
industrial base in order to play a significant role in the world.”

If we lose our manufacturing capability, America will still sur-
vive, but will we still be able to lead and, as Kissinger puts it,
“play a significant role in the world?”

Where I really think these issues become critically important is
in respect of our ability to protect ourselves. Over the years, DoD
has become much more reliant on the private sector. Recently,
President Bush noted in a major report that the defense industrial
base is a key asset that has become vulnerable.

His report states: “Because of market competition and attrition,
DoD now relies more and more on a single or very limited number
of private-sector suppliers to fulfill some of its most essential
needs.”

“Most often the procurement process is based on cost and effi-
ciency. Such an approach may not always take into consideration
the vendor’s critical infrastructure protection practices, for exam-
ple, the supplier base, and its ability to supply products and serv-
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ices and provide surge response during an emergency or exigent
circumstance.”

Recently I was appointed to the Steering Committee for the Na-
tional Innovation Initiative as part of the Council on Competitive-
ness, and I want to commend the Council and IBM for driving this
dialogue and the good work they’re doing in trying to keep a lot of
manufacturing here in the United States.

Manufacturing is, indeed, the core of our nation’s strength. With
a strong manufacturing base comes engineering, R&D and innova-
tion. If we only look at the cost and determine that another country
can do all these things cheaper, then we limit our strength and the
speed of our innovation cycles to that of those nations.

Do we really want to race to the bottom? At what point has so
much technology and manufacturing skill left the U.S. that we be-
come too reliant on foreign suppliers for the core components of our
defense manufacturing capabilities?

So what do we do about it? We strengthen America. I personally
find these trend lines very disturbing. I think that policymakers in
Washington need to start addressing focused public policy response
to them, and here is what I'm doing:

Number one, I propose that we strengthen America. As you
know, the government and particularly DoD are among the biggest
customers in the world. Using taxpayer money to support impor-
tant public policy goals is a well-established doctrine and Federal
procurement law. And Adam Smith said it’s even exempt from the
“wealth of nations” and the doctrines of laissez-faire.

We have guidelines to direct procurement dollars to assist small
businesses, for women-owned businesses, and for Native American
businesses. I think it’s a good idea that we use some of that tax-
payer money to support innovation in this country.

In pursuit of strengthening our industrial capacity, we should
focus our procurement dollars to preserve American innovation by
using the taxpayer’s money to support the growth and development
of innovative new technologies in the procurement process.

No one has any interest in denying the war fighter the best tech-
nology at the best price to undertake their mission. This is and
never was the result or intent behind Buy America.

Instead we should refocus our purchasing priorities. If there are
good, value-based reasons to buy commodities and commercial end
items on the open market, I'm not too concerned about that, al-
though I have to ask are we really prepared to buy all of our bul-
lets from the Chinese?

Two, we must reform our visa process which is hurting our abil-
ity to sell goods to foreign customers. They can’t come here to in-
spect or buy our stuff.

Third, we must reform the CFIUS process to consider economic
security as part of national security.

We do that by expanding the focus beyond narrow traditional na-
tional security concerns in CFIUS to encompass economic security.
The reason is because the rise of China demonstrates that the loss
of key manufacturing assets quickly dissolves into a question of na-
tional security. If we no longer possess the capability to defend our-
selves, how can we maintain our role as the arsenal of democracy?
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We must drive transparency and accountability into the CFIUS
review mechanism. Currently, although both the law and imple-
menting regulations require that decisionmakers consult with Con-
gress, that obligation has been ignored by the Treasury Depart-
ment. I base this conclusion upon my personal experience with
Treasury officials during the course of our inquiry into the IBM/
Lenovo acquisition.

Based on the above, I have to ask myself if the Treasury Depart-
ment is still the appropriate place to handle the CFIUS reviews?
It seems to me that the Treasury Department has yet to see a for-
eign acquisition that it didn’t like. I think it’s time that the CFIUS
process was administered by the Commerce Department, which al-
ready looks at industrial security issues.

Let me end with this. Now, a Chinese state-owned industry—call
it the Chinese government—is in the process of buying up the fifth
largest energy company in the world. That’s Unocal Corporation.

What’s important about this transaction is this: CNOOC is a
state-owned enterprise. This is the Chinese government. What does
that mean? Countervailing duties cannot be imposed against them.
In my district, we have a little plant in Hanover, Illinois that
makes thermo-couplers for Maytag. Well, Maytag is being bought
by the Chinese government and they want to move production
there. What does that do? Well, when production is in Mexico, at
least the parts come from here and go to Mexico.

Mexico has lost 20 percent of its maquiladoras. Mexico loses $1
billion a year in shipping textiles to the United States because it’s
all going to China. So the source of the raw materials that nor-
mally comes from the United States, that’s also drying up.

I want to thank you for the opportunity to testify here on these
important issues, and I look forward to answering any questions
that you may have.

You can tell I do have opinions on these issues.

[The statement follows:]

Prepared Statement of Donald A. Manzullo
A U.S. Representative from the State of Illinois and
Chairman, Committee on Small Business

“Manufacturing Dragon: China’s Emerging Role as a
Global Factory and Its Implications for American Innovation”

Chairman D’Amato, distinguished Commissioners and ladies and gentlemen,
thank you for this opportunity to discuss the emergence of China as a global manu-
facturing superpower and its impact upon America’s ability to innovate.

This inquiry is extremely timely and critical for policy leaders here in Wash-
ington, as the rise of China directly impacts the current health and future vitality
of the U.S. industrial base upon which we all depend for our security, our livelihood
and our future.

We all know that the ascent of Chinese exports continues to grow. In particular,
China’s merchandise trade surplus with the U.S. now far exceeds Japan’s, and the
torrid rate of growth has continued into 2005.

This unprecedented growth in exports is a direct reflection of the rise of China
as the world leader in manufacturing. We can debate whether this rise in manufac-
turing muscle is due primarily to low wages, unfair trading practices (such as the
current government’s policy of undervaluing its currency and appropriating intellec-
tual property), or the 22.4 percent structural cost disadvantage that American man-
ufacturing must endure to do business in the U.S.

In fact I believe that all of these issues have directly supported China’s rise as
a manufacturing superpower. But what cannot be debated is the fact that China has
become a manufacturing superpower. What does this mean for American manufac-
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turing and those few policymakers in Congress that care about American manufac-
turing?

As one of the few Members of Congress deeply interested in American manufac-
turing, I have criss-crossed this country and visited hundreds of factories. As Chair-
man of the House Small Business Committee, I have held over 60 hearings address-
ing these concerns. I want to share with you today some of my thoughts and my
findings about the relationship between manufacturing and innovation. The purpose
of my talk is to spark a dialogue about our national strength.

At the end of World War II, General George C. Marshall said, “We are now con-
cerned with the peace of the entire world, and the peace can only be maintained
by the strong.”

Here are some questions we need to ask ourselves:

e What does it mean for Americans if we lose our ability to innovate in this coun-
try?

e Can strength be defined within the limits of financial prowess or does the abil-
ity to make things matter?

e How important is it to maintain manufacturing in this country?

e Do we really need to build anything anymore here in America to maintain our
innovation capacity?

The defense industrial base, which is a subset of our overall industrial base, is
an element of our national power—the sum total of our country’s ability to use our
power to shape world events, and ultimately, implement our National Security
Strategy. In past years, DoD was a major driver of technological advances within
manufacturing. Today, they have become mere purchasers of whatever comes off the
shelf; pawns of a commercial industry that’s driven by the bottom line as opposed
to national security.

So often we hear about the need to maintain broad, free trade principles and an
unconstrained global engagement, and I certainly count myself as a free trader. In
fact, I will put my free trade credentials up against any Member of Congress. Some
people think I am against free trade, but as the President has said on numerous
occasions, trade must be both free and fair.

This is why there is such a sour mood regarding trade in the Congress right now.
Congress has become deeply concerned, some would say fixated, on trade issues
with China and the lack of meaningful progress to resolve the issues of currency
manipulation, intellectual property rights and other free trade barriers enacted by
the Chinese. Right now there are many bills and resolutions pending in Congress
that address some, or all of these issues. Mr. English wants to treat China as if
it were a market economy for purposes of imposing countervailing duties. And some
in the Senate have called for a 27.5 percent blanket tariff upon Chinese imports.

All this activity squarely reflects the growing frustration and sense of unease
about China’s emergence. It is no wonder that many here in Congress believe that
discussion of further free trade agreements, such as DR-CAFTA, are premature and
should be put on hold until the Administration gets tough with China.

Clearly, here at home we have some fundamental problems to deal with, such as
overhauling the Tax Code, ending lawsuit abuse, enacting sound energy policies,
and lowering the cost of health care by allowing small companies to band together
and purchase medical care at a lower insurance cost.

But this is not enough. Consider the following:

e Growth in U.S. manufacturing activity slowed in May for the sixth consecutive
month, while factory employment failed to improve for the first time in 18
months, according to data from the Institute for Supply management. Survey
released June 1.

e The rate of increase in new orders continued to decelerate, with only 11 of 20
industries reporting gains in new orders in May.

e Growth in exports has also continued to erode since at least February.

PRODUCTIVITY

Whenever there is a discussion over the erosion of manufacturing, inevitably pro-
ductivity is mentioned as a major reason for the loss of jobs. Theoretically, higher
productivity means it costs less to make the same unit today than it did yesterday.
We tend to attribute that to greater use of technology. In reality, what’s reported
quarterly as sectoral output productivity doesn’t capture the cost of business inputs.
So the fact that your unit costs are lower, doesn’t mean you’re more productive be-
cause of capital equipment or improved business process. It simply means you've
found a cheaper way to get that work done. More often than not, it’s by offshoring
the work, including high-end work.
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DEFENSE PROCUREMENT

You all know of my position on Buy America. I have found that many people sim-
ply don’t understand the significance. The current law as applied to DoD allows the
Secretary to bypass buying anything in the U.S. as long as a qualifying country can
produce the item(s). The list of countries eligible for such status stands at 21, but
there are other types of waivers through source of supply agreements and the bal-
ance of payments program that elevate that number to 45. That means that the
Pentagon or one of its contractors can claim compliance with BAA without actually
having to buy anything in the U.S.

In addition, while the Commerce Department continues to fight unfair subsidies
around the world, like those in the Boeing v. Airbus debate, so that our companies
can compete fairly, the Pentagon rushes to award contracts to foreign companies (or
their American partner) that are subsidized or effectively controlled by their foreign
governments. Take AgustaWestland, for example. That company is owned by the
Italian government, has three of the board seats (with one of those being the treas-
urer of the country), and is controlled and subsidized by the government. The Pen-
tagon sees no problem having our market-based companies compete against those
that have the support of their government—all in the name of “best value.” Keep
in mind that AgustaWestland is also helping the Chinese develop first-class heli-
copter technology.

ENGINEERS

We see the migration of our “innovation capital” in a number of disturbing trends.

An area not often thought of when discussing innovation is the challenge engi-
neers are having. The unemployment rate continues to be at historical highs. Elec-
trical engineers, for example, are seeing an unemployment rate of roughly 7 percent,
three times the norm. Deans at respected engineering universities are finding fewer
students entering this discipline. Why is this significant? According to a study pub-
lished by the National Science Foundation, 46 percent of our engineers are em-
ployed in the manufacturing sector. As that sector shrinks, more engineers become
unemployed. Students see this trend and decide to study something else with, hope-
fully, a longer future.

For example, don’t be fooled into thinking that all 25,000 jobs that will be elimi-
nated over the next three years at GM are all factory floor people. GM has a nicely
automated manufacturing plant in Shanghai with a 900-person state-of-the-art R&D
center, with plans on designing, building, manufacturing, and exporting vehicles to
North America by 2007. You can bet that while they are losing people in the U.S.,
GM is not losing capability.

Semiconductor Industry

Another good example of the decline in our innovation capacity is reflected in the
semiconductor industry. Semiconductor foundries are manufacturing facilities that
produce semiconductors from designs provided by other companies. Most of these
high tech foundries are now being located outside the U.S.—Why?

Many governments view semiconductor foundries as a matter of critical national
security—and intense national interest. Israel, Taiwan, Singapore—and most nota-
bly, China through its National Academy of Sciences—have been extremely aggres-
sive about providing massive government support—and often out-right subsidies, to
convince established companies and start-ups alike to build semiconductor foundries
in their countries.

The latest ploy by the Chinese is to give “grants” of R&D money to Chinese semi-
conductor firms. They are not doing this to be charitable! They recognize that hav-
ing the manufacturing on their soil creates a “virtual cycle” of jobs, small
business opportunity and innovation for their people.

These are good, often great jobs for the locals; these governments understand
that. They know that proximity accelerates tech transfer “from lab to fab.” The pres-
ence of fabrication facilities supports the research university base, and students’
benefit greatly from access to industry facilities. One prominent international trade
expert who testified at one of my hearings last summer told us this:

The “foundries have enabled host countries to dramatically enhance com-
petencies in semiconductor manufacturing, to build capability in integrated
circuit design, to attract foreign investment and technology, and ultimately
to draw in semiconductor infrastructural enterprises (makers of production
equipment and materials, and providers of logistics and other services) as
well as talented individuals.”

[Testimony of Thomas R. Howell, Dewey Ballentine, before the HSBC, 10/16/03].
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What Do These Trend Lines Mean?

As we examine these trends and issues, I think we can only conclude one thing:
America is at risk of losing its innovation lead in the world. These concerns were
underscored by the National Association of Manufacturers, which concluded the fol-
lowing:

U.S. Manufacturing’s innovation process leads to investments in equip-
ment and people, to productivity gains, to beneficial spillovers, and to new
and improved products and processes. This intricate process generates eco-
nomic growth and higher living standards superior to any other economic
sector. But serious challenges threaten to undermine the critical mass of
manufacturing necessary to maintain a dynamic innovation process.

If the U.S. Manufacturing base continues to shrink at its present rate
and the critical mass is lost, the manufacturing innovation process will
shift to other global centers. Once that happens, a decline in U.S. living
standards in the future is virtually assured.

This is an excerpt from a white paper produced for the National Association of
Manufacturers in Spring 2003.

In 2003, former Secretary of State Henry Kissinger told a crowd of technology pro-
fessionals that “if outsourcing continues to strip the U.S. of its industrial base and
the act of getting out (developing) its own technology, then we require a careful
thought on national policy.”

He went on to say: “the question is whether America can remain a great or a
dominant power if it becomes a [pure] service economy. I doubt it very much. I think
that a country has to have a massive industrial base in order to play a significant
role in the world.”

If we lose our manufacturing capability, America will still survive, but will we
still be able to lead and, as Kissinger puts it, “play a significant role in the world?”
I think this is the critical question. Does America want to remain the global super-
power or are we satisfied with being a large financial center?

Can We Defend Ourselves If We No Longer Innovate?

Where I really think these issues become critically important is in respects of our
ability to protect ourselves. Over the years, the Department of Defense has become
much more reliant on the private sector. Recently President Bush noted in a major
report that the defense industrial base is a key asset that has become vulnerable.
His report states:

“Because of market competition and attrition, DoD now relies more and
more on a single or very limited number of private-sector suppliers to fulfill
some of its most essential needs.” ... “Most often the procurement process
is based on cost and efficiency. Such an approach may not always take into
account the vendor’s critical infrastructure protection practices (e.g. Sup-
plier base) and its ability to supply products and services and provide surge
response during an emergency or exigent circumstance.”

Recently I was appointed to the Steering Committee for the National Innovation
initiative. I want to commend such organizations as the Council on Competitiveness
and IBM for driving this dialogue, and the good work that their report represents.
This group is made up of a very distinguished group of scholars and leaders, and
they concluded that America’s ability to innovate is being rapidly eroded by the on-
going and unparalleled loss of our manufacturing capacity. I commend their report,
“Innovate America” for making some hard-hitting findings.

For example, they note “if U.S. production capabilities continue to shift to over-
seas locations, and our innovative design and R&D stages follow them offshore, the
country will face a major national security problem. We need the most advanced
technologies and best manufacturing facilities inside our borders.”

Manufacturing is, indeed, the core of our nation’s strength. With a strong manu-
facturing base comes engineering, R&D, and innovation. If we only look at the costs
and determine that another country can do all those things cheaper, then we limit
our strength and the speed of our innovation cycles to that of those nations. Do we
really want a race to the bottom? At what point has so much technology and manu-
facturing skill left the U.S. that we become too reliant on foreign suppliers for the
core components of our defense manufacturing capabilities?

So What Do We Do About It?—We Strengthen America!

I personally find these trend lines very disturbing. I think that policymakers in
Washington need to start addressing a focused public policy response to them.
Here’s what I am doing:
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1. I propose that we “Strengthen America.” As you know, the Government, and
particularly the DoD, are among the biggest customers in the world. Using tax-
payer money to support important public policy goals is a well-established doc-
trine in Federal procurement law. We have guidelines to direct procurement
dollars to assist small businesses, from woman-owned businesses and from na-
tive-American businesses. I think it’s a good idea to use some of that taxpayer
money to support innovation in this country.

In pursuit of strengthening our industrial capability, we should focus our
procurement dollars to preserve American manufacturing innovation by using
the taxpayer’s money to support the growth and development of innovative new
technologies through in the procurement process. No one has any interest in
denying the war fighter the best technology at the best price to undertake their
mission. This is, and never was the result or the intent behind Buy America.

Instead, we should refocus our purchasing priorities. If there are good value-
based reasons to buy commodities and commercial end items on the open mar-
ket, I am not too concerned about that (although I have to ask are we really
prepared to buy all our bullets from the Chinese?)

2. We must reform our visa process, which is hurting our ability to sell our goods
to foreign customers. They can’t get into the country to inspect or buy our stuff.
Our Committee was instrumental in creating a one year, multi-entry visa with
China. This allows Chinese business visitors to come meet with U.S. suppliers
and inspect the goods before making a purchase. Without this, our suppliers
were at a great disadvantage. We must do the same for those potential buyers
Europe and India.

3. We must reform the CFIUS process to consider economic security as part of
national security.

a. Expand the focus beyond narrow traditional national security concerns to
encompass economic security. The reason is because the rise of China dem-
onstrates that the loss of key manufacturing assets quickly devolves into a
question of national security. If we no longer possess the capability to de-
fend ourselves how can we maintain our role as the arsenal of democracy.

b. We must drive transparency and accountability into the CFIUS review
mechanism. Currently, although, both the law and the implementing regula-
tions require that the decisionmakers consult with Congress, that obligation
is being ignored by the Treasury Department. I base this conclusion upon
my personal experience with Treasury officials during the course of our in-
quiry into the IBM/Lenovo acquisition.

c. Based on the above, I have to ask myself, if the Treasury Department is still
the appropriate place to handle CFIUS reviews. It seems to me that the
Treasury Department has yet to see a foreign acquisition that it didn’t like.
I think it’s time that the CFIUS process was administered by the Commerce
Department, which already looks at industrial security issues.

Thank you for the opportunity to testify here today on these important issues and
I look forward to answering any questions you may have.

Panel I: Discussion, Questions and Answers

Cochair REINSCH. Thank you very much, Mr. Manzullo. The
Haier-Maytag example is probably, just thinking about it, a better
one than Unocal. I'm not sure that people are going to get excited
about countervailing duties cases against subsidized oil imports.

But, in any event, I've got a question or two, but I'll defer to
Chairman D’Amato.

Chairman D’AMATO. Thank you very much, Commissioner
Reinsch. Thank you again for your testimony, Congressman. We
find it very important. On your comments on CFIUS, this Commis-
sion has basically taken the same position that you've just articu-
lated, which is to broaden the definition of national security to in-
clude economic security and to get into transparency and required
frequent oversight by the Congress of what kind of transactions are
being reviewed and what judgments are being made in Treasury in
letting these transactions through. It seems to us that that’s some-
thing that is going to have to be done soon.
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I have a question on the transfer of technology. I have a paper
here that I'd like to get permission from the Commission to put in
the record. It’s on the Boeing Corporation. This is a recent paper
called “Boeing’s Diffusion of Commercial Aircraft and Design and
Manufacturing Technology to Japan: Surrendering U.S. Aircraft In-
dustry for Foreign Financial Support.”

This is an astonishing paper about the transfer of technology by
Boeing to Japan. We're not talking about China here. We're talking
about Japan, but this technology will eventually go to China as
well. We find that in 1960s, the 727 that was produced by Boeing,
virtually all pieces of it were done in the United States—the wing,
the center wing box, the front fuselage, the aft fuselage, the empen-
nage, and the nose.

Then the 767 and 777s. They continued to make the wing and
the nose, but transferred everything else to Japan, and now the
newest aircraft that they are going to produce, the 787, virtually
everything is going to be transferred to Japan, including the wing
assembly and the technology to make the wings—something that
Airbus won’t do.

The only thing the United States will exclusively make on the
787 is the nose. So in this paper, I'd like to read a couple of state-
ments to get your opinion on this. They say in outsourcing the 787
wings, Boeing is crossing an “economic Rubicon. No Boeing plane
has ever flown on foreign wings.” And they question Boeing’s judg-
ment on transferring closely guarded wing-making technology to
the Japanese.

“This reinforces already existing fears that Boeing will not invest
in its future with major upgrades in terms of capital equipment or
infrastructure. In fact, we find that Boeing’s level of R&D is now
about three percent as opposed to 9.5 percent for Airbus, and that
Boeing is allocating only about one percent of its revenues to cap-
ital investment compared to Airbus’ 9.1 percent.”

So what we have here is the transfer of one of the great jewels
of American technology by a company that’s in charge of that tech-
nology to a foreign country. The paper concludes by saying: “For
the first time in U.S. commercial aviation history, a new aircraft
launch has been structured in a fashion that gives foreign partners
the control over design, manufacturing, sub-tier supplier selection,
and ultimately the financial muscle to destroy what little remains
of the U.S. commercial aircraft industry.”

There are two parts to this question, Congressman. The first is
a lot of the transfers that are occurring by Boeing to Japan are as
a result of government-subsidized R&D and composite materials.
This is R&D subsidized by the U.S. Government and composite ma-
terials.

The question is do we want to try and establish a national policy
dealing with a major industry that appears to be being extin-
guished in a way that tries to salvage that industry? What do we
do when we see an industry going out the door like that? That’s
my question.

Congressman MANZULLO. Well, first of all, I challenge the author
of that work. Boeing has a huge presence in my district. Hamilton
Sunstrand, which is a United Technologies Company, has been
given 11 contracts to make virtually all the electrical and mechan-
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ical systems on the Boeing Aircraft. And I've met with the folks at
Hamilton Sunstrand. I'm working with them to get the small guys,
the individual suppliers, AS-9100 certified, which means that they
have international credentials for selling in the aerospace industry.

I don’t know where the statement comes from that only the nose
of the 787 is going to be made in America, but that’s incorrect. The
787 has always been an international aircraft. It’s always been
touted that way. In fact, the composite materials and the machine,
the seven-axis machine that wraps fuselages and wings with the
composite, there are only two manufacturers left in the U.S. That’s
Cincinnati, which used to be Cincinnati Milacron, and Ingersoll
Milling Machine and Tool in Rockford, Illinois.

In fact, there was a contract that the Pentagon gave to a Spanish
firm over the Rockford firm on milling machines on the F-35 that
led to the bankruptcy of Rockford’s Ingersoll. So no one was moni-
toring the impact of that particular contract.

When you're dealing with composites, that’s obviously very so-
phisticated. But I don’t know if the Japanese don’t know as much
about that as we do. And I would really challenge that study.

Chairman D’AMATO. Thank you.

Cochair REINSCH. Thank you. Let me say we need to be cog-
nizant of time here, both Mr. Manzullo’s time, because I know he’s
busy, and Mr. Lichtenbaum’s time. Peter has to leave at 11, al-
though he’s going to rejoin us for lunch. So I want to make sure
we have enough time to have his statement and ask him questions,
so maybe we can have Mr. Wessel and Mr. Mulloy ask a question
and then move on.

Cochair WESSEL. Thank you, Mr. Chairman, for being here, and
we've had a good working relationship with your staff and your of-
fice over some period of time. We certainly appreciate it.

I'd like to ask a quick question about the definitional issue you
raised about national security because it was my understanding
that the original statute contemplated economic security being part
of the national security definition.

Congressman MANZULLO. You can’t separate the two.

Cochair WESSEL. Clearly, you cannot separate the two. They’re
inextricably intertwined. I'd also argue that we have to look at it
more broadly in terms of homeland security as well. There was a
story some months ago that the California power grid was, they
were outsourcing the software for that, and clearly if we were to
bring the California power grid down through trapped doors,
backdoors, whatever it is, through hackers, that could have an
enormous impact.

What’s your view on how broad should the definition be and how
should we implement that?

Congressman MANZULLO. Well, it’s obviously on an ad hoc basis.
You have to look at every single one. Let me give you an example.
With the printed circuit board industry, only 20 percent of the cop-
per substrate is made in the United States. The rest is imported.
That’s done violence to the photomask industry that’s used in the
manufacture of the printed circuit board industry, which is under
tremendous siege.

We found out that the Department of the Navy, N-A-V-Y, had
decided to buy from the Chinese the printed circuit board that’s
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used on a buoy, an intelligence buoy, and so what did we do? We
raised hell. The only thing you can do in this town to get some-
body’s attention, you have to embarrass them or you get to raise
hell because nobody buys the policy argument.

Then the Navy hurried up and said, well, maybe we’ll have to
return that to the United States. That’s the thinking, Mike. They
just, everything is in the name of “best value.” In fact, I talked to
the general who came up with that term when I spoke at Heritage
about two months ago. He was there. He said, Congressman, we
never intended to get rid of, or to compromise our national security
in the name of “best value.” And that’s exactly what is happening.

I would simply suggest that whenever a contract goes to a manu-
facturer overseas, that the Pentagon simply look upon the impact
that it has on domestic manufacturing.

Cochair WESSEL. Thank you.

Cochair REINSCH. Which is something they’re supposed to do
anyway, I think.

Congressman MANZULLO. But they don’t. No, they don’t. We had
the admiral who was the contracting officer on the F-35, and when
the contract for the milling machine went, when Northrop Grum-
man bought it from the Spaniards as opposed to Ingersoll Milling,
I asked the Admiral, “Didn’t you take a look at the impact?” He
said, “My only job is to monitor best value.”

Cochair REINSCH. Mr. Mulloy, you have a question?

Commissioner MULLOY. Congressman, I want to salute you and
your staff for all that you have done bringing these important
issues to the attention of policymakers and the American people.

In 1988, when CFIUS was written into law, I was the General
Counsel of the Senate Banking Committee and the Committee put
that provision in as part of the Defense Production Act. In 1992,
when we were renewing the Defense Production Act, we put a re-
quirement into the law requiring the people who administer
CFIUS, which was in the Treasury, to do a report every four years
to the Congress on whether any country has a coordinated strategy
to buy key U.S. technologies.

They did such a report once in 1993 and they have not done a
report since then. I think this is an enormously important issue for
the Congress, and I salute you and your testimony because it will
be helpful to us in writing to the committees of jurisdiction. I think
this is an issue that the Congress really needs to pay a lot more
attention to.

Congressman MANZULLO. Small Business Committee doesn’t
have any jurisdiction. We would be glad to work with you on a let-
ter to them.

Commissioner MULLOY. Yes, and we'll use some of the points in
your testimony in crafting our letter, but I want to thank you and
all you're doing in this area. I think it’s the issue of the epoch for
the United States.

Congressman MANZULLO. Thank you for all of your work. I ap-
preciate it very much.

PANEL II: ADMINISTRATION VIEWS

Cochair REINSCH. Thank you very much, Congressman. You've
been generous with your time. Mr. Lichtenbaum, come on up. I
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failed to mention in the beginning, for all witnesses, including the
preceding one and the current one, your full statement will be in-
serted into the record.

So if you want to deliver a more abbreviated version, feel free.

STATEMENT OF PETER LICHTENBAUM
ACTING UNDER SECRETARY FOR INDUSTRY AND SECURITY
U.S. DEPARTMENT OF COMMERCE, WASHINGTON, D.C.

Mr. LiICHTENBAUM. Thank you. Mr. Chairman, Mr. Vice Chair-
man, Members of the Commission, thank you for inviting me to
speak with you today about economic and security issues relating
to U.S. trade with China. I appreciate the willingness to enter the
full statement in the record, and therefore I will seek to abbreviate
my remarks to the extent possible.

Today, I'd like to address three aspects of the Bureau of Industry
and Security’s work that I think are of particular interest to this
Commission: U.S. dual-use export control policy with respect to
China; U.S. export control policies relating specifically to the aero-
space and semiconductor sectors; and the Commerce Department’s
role in analyzing industry sectors identified by the Defense Depart-
ment in order to assess the capability of the U.S. defense industrial
base to support U.S. national defense.

On the first issue, China poses particular challenges for U.S.
dual-use export control policy because there are clearly immense
potential benefits from expanding trade, but there are also serious
concerns.

From the standpoint of market opportunity, China is a market
with vast potential for expanding trade as it increasingly becomes
more open to international investment and foreign presence. In
terms of total trade, China became our third-largest trading part-
ner in 2004, and in 2004, U.S. exports to China went up over 22
percent.

That increase in U.S. exports not surprisingly has included some
dual-use goods such as semiconductor manufacturing equipment,
chemicals, chemical manufacturing equipment and high-perform-
ance computers.

From a security standpoint, the U.S. Government remains con-
cerned about China’s modernization of its conventional military
forces and the risk of diversion of sensitive dual-use items to Chi-
nese military programs.

For example, building state-of-the-art semiconductor plants could
increase China’s ability to apply this technology and equipment in
military programs. Advanced telecommunications equipment if ille-
gally diverted to military end-users could provide the Chinese mis-
sile nuclear weapons and other military programs with the means
to enhance performance in military radar applications.

China also has had limited success in the areas of building and
enforcing their export control system and effectively meeting U.S.
nonproliferation objectives, and as a result, the Administration has
acted to impose sanctions on a number of Chinese entities that
have exported sensitive items to countries of concern.

In response to these challenges, the Administration has promoted
both our security and our economic interests in controlled trade
with China. We are seeking to ensure that U.S. exports are not di-
verted to end-uses within China that we do not support and are not
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reexported to other foreign government or terrorist weapons pro-
grams that are adverse to our interests.

The Commerce Department and other agencies carefully evaluate
proposed exports of dual-use items to China on a case-by-case
basis, taking into account the type of item to be exported and the
proposed end-user and end-use. We do not issue licenses if the item
or technology will make a direct and significant contribution to
China’s electronic and anti-submarine warfare, intelligence gath-
ering, power projection or air superiority.

We also deny all items controlled for missile technology reasons
that enhance China’s missile or WMD delivery capabilities.

Moreover, we do not approve any licenses for military end-users
or end-uses within China, which is consistent with the long-stand-
ing U.S. arms embargo, which the Administration and this Con-
gress strongly support.

In the coming months, we will propose a new “catch-all” regula-
tion that will require a license for otherwise uncontrolled exports
that could materially assist the Chinese military and we will re-
view any application that supports the advancement of Chinese
military capabilities under a general policy of denial.

At the same time, the great majority of U.S. exports to China do
not require a license and the great majority of licenses are ap-
proved. Expanding civil exports to China benefits U.S. firms and
workers and fosters peaceful ties between our countries.

The United States has eased export restrictions affecting certain
high technology non-strategic trade with China over the past few
years and, for example, there have been significant liberalizations
for computer hardware, general purpose microprocessors and cer-
tain semiconductor manufacturing equipment due to outdated tech-
nology control levels and the increasing foreign availability of these
items.

We will continue to support legitimate exports that contribute to
U.S. economic growth and facilitate China’s peaceful economic de-
velopment. And in this regard, the Chinese government has sug-
gested that U.S. export controls are an important cause of U.S.
trade deficit with China. That is not the case.

Export controls are not impeding overall U.S.-China bilateral
trade. The total value of denied license applications for China last
year was only about $10 million. Even the exports which we ap-
proved constituted less than two percent of overall U.S. exports to
China and less than one percent of the value of our trade deficit
with China, so it is orders of magnitude of difference between the
items that we control versus the trade deficit.

Others have suggested that the United States could use export
controls to assist certain U.S. industries by preventing the export
of industrial equipment that is sought by Chinese high-tech manu-
facturing. However, it’s important to note that U.S. export controls
have never been intended as instruments of trade policy. Rather
they were designed and served to protect U.S. national security
and advance U.S. foreign policy interests.

And in any case, the bulk of such equipment could be provided
by other countries. Accordingly, we should be cautious regarding
such an expansion of export controls and only consider such an ap-
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proach when a U.S. industry is both critical to national security
and is threatened specifically by Chinese competition.

Let me now turn to two sectors I mentioned earlier, the aero-
space and semiconductor sectors, in order to illustrate some of
these complexities and challenges.

In the aerospace sector, China has been a large customer for U.S.
origin civil aerospace systems. U.S. civil aircraft and engines are
high-value exports with the added benefit of potential future ex-
ports for spare parts and service to support those systems.

Since many aerospace systems are controlled only for anti-ter-
rorism reasons, they can be exported to commercial end-users and
end-uses in China without the requirement for an export license,
such as Boeing aircraft, for example.

However, other more sensitive aerospace items are controlled for
national security reasons and are subject to a much higher level of
review. Many of these are approved unless there is a risk of diver-
sion to military end uses or third countries. And we have seen re-
cently increased licensed activity in this area as Chinese aircraft
manufacturing firms are becoming a more important supplier to
the U.S. and European aerospace industries.

For example, Chengdu Aircraft Corporation has supplied West-
ern aircraft manufacturers with major sections of several commer-
cial aircraft. Looking ahead, China offers the potential to produce
certain composite based parts, components and sections such as
rudders for commercial aircraft.

In general, export licenses for commercial trade to China are re-
viewed under a policy of approval as long as they don’t relate to
the areas I mentioned earlier. However, composite materials have
significant military end-uses and therefore those license applica-
tions would be denied if there is sufficient information showing
they might be diverted to military end-users or third countries.

In the semiconductor area, China’s emergence as a major player
has similarly raised security and trade issues that reflect the ex-
port control policy challenges. Semiconductors, as you know, are
standard building blocks for the global information infrastructure
and for the U.S. military leadership, as the Defense Science Board
recently emphasized in a report earlier this year.

China’s semiconductor industry is growing rapidly. While China
is a large consumer of chips, China’s production capacity is cur-
rently limited in terms of their global market share. However, their
spending on semiconductor manufacturing equipment is expected
to grow significantly. Last year, semiconductor manufacturing
equipment sales in China were $2.73 billion. The United States has
about 50 percent of that growing market.

Those sales represent an opportunity for the U.S. semiconductor
manufacturing equipment industry both immediately and in terms
of generating revenue to support their R&D here in the United
States and maintain their technology leadership, which is critical
for éheir commercial success as well as for our national security
needs.

From a national security standpoint, the equipment used to man-
ufacture sophisticated semiconductors is tightly controlled for na-
tional security reasons by the United States and by other members
of the multilateral Wassenaar Arrangement. While Wassenaar
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members control the same equipment and technology that we do,
non-U.S. suppliers often have significantly lower processing times
for equipment and technology exports to China.

We are continuing to work with our regime partners to coordi-
nate our export licensing practices and policies.

Under U.S. export control policy, license applications are re-
viewed on a case-by-case basis by the Commerce Department and
our interagency partners including the Defense Department and
the State Department.

We have a thorough process to vet end- users, but we do not
have technology limits or “red lines” set forth in our regulations.
Rather we approach licensing on a case-by-case basis based on
what is being exported and to whom it is being exported. We be-
lieve that policy has yielded positive results for our national secu-
rity interest as well as for U.S. exporters. We licensed over $240
million in such equipment last year, which was the largest single
item in dollar value that we approved to China last year.

Finally, I want to take a couple minutes on the defense indus-
trial base and our role monitoring that sector.

We conduct industry analyses at the request of the Department
of Defense in most cases to assess the capability of specific compo-
nents of U.S. industries to support national defense, and we survey
industry in order to obtain essential employment, financial, produc-
tion, R&D and other data, in order to provide findings and rec-
ommendations for government policymakers. The goal is to allow
the government to monitor trends, benchmark industry perform-
ﬁrice and raise awareness of any diminishing manufacturing capa-

ilities.

Since 2001, we've done 18 studies on a variety of sectors such as
parachutes, munition power sources, batteries, and others. These
studies, of course, are only part of the industries of interest to the
Department of Defense, but they are the ones that Defense has
asked us to study. And as we’ve done those studies, we've seen
some firms reporting that they were unable to adequately maintain
R&D levels, invest in production and process improvements or re-
tain qualified engineers or scientists, and as a result, some compa-
nies that were committed to supplying the Defense Department
have migrated to commercial sectors or downsized their operations.
I'd be happy to discuss specific studies if of interest to the Commis-
sion.

In conclusion, I'd like to say I think it serves our common secu-
rity, foreign policy and economic interests for the United States
and China to continue to expand their economic relationship. At
the same time, we have significant differences with China on secu-
rity and foreign policy issues that dictate a cautious way forward
in our overall political, economic and strategic relationship.

Once again, thank you for inviting me and I look forward to an-
swering any questions you have related to my testimony.

[The statement follows:]

Prepared Statement of Peter Lichtenbaum
Acting Under Secretary for Industry and Security
U.S. Department of Commerce, Washington, D.C.

Mr. Chairman, Mr. Vice Chairman, Members of the Commission, thank you for
inviting me to speak with you today about economic and security issues related to
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U.S. trade with China. As the acting Under Secretary for Industry and Security at
the U.S. Department of Commerce, I am responsible for overseeing the Bureau of
Industry and Security’s mission to advance U.S. national security, foreign policy,
and economic interests by regulating the export of sensitive U.S. dual-use goods and
technologies; enforcing export control, antiboycott, and public safety laws; and moni-
toring the ability of the U.S. defense industrial base to satisfy U.S. national and
homeland security needs. Today, I would like to address three aspects of our work
that I understand are of particular interest to this Commission:

e U.S. dual-use export control policy with respect to China.

e U.S. export control policies relating to the aerospace and semiconductor sectors.

e BIS’s role in analyzing specific industry sectors identified by the Department
of Defense, to assess capabilities of the U.S. industrial base to support the na-
tional defense.

As background, the Bureau of Industry and Security is responsible for imple-
menting U.S. dual-use export controls. Dual-use commodities are commercial items
that, while not designed for use as weapons, delivery systems, or for terrorist pur-
poses, have the potential for these types of misuses. Sensitive dual-use items are
identified on the Commerce Control List (CCL), which tracks, but also goes beyond,
U.S. commitments under multilateral export control regimes. BIS works with other
U.S. Government agencies, including the Departments of State, Defense, Energy,
Homeland Security, and Justice, to protect the national security of the United
States. BIS’s principal objective is to ensure that direct exports from the United
States and re-exports of U.S.-origin items from third countries are consistent with
national security and foreign policy interests, without imposing unnecessary regu-
latory burdens on U.S. exporters or impeding the flow of legitimate trade. The ulti-
mate goal is to prevent U.S.-origin items from falling into the hands of those na-
tions, terrorists, and individuals who would use the goods and technologies against
us and our allies. In short, the Administration seeks to structure our export control
policies to address both the threats and opportunities that the United States faces
in today’s geopolitical landscape.

U.S. Dual-Use Export Control Policies Relating to China

China poses particular challenges for U.S. dual-use export control policy, because
there are immense potential benefits from expanding trade but there are also seri-
ous security concerns.

From the standpoint of market opportunity, China is a market with vast potential
for expanding trade as it increasingly becomes more open to international invest-
ment and foreign presence. In terms of total trade, China became the United States’
third-largest trading partner in 2004 with $231.4 billion in imports and exports, be-
hind only Canada and Mexico. U.S. exports to China have continued to rise for the
past 20 years, and in 2004, U.S. exports to China went up over 22 percent. The in-
crease in U.S. exports, not surprisingly, has included some dual-use goods, such as
semiconductor manufacturing equipment, chemicals, chemical manufacturing equip-
ment, and high performance computers.

From a security standpoint, the U.S. Government remains concerned about Chi-
na’s modernization of its conventional military forces and the risk of diversion of
sensitive dual-use items and technology to Chinese military programs. For example,
building state-of-the-art semiconductor plants could increase China’s ability to apply
this technology and equipment in military programs. Advanced telecommunications
equipment—if illegally diverted to military end-users—could provide the Chinese
missile, nuclear weapons and other military programs with the means to enhance
performance capabilities in military radar applications. China has also had limited
success in the areas of building and enforcing their export control system and effec-
tively meeting U.S. nonproliferation objectives. The U.S. Government has imposed
sanctions on a number of Chinese entities that have exported sensitive items to
countries of concern.

Accordingly, the Administration has promoted both our security and our economic
interests in controlled trade with China. We seek to implement a policy that ensures
that U.S. exports are not diverted to end-uses within China that we do not support,
and are not re-exported to other foreign government or terrorist weapons programs
that are adverse to our interests. BIS and its interagency export control partners
carefully evaluate proposed exports of dual-use items to China on a case-by-case
basis, taking into account the type of item to be exported, and the proposed end-
user and end-use. BIS does not issue licenses for sales of dual-use items and tech-
nology to China if the item or technology will make a direct and significant con-
tribution to the PRC’s electronic and anti-submarine warfare, intelligence gathering,
power projection, or air superiority. We also deny all items controlled for missile
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technology reasons that enhance China’s Missile Technology Control Regime
(MTCR) Category I missile or weapons of mass destruction (WMD) delivery capabili-
ties.

Moreover, this Administration does not approve licenses for military end-users or
end-uses within China, consistent with the long-standing U.S. arms embargo. In the
coming months, the Department of Commerce will propose a new “catch-all” regula-
tion that will require a license for otherwise uncontrolled exports that could materi-
ally assist the Chinese military, and we will review any application that supports
the advancement of Chinese military capabilities under a general policy of denial.

At the same time, the great majority of U.S. exports to China does not require
a license, and the great majority of licenses are approved. Expanding civil exports
to China benefits U.S. firms and workers, and fosters peaceful ties between our
countries. The United States has eased export restrictions affecting certain high
technology non-strategic trade with China over the past few years. For example,
there have been significant liberalizations in controls for computer hardware, gen-
eral purpose microprocessors and certain semiconductor manufacturing equipment—
due to outdated technology control levels and the increasing availability of these
items in the global market.

We will continue to support legitimate exports that contribute to U.S. economic
growth and facilitate China’s peaceful economic development. In this regard, the
Chinese government has suggested that U.S. export controls are an important cause
of the U.S. trade deficit with China. This is not the case. Export controls are not
impeding overall U.S.-China bilateral trade. The total value of denied license appli-
cations for China in 2004 was only $10.8 million. Even Commerce approved exports
to China in 2004 constituted less than 2 percent of overall U.S. exports to China
($547 million approved out of total U.S. exports to China of $34.7 billion) and less
than 1 percent of the value of our trade deficit with China ($162 billion).

Others have suggested that the United States could use export controls to assist
U.S. industries, by preventing the export of industrial equipment that is needed by
Chinese high-tech manufacturing. However, U.S. export controls have never been in-
tended as instruments of trade policy. Rather, they serve to protect U.S. national
security. And in any case, the bulk of such equipment could be provided by other
countries eager to make similar sales. Accordingly, we should be cautious regarding
such an expansion of U.S. export controls, and only consider such an approach when
a U.S. industry is both critical to national defense and is threatened specifically by
Chinese competition.

Let me now turn to two sectors to illustrate the complex process of managing our
security and economic interests with respect to export control policy and China.

Aerospace Sector

China has been a large customer for U.S. origin civil aerospace systems. U.S. civil
aircraft and engines are high-value exports with the added benefit of potential fu-
ture exports for spare parts to support those systems. U.S. firms are providing the
flight control systems, avionics and engines to support the Chinese Regional Jet Air-
liner (ARJ21) program. Since many aerospace systems are controlled only for anti-
terrorism (AT) reasons, they can be exported to commercial end-users/end-uses in
China without the requirement for an export license.

However, other more sensitive aerospace items are controlled for national security
reasons and are subject to a much higher level of review. Many of these items are
approved unless there is a risk of diversion to military end-uses or third countries.
We have seen increasing licensing activity in this area as Chinese aircraft manufac-
turing firms are becoming a more important supplier to the U.S. and European
aerospace industries. For example, Chengdu Aircraft Corporation has supplied
Western aircraft manufacturers with major sections of several commercial aircraft.
Looking ahead, China offers the potential to produce certain composite based parts,
components, and sections (e.g., rudders) for commercial aircraft. Generally, export
licenses for commercial trade in composite materials are reviewed under a policy of
approval. However, composite materials also have significant military end-uses.
Consequently, these license applications will be denied if there is sufficient informa-
tion to indicate the items could be diverted to military end-users or third countries.

Semiconductor Sector

The emergence of China as a major player in the semiconductor market has simi-
larly raised security and trade issues that reflect the export control challenges with
respect to China. Semiconductors are standard building blocks for the global infor-
mation infrastructure including computers, communications and consumer elec-
tronics. The semiconductor industry also provides much of the technology that
underlies modern U.S. military leadership. China’s semiconductor industry is grow-
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ing rapidly. While China is a large consumer of chips, China’s production capacity
is limited in terms of global market share. However, China’s capital spending on
semiconductor manufacturing equipment is expected to grow significantly over the
next few years. Last year, new semiconductor manufacturing equipment sales in
China were $2.73 billion. The United States currently supplies about 50 percent of
this growing market. This presents an opportunity for the U.S. semiconductor man-
ufacturing equipment industry in both sales and as a means to finance future R&D
in the United States and maintain technology leadership.

While the U.S. no longer controls the export of general purpose chips or micro-
processors to civil end-users in China, the equipment used to manufacture sophisti-
cated semiconductors is tightly controlled for national security reasons by the
United States and other members of the Wassenaar Arrangement. While all
Wassenaar Arrangement members control the same equipment and technology, non-
U.S. suppliers often have significantly lower license processing times for equipment
and technology exports to China. The U.S. Government is continuing to work with
our regime partners to update control lists and to coordinate export licensing prac-
tices and policies.

Under U.S. export control policy, license applications for semiconductor manufac-
turing equipment and technology are reviewed on a case-by-case basis by the De-
partments of Commerce, Defense, State, Energy and the intelligence community.
The review process is thorough as the interagency vets the end-user to mitigate con-
cerns that the technology will be diverted. There is a policy of denial for exports
for military end-users/end-uses in China.

There are no predetermined technology limits or “red lines” set forth in the Ex-
port Administration Regulations, but we carefully evaluate the quantity and quality
of the equipment and technical know-how proposed for export to assure that it is
necessary for, and not in excess of, the civil end-uses stated in the license applica-
tion. Since 2002, this policy has yielded positive results for U.S. exporters while pro-
tecting U.S. national security interests. In 2004, the U.S. approved semiconductor
manufacturing equipment (SME) exports to Chinese foundries well in excess of $240
million, making SME the largest single licensed item by dollar value.

Monitoring the Defense Industrial Base

BIS conducts industry analyses, usually at the request of the Department of De-
fense, to assess capabilities of specific components in the U.S. industrial base to sup-
port the national defense. By using industry-specific surveys to provide essential
employment, financial, production, R&D, and other data, these reports provide find-
ings and recommendations for government policymakers and industry leaders. The
goal is to enable the private sector and government agencies to monitor trends,
benchmark industry performance, and raise awareness of any diminishing manufac-
turing capabilities.

Since 2001, the Office of Strategic Industries and Economic Security within BIS
has conducted 18 studies on a variety of industrial sectors, including munitions
power sources, biotechnology, and parachutes. These studies, of course, represent
only part of the industries of interest to the Department of Defense. As we con-
ducted these studies, some firms reported that they were unable to adequately
maintain sufficient R&D expenditure levels, invest in production and process im-
provements, or retain qualified engineers and scientists in the face of shrinking
markets or as a result of a more competitive marketplace. As a result, some compa-
nies that were committed to supplying the Department of Defense have migrated
to commercial sectors or have downsized their operations.

As an example of our work, one of the studies that BIS has completed involved
a request from the U.S. Army to assess the health of the U.S. parachute industry.
This study was requested by the U.S. Army because there were problems with time-
ly delivery of parachute orders from industry. The U.S. Army was concerned that
it would not be able to procure parachute systems quickly to deliver sophisticated
devices into the modern battlefield. During the past decade, there was significant
uncertainty in the parachute industry due to fluctuating demand. As a result the
industry was faced with inventory control and procurement issues, diminishing
R&D, and new competition from non-traditional sources. BIS recommended that the
Army improve demand forecasting and increase funding for the development of new
manufacturing technology.

In conclusion, it serves our common security, foreign policy, and economic inter-
ests for the United States and China to expand our economic relationship. At the
same time, we continue to have significant differences with China on security and
foreign policy issues that dictate a cautious way forward in our overall political, eco-
nomic, and strategic relationship. While this may slow the entry of certain sensitive



27

U.S. industry sectors into the Chinese marketplace, we must protect U.S. national
security and foreign policy interests.

Once again, I thank the U.S.-China Commission for inviting me to speak with you
today about these issues. I would be pleased to answer any questions you may have
related to my testimony.

Thank you.

Panel II: Discussion, Questions and Answers

Cochair REINSCH. Thank you very much. Mr. Wortzel.

Cochair WORTZEL. Thank you very much for your taking the time
to be here, and it was great testimony. I think you’ve covered a
wide area and we appreciate it.

I want to draw you out a little on what measures as a Depart-
ment that you might be taking with foreign countries or allied
countries to discuss military-related export restrictions to China. I
know the State Department has been involved in a very heavy ef-
fort with the European Union on that, but I'm not certain what
Commerce may be doing to support that.

I don’t find Wassenaar particularly useful or effective. When the
Commission was in Brussels last year, members of the European
Commission and European Parliament expressed their willingness
to begin to consider again export control restrictions on particularly
unique military-related technologies that wouldn’t rise to the level
of what CoCom was, but certainly would help address American se-
curity concerns. I wonder if you could describe the efforts of your
bureau and the Commerce Department in parallel with those of the
State Department and Department of Defense?

Mr. LICHTENBAUM. I'd be happy to. First, with respect to the
question of arms sales to China, the United States has an arms
embargo in place and the European Union currently has an arms
embargo in place. The United States has been very united, both in
the Administration and in the Congress in urging the European
Union to maintain that arms embargo.

We believe we have had some success in at least delaying the
lifting of the arms embargo, and we appreciate the support we've
gotten from the Congress on that issue. In connection with that ef-
fort, the State Department has initiated a strategic dialogue with
the European Union—Mr. Javier Solana is leading that for the Eu-
ropeans and Under Secretary Nick Burns from the U.S. side—in
order to promote convergence and understanding of what the U.S.
concern is. We hope to persuade the Europeans to maintain that
arms embargo which remains so important from a human rights
and a national security perspective.

To the question of dual-use items that could have military appli-
cations, it is certainly true that Wassenaar is no CoCom, and that
reflects the changed global reality in which there was a shared con-
sensus as to the Soviet Union, the threat that we were responding
to under CoCom. There was not at the time Wassenaar was estab-
lished, as Mr. Reinsch will recall, the same consensus with respect
to other targets of U.S. export controls such as China, and that is
the world in which we live today.

I think that it is worth exploring whether it is possible to take
the recommendation of the Defense Science Board from earlier this
year to establish supplementary agreements with our Wassenaar
partners in critical areas with respect to exports to certain coun-
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tries of concern, and that is something that I think warrants very
careful attention by the Administration.

Cochair REINSCH. Thank you. We have a lot of people who want
to ask questions. Let me just say that we’ll keep going as long as
Peter can stay, and if we don’t get to you, fellow Commissioners,
he’ll be back at lunch, and you can hit him then, and that’s the
best we can do because I don’t want to mess up your next appoint-
ment.

Mr. Wessel.

Cochair WESSEL. Thank you once again for being here. We are
very appreciative that your schedule could allow you to be here
today. I want to ask two questions that your testimony raises. You
talked about this “catch-all” provision. And I'm somewhat intrigued
by that because I think it shows flexibility in terms of desiring to
protect our security interests, but I'm somewhat questioning how,
in fact, that would work in reality.

Would that require that a much broader range of exports be sub-
ject to review in terms of the transactions? How does that work?
There’s now a list and people essentially understand what is cov-
ered and what they need to come in for a license. You say these
uncontrolled exports, which means are you going to have a new
list? Is it like, “I'll know it when I see it” standard? How do you
think this is going to work?

Mr. LiICHTENBAUM. Well, let me say that we have precedent for
this in our regulations. As you say, we do have a Commerce Con-
trol List which identifies the sensitive items, but ever since the
first Bush administration in 1991, we have had an Enhanced Pro-
liferation Control Initiative, or EPCI, which does control even non-
sensitive items if they're destined for certain end-uses, such as nu-
clear weapons programs, chemical and biological programs, missile
programs, in certain countries, in order to ensure that U.S. firms
do not support proliferation concerns.

So I think U.S. companies are accustomed to screening trans-
actions against the end-user in order to be sure that even if they
are selling a non-controlled item, it is not going to certain particu-
larly sensitive end-users. China is certainly, as I said in my testi-
mony, a very significant market for U.S. industry, and we do have
to be careful in imposing additional controls with respect to that
market and not inadvertently catching items that under no sce-
nario could make a material contribution to the Chinese military—
pencils, chairs, staples.

As you say, there is a wide list. The vast majority of items in the
U.S. economy are not considered as sensitive items. So our task, I
think, is to identify those items that could make a material con-
tribution to the Chinese military and that is something that we at
the Commerce Department are working with other agencies to do.

Cochair WESSEL. So there will be a list of potential end-users
where transactions will raise more sensitive concerns. Is that how
this will work?

Mr. LICHTENBAUM. I don’t know that we would list end-users, but
as we've already done in our regulations, in the particular case of
general purpose microprocessors where we have decontrolled gen-
eral purpose microprocessors to China, except when theyre des-
tined to a military end-use, we might model on that provision and
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allow the U.S. companies the responsibility to determine when
something is being used for a military purpose or not.

Because the problem with a positive list frankly is that the Chi-
nese could easily set up a new entity, which is not on our list and
then our control loses all meaning.

Cochair WESSEL. Well, it seems as hard to impose upon a sales
agent the determination of whether it’s a military end-use as well.
This is all a difficult area to police and to ensure that our security
interests are being protected. Hopefully, as you move forward on
this, we’ll have further discussions.

Let me understand one other area if I could. In terms of your in-
dustry analyses that BIS conducts, are you looking at the subsidies
that another nation may be offering to its semiconductor foundries,
et cetera, to be able to look back and determine what the competi-
tive posture of our industry may be and what it faces over the next
several years?

Mr. LICHTENBAUM. Well, that’s not a specific focus of the reports,
but it is not excluded from the reports either. So if we found that
subsidies were a relevant factor in the condition of the U.S. indus-
try, then we would certainly report on that. There is nothing off
the table.

Cochair WESSEL. But are you looking for them so the Chinese
subsidy as it relates to semiconductor foundries, R&D, as you look
at this, are you looking for the subsidy or is it information that has
to be presented, if you will? It’s not in the normal course of your
evaluation.

Mr. LicHTENBAUM. Well, I think that the questions that are
asked in those surveys that we do would capture that type of infor-
mation. We haven’t done a study of the semiconductor industry. We
haven’t been requested to do one by the Defense Department. I'm
not aware that subsidies have surfaced in the industries that we
have looked at as a particular concern, but if they were to surface,
in response to questions that we ask, which are broad enough to
elicit that type of information, then we would report on that.

I think with respect to subsidies in the semiconductor area, right
now the people who are most focused on that would be at USTR
and in the International Trade Administration of the Commerce
Department.

Cochair WESSEL. Thank you.

Cochair REINSCH. Thank you. Let me just follow up on thing for
one minute if I may. It seems to me that the universe of material
contribution to military end-use is a far larger universe than the
material contribution to WMD, and that this implies potentially an
enormous expansion of items that would be captured in this net.

For example, your testimony alluded to AT items and aerospace.
Isn’t there a real likelihood here that this regulation that you're
contemplating is going to capture most or all aerospace items going
to China?

Mr. LICHTENBAUM. I don’t think so. I don’t think that Boeing, for
example, would knowingly sell aircraft to the Chinese military, and
SO——

Cochair REINSCH. Military end-use is not military end-user. Are
you going to go by end-user or end-use?
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Mr. LicHTENBAUM. The regulation would focus on military end-
use. But, I don’t think that Boeing would be selling aircraft know-
ing that the aircraft were for military end-use either. The idea that
they would knowingly sell a 737 that they knew would be modified
for a military purpose seems counterintuitive to me.

Cochair REINSCH. We had this debate 15 years ago—Mr.
Freedenberg, who is in the audience, will remember—over trucks
in exactly the same way and helicopters that could be used for mili-
tary transport.

Mr. LICHTENBAUM. No, and clearly I do want to draw a line there
that we are not talking about whether an item is capable of mili-
tary end-use. Merely because a plane is clearly capable of military
end-use doesn’t in our view give the exporter knowledge that it will
be used for military purpose. Therefore we’d be happy to make that
clear to the exporting community.

Cochair REINSCH. So it’s not a capability.

Mr. LICHTENBAUM. It’s not a capability.

Cochair REINSCH. Well, that’s encouraging. I apologize for steal-
ing Ms. Dreyer’s time. Go ahead.

Commissioner TEUFEL DREYER. Thank you again. This is very in-
teresting testimony. I am taking note here when you say that the
Bureau of Industry and Security and its interagency export control
partners carefully evaluate proposed exports of dual-use items to
China on a case-by-case basis. And that BIS would not issue li-
censes for sales of dual-use items and technology to China if the
item or technology will make a direct and significant contribution
to the PRC’s electronic and anti-submarine warfare, et cetera.

This Commission held hearings in Akron this past fall, and there
we heard testimony from a company run by a U.S. Navy veteran
that manufactured equipment used in American submarines. He
found that some of the masks being used in U.S. submarines were
being imported from China. He at least felt strongly that this was
a distinct chink in U.S. security and in submarine security.

Now, I realize that you're going to need the details before you
can respond to this. If we supplied you with the details of that tes-
timony, could you get an answer back to us on this: whether it
slipped through some kind of crack, or whether there some im-
provement in the legislation that would be necessary?

Mr. LICHTENBAUM. Yes, Commissioner Dreyer. I'd be happy to
look into that if you provide the information to us. On hearing it
for the first time, it sounds to me like it is not a question of export
controls, but of procurement, and whether there is any concern
really from a Defense Department standpoint in having procured
an item for the submarine that is of Chinese origin, but I'd be
happy to look at the information and arrange a response either
from us or from the Defense Department, if appropriate.

Commissioner TEUFEL DREYER. I would be very, very interested
in that and thank you, because our witness was convinced that this
is a breach of U.S. security. And, of course, it was simultaneously
forcing him out of business.

Thank you.

Mr. LICHTENBAUM. Thank you.

Cochair REINSCH. Commissioner Bartholomew.
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Commissioner BARTHOLOMEW. Thank you very much, Mr. Chair-
man. Thank you to our witness for appearing today and also thank
you for your service to the country. I see that you were at a very
big law firm before and I imagine you've taken quite a financial hit
coming in working for the U.S. Government, but your expertise is
really valued.

I have two questions. One is you make a point of noting the state
of the overall U.S.-China trade relationship, which I think is only
telling a piece of the story. You note that U.S. exports to China
continued to rise over the past 20 years and, of course, U.S. im-
ports from China have risen quite more significantly than the ex-
ports.

We had over $160 billion trade deficit with China, and I just
wondered if you would please lay out for us a little bit more the
state of what is the rise? You say U.S. exports went up over 22 per-
cent ‘i?n 2004. U.S. imports from China went up what percentage in
20047

Mr. LicHTENBAUM. Well, I don’t have that information. And I
agree that it is important to have all the information in order to
evaluate the trading relationship that we have with China. The
trading relationship, of course, generally does not fall within my
particular expertise but really within USTR in the first instance
and the International Trade Administration of the Commerce De-
partment. I'd be happy to supply the information for the record if
that would be helpful.

Commissioner BARTHOLOMEW. Yes. I think that would be useful.
I think it’s about honesty in discussing the trade relationship that
we talk about the trade flows that go each way.

I'm not an expert on export controls and defer to people on this
Commission who have actually worked on these issues. Several
weeks ago in the Washington Post there was a photograph of a
North Korean soldier, and I happened to notice that that soldier
had attached to his belt what looked like a walkie-talkie that said
Moi{:)orola on it. Now, we have an embargo with North Korea, do we
not?

Mr. LICHTENBAUM. Actually we do not have a broad trade embar-
go on North Korea of the type that we have historically had with
the country. I believe in 2000, actually, the Clinton administration
removed the broad trade embargo on trade with North Korea. From
a standpoint of U.S. export controls, North Korea is one of the
countries to which we have the most stringent controls, and basi-
cally any item on our list of sensitive items, including the anti-ter-
rorism items, would require a license for export to North Korea be-
cause North Korea is designated as a state sponsor of terror.

But non-sensitive items could at this point be exported to North
Korea without a license. I don’t know whether the Motorola walkie-
talkie is a controlled item or not. If it were a controlled item, it
would have needed a license to be exported or reexported to North
Korea.

Commissioner BARTHOLOMEW. My question in this case is do you
have a procedure somewhere in Commerce or do you in your own
agency have a procedure to look into a situation like this? It would
be very interesting and useful to know where did the North Korean
military get these Motorola communication devices and again some
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of it is my ignorance about the export control system, but it would
seem to me that providing a telecommunications device to a mili-
tary of a country is not the same as providing a telecommuni-
cations device to the domestic market.

So I'm really trying to understand if, for example, is there some-
place in the U.S. Government where somebody would investigate
this tg find out what happened? How do we get something like that
going?

Mr. LICHTENBAUM. Well, you've come to the right place. We have
an export enforcement part of the Bureau and we investigate cases
of illegal exports or reexports. If it was a controlled item, then most
likely it would have been an illegal export or reexport, perhaps by
the North Koreans buying the Motorola phone in China or Hong
Kong or someplace where the phone could go, and then reexporting
it illegally to North Korea.

So if we had information about a particular case, then we can
look into that. I do want to note that in connection with the “catch-
all” rule that we were discussing a few moments ago, that rule is
actually broader than China. It applies to all countries that are the
subject of a comprehensive U.S. arms embargo as North Korea is.

So once we have that rule in place, if you know that an item is
going for military end-use in an arms-embargoed country, the ex-
port would require a license from us.

Commissioner BARTHOLOMEW. That’s progressive though. I pre-
sume from the point at which the rule goes into place, it will be
from that point on?

Mr. LICHTENBAUM. Yes, that’s correct.

Commissioner BARTHOLOMEW. What would one need to do if one
wanted to know where the North Korean military got this tele-
communications equipment now? What steps does one need to go
through in order to get an investigation started?

Mr. LiCHTENBAUM. That varies tremendously case-by-case. Often
export enforcement investigations start with a tip from a partici-
pant in a transaction. We're not likely to have a tip in this sce-
nario.

Commissioner BARTHOLOMEW. A photograph in the newspaper?

Mr. LICHTENBAUM. Well, yes, but then to go upstream and un-
wind the transaction may be difficult. One could approach Motor-
ola, I suppose, and ask if they have any sales to the North Korean
military, but I expect the answer would be no. It may be very dif-
ficult in that type of situation to determine exactly how the North
Koreans got this Motorola phone. I just want to be honest with you
about the difficulties in that.

Cochair REINSCH. Thank you.

Commissioner BARTHOLOMEW. I think, Mr. Chairman, we’ll mark
this as something that perhaps we need to look into a little more.

Cochair REINSCH. Mr. Becker.

Commissioner BECKER. Thank you, Mr. Chairman. Mr.
Lichtenbaum, I would like to share a bit of a frustration that I've
had for some time. In 1995, a company by the name of
Magnequench that I think was in Peter Visclosky’s district, con-
gressman, but certainly in upper Indiana. The company was sold
to the Chinese and at the time the Chinese that bought it had fam-
ily ties that indicated military connotations. It went through a
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CFIUS process, and it was judged to be okay to sell to them be-
cause, one, they were keeping the plant in the United States. They
were not going to strip it and move it out so it would still be pro-
ductive here in this country.

After that, there were several acquisitions made by
Magnequench, and I think around 2000-2001, in there, the com-
pany decided they wanted to move everything to China, that it
wasn’t profitable in the United States, they said, and at that time,
it didn’t require a CFIUS process. I think it was an export deal be-
cause it was their company.

And this was reviewed. Governor Bayh and Congressman Vis-
closky raised objections to this and triggered several inquiries to
this Administration, none of which were even responded to.

In the end, the plant was shut down, the people were terminated,
and the process went to China. Now, in the purchase of
Magnequench, the Chinese also obtained all the patent rights to
the process. Now, this plant produced magnets that were used in
Smart Bombs, and this was the argument that was raised by Vis-
closky and Bayh, that this was a national security item, and strong
steps should be taken to protect this to keep it in the United
States. That was rejected.

Upon subsequent investigation by myself and another Commis-
sioner just to try to find out what the thinking was when they al-
lowed the transfer to take place, it was determined that we had no
proof that they were going to use this for military application, that
the Chinese said they were going to use it for civilian applications.

The fact of the matter is we used it for military applications and
should have been very concerned that the Chinese were going to
use it for military applications also.

Anyway, the plant is gone and the process is gone, the patent is
gone. Our second, third, fourth generation development in this
process won’t belong to us; it will belong to the Chinese because
they have the patents on this. The reason I raise this now is I no-
ticed in a paper just the other day that the second-largest company
in the world that produces this type of magnets is in Canada, and
Magnequench is now purchasing this plant.

I don’t think the sale has gone through, but they’ve initiated the
action to purchase the plant and a press release was issued, and
it even said in there that this would be of monopolistic dimensions,
that they would control the process throughout the world.

I said I wanted to share a frustration with you because this went
through a government review, and it still left, and my question, if
there is one on this, is there any way to reverse this? Is there any
way that the government can take a look at this and say, hey, wait
a minute, this was not the right information, and we made a bad
decision, and we want it back and we want the patents back; we
want the process back? Is that a possibility?

Mr. LicHTENBAUM. Well, Commissioner Becker, thank you for
the question and for explaining the history and your frustration
with the process. I believe the case occurred before I took office
and, therefore, I'm not familiar with the specifics either of the
original CFIUS determination or of any export licensing review
that was done. So it’s hard for me to address the quality of the de-
cision-making in either the CFIUS or the export licensing process.
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Certainly if people asked questions and didn’t get answers, I be-
lieve that would have been unfortunate because I think Members
of Congress are entitled to answers to their questions.

Commissioner BECKER. Would it help if we sent you the back-
ground information that we have on this? Would this be something
that you would want to review?

Mr. LicHTENBAUM. Well, it would certainly be of interest and I
would certainly review it if you send it to me. What actions we can
take are very hard for me to opine on in the absence of having seen
the record.

The one area that comes to mind is that if it was an actual ap-
proval of an export license, then there would likely be license con-
ditions associated with the approval of the export license, and if
those conditions were violated, that provides some basis for action.

But that’s a statement I'm only making in principle, as I don’t
know the facts, and I would be happy to review them if you supply
them.

Commissioner BECKER. All right. Thank you.

Cochair REINSCH. Thank you. Let’s see if we can squeeze in Mr.
Donnelly and then we’ll have to let Peter go if that’s all right? Or
do you have to go sooner than that?

Mr. LicHTENBAUM. That’s fine.

Commissioner DONNELLY. Mr. Chairman, I'll talk as rapidly as
possible in order to maximize my time. I'm particularly interested
and I appreciate the testimony because it does seem to me we came
pretty close to getting to the subject of the hearing, which is the
impact of U.S.-China trade on the defense industrial base. It
seemed to me at the end of your testimony you were almost there
when you started talking about actual effects on U.S. defense com-
panies.

However, you didn’t quite make the link to U.S.-China trade. I
read your prepared testimony about the U.S. parachute industry
and was interested to note that problems in the parachute industry
were largely due, to use the euphemism, to uncertainty in the para-
chute industry due to fluctuating demand.

In other words, the Army wasn’t buying enough parachutes or
supporting parachute R&D, suggesting that many of the problems
of the defense industry originate in the United States and are a re-
sult of perhaps overcapacity or underinvestment by the government
in the defense industry.

So my question is do you have an example where it’s clear that
issues of U.S.-China trade have had an effect on the U.S. defense
industrial base and the measure of merit being its ability to supply
U.S. armed forces with the stuff that they need?

Mr. LiIcCHTENBAUM. I don’t have an example at my immediate re-
course. I think China, as far as I know, was not a significant issue
in the parachute study, but certainly as this hearing shows, and as
I'm sure that there will be further discussion of in the afternoon,
U.S. trade with China and Chinese investment decisions do have
a significant impact on the defense industrial base.

But that is an issue that I don’t think was addressed in the par-
ticular study you’re referring to.
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Commissioner DONNELLY. Well, I kind of set you up a bit, I con-
fess, but I do hope that we get to the actual issue of the hearing
in the full course of time.

Cochair REINSCH. Thank you. Mr. Lichtenbaum, we’re, I think,
at this point at your disposal. Do you need to leave or do you have
more time?

Mr. LICHTENBAUM. I am going to have to leave although I will
be happy to continue the discussion over lunch, and I very much
appreciate the opportunity to appear and the excellent questions
that I received from all Members of the Commission. Thank you.

Cochair REINSCH. Well, we appreciate your coming. You were
very popular. We have actually four more Commissioners including
myself who wanted to ask questions so we would be delighted to
have you return for lunch and maybe we can continue the discus-
sion there, and I appreciate those who didn’t have an opportunity
for forbearing. We will now take a brief recess while we wait for
the next witness.

Chairman D’AMATO. Thank you.

Cochair REINSCH. Thank you.

[Recess.]

Chairman D’AMATO. The Commission will come to order. Let’s re-
sume our consideration of these events, and I would to pass the
gavel on to Commissioner Wortzel who will be officiating at this
point. Commissioner Wortzel.

OPENING STATEMENT OF COMMISSIONER LARRY M. WORTZEL
HEARING COCHAIR

Cochair WORTZEL. Good morning. The capacity of American in-
dustry to innovate, surge production and meet the needs of Amer-
ican military has been a really critical factor in national security.

Today, many Americans are concerned that the shift of American
production capabilities overseas will leave the United States unable
to respond to future security challenges. If we fail to pay attention
to our defense industrial base, should another major conflict re-
quire a surge in the production of new weapons or the support of
our armed forces with intelligence and materiel, the United States
may not be able to do so.

In some cases, critical industries are shifting to China, which, of
course, is the principal focus on this Commission. In other cases,
American leaders are concerned that excessive dependence on other
countries for defense production could leave the United States un-
able to surge in capacity should an ally fall or should an ally refuse
to cooperate with the United States because of disagreements over
policy.

We seek to explore some of these issues today with this hearing.
As we approach these matters, I want to suggest a few basic prin-
ciples that I think will help our work.

First, innovation is really critical to industrial capacity and
America’s ability to respond to new situations. So it would be a
mistake, in my view, to bind industry and entrepreneurial activity
with excessive legislation and government regulation.

Excessive central planning and a national industrial policy could
actually harm our national security. Also, if a technology, material
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or industrial process is widely available in the global marketplace,
it doesn’t need to be protected as part of a defense industrial base.

National security should not be an excuse for protectionism. We
should focus on critical technologies, industries and skills where
the United States’ lead is absolutely unique and these things have
military application.

Our policies should encourage investment in research and devel-
opment to support a robust defense industrial base. But the United
States doesn’t need the capacity to do everything. There should be
cooperation and sharing with close allies. There are some allies
that so closely share American values and interests that they can
be relied on as good partners.

The United States and our allies have to protect critical unique
defense-related technologies from potential adversaries. Our secu-
rity policies should impose research, development and manufac-
turing costs on potential adversaries and competitors. We should
not allow potential adversaries to steal technology or to insist that
it be transferred to them as some incentive for investment in an-
other area.

If a cooperating partner or ally transfers militarily critical tech-
nologies, weapons or industrial capacity to a potential adversary,
that partner should be eliminated from future cooperation in that
area in our defense industry, and this policy should apply not only
to companies but also to nations.

America’s closest allies should be considered to be reliable part-
ners for all defense materials. If they prove to be pursuing policies
that harm American interests, then we should address the matter
and reevaluate our geostrategic partnerships.

I think there are only a few nations that might seriously chal-
lenge the United States from a security or an economic standpoint
in the future. China is certainly one of them. I would say Iran
bears watching. So do India and Russia. Now, in the late 1970s and
1980s, the United States enjoyed a good strategic partnership with
China. The two nations cooperated closely in the security sphere to
frustrate Soviet military expansion and to frustrate the expansion
of the socialist Republic of Vietnam into Cambodia and potentially
into Thailand.

But the use of the Chinese military to suppress democracy at
home and the fall of the Soviet Union changed the basis for that
cooperation. Over the past 15 years, the Chinese defense budget
has grown at a double-digit rate annually. China has added mili-
tary capacity that is specifically designed to be used against Tai-
wan and American military forces.

At the same time, China and the U.S. have parallel or com-
plementary national interests in a number of areas, including
trade, banking, combating illegal drugs, and maintaining security
on the Korean peninsula.

Therefore, it’s prudent to ensure that the capacity of the United
States to respond to potential challenges is strong even while we
cooperate in other areas with China. With that, I'd like to move to
our next panel.

It’s a great honor for me to introduce Dr. William Schneider. I
don’t think there is anyone more qualified to speak on the U.S. de-
fense industrial base. Dr. Schneider is presently the Chairman of
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the Defense Science Board. From 1982 to 1986 he served as Under
Secretary of State for Security Assistance, Science and Technology.

He’s also served as Chairman of the President’s General Advi-
sory Commission on Arms Control and Disarmament. He’s a valued
consultant to the Departments of State, Defense and Energy, and
I look forward to his comments today.

Thank you, Dr. Schneider.

[The statement follows:]

Prepared Statement of Commissioner Larry M. Wortzel
Hearing Cochair

The capacity of American industry to innovate, surge production, and meet the
needs of the American military has been a critical factor in national security. In-
deed, in fighting and winning World War I and World War II, the strong American
industrial base facilitated allied victories.

Today, many Americans are concerned that the shift of American production capa-
bilities overseas will leave the United States unable to respond to future security
challenges. If we fail to pay attention to our defense industrial base, should another
major conflict require a surge in the production of new weapons or the support of
oulz1 armed forces with intelligence and material, the United States may not be able
to do so.

In some cases, critical industries are shifting to China, the principal focus of this
Commission. In other cases, American leaders are concerned that excessive depend-
ence on other countries, for defense production could leave the United States unable
to surge in capacity should an ally fall, or refuse to cooperate with the U.S. because
of serious disagreements over policy.

We seek to explore some of these issues today with this hearing. As we approach
these matters, I want to suggest a few basic principles that I think will help our
work. First, innovation is critical to industrial capacity and America’s ability to re-
spond to new situations. It would be a mistake to bind industry and entrepreneurial
activity with excessive legislation and government regulation. Excessive central
planning and a “national industrial policy” can harm our national security.

Also, if a technology, material or industrial process is widely available in the glob-
al marketplace, it does not need to be protected as part of a defense industrial base.
National security should not be an excuse for protectionism. We should focus on crit-
ical technologies, industries and skills where the United States lead is absolutely
unique and has a military application.

Policies should encourage investment in research and development to support a
robust defense industrial base. But the United States does not need the capacity to
do everything. There should be cooperation and sharing with close allies. There are
some allies that so closely share American values and interests that they can be re-
lied on as good partners.

The United States and its allies must protect critical, unique defense-related tech-
nologies from potential adversaries. Our security policies should impose research,
development and manufacturing costs on potential adversaries and competitors. We
should not allow potential adversaries to steal technology, or to insist it be trans-
ferred to them as some incentive for investment in another area. If a cooperating
partner or ally transfers militarily critical technologies, weapons or industrial capac-
ity to a potential adversary, that partner should be eliminated from future coopera-
tion in that area. This policy should apply not only to companies but also to nations.

America’s closest allies should be considered to be reliable partners for all defense
materials. If they prove to be pursuing policies that harm American interests, then
we should be prepared to address the matter and if necessary re-evaluate our
geostrategic, military and economic partnerships.

There are few nations that might seriously challenge the United States from a
security or economic standpoint in the future. China is certainly one of them. I
would say Iran bears watching. So do India and Russia. In the late 1970s and 1980s
the United States enjoyed a good strategic partnership with China. The two nations
cooperated closely in the security sphere to frustrate Soviet military expansion and
to frustrate the expansion of the Socialist Republic of Vietnam into Cambodia and
potentially into Thailand. The use of the Chinese military to suppress democracy
at home as well as the fall of the Soviet Union changed the basis for that coopera-
tion.

Over the past 15 years the Chinese defense budget has grown at a double-digit
rate annually. China has added military capacity that is specifically designed to be
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used against Taiwan and American military forces. At the same time, China and
the U.S. have parallel or complementary national interests in a number of areas,
including trade, banking, combating illegal drugs, and in maintaining stability on
the Korean peninsula. Therefore, it is prudent that we ensure that the capacity of
the United States to respond to potential challenges is strong, even while we cooper-
ate in other areas with China.

With that, I'd like to move on to our next panel. It is a great honor for me to
introduce Dr. William Schneider. There is no one more qualified to speak on the
U.S. Defense Industrial Base. Dr. Schneider is presently the Chairman of the De-
fense Science Board. From 1982 to 1986, he served as Under Secretary of State for
Security Assistance, Science and Technology. He has also served as Chairman of the
President’s General Advisory Committee on Arms Control and Disarmament. He is
a valued consultant to the Departments of State, Defense, and Energy and I look
forward to his comments today.

PANEL III: THE DEFENSE INDUSTRIAL BASE AND
THE 21ST CENTURY WARFIGHTER

STATEMENT OF WILLIAM SCHNEIDER
PRESIDENT, INTERNATIONAL PLANNING SERVICES, INC.,
WASHINGTON, D.C.

Dr. SCHNEIDER. Thank you, Mr. Chairman, and distinguished
Members of the Commission. It’s a great privilege to have an op-
portunity to appear before you to discuss a topic that’s been a pre-
occupation of my own as far as study and work throughout my ca-
reer in the government and I'm particularly comforted by the fact
that this Commission is taking it up in the context of reviewing the
economic and security aspects of our relationship with the PRC.

The industrial base is indeed an extremely important attribute
of American power that needs to receive careful attention by those
with public policy responsibilities. The President’s efforts to trans-
form the capabilities of the U.S. defense establishment to meet the
security needs of the 20th century are implemented through that
defense industrial base, and its ability to secure unchallenged tech-
nological superiority is a decisive part of the U.S. basic national se-
curity strategy.

So the stakes in maintaining the effectiveness of the U.S. indus-
trial base which has been the margin of victory for our military
forces for the entire period of the impact that the Industrial Revo-
lution has had on warfare makes it imperative for us to try and
understand how that matter applies today. And I think there’s
some very important characteristics about the industrial base and
indeed how warfare is being conducted that bear on how we man-
age the industrial base.

Because in certain ways, the term “industrial base” doesn’t quite
capture what has happened to the way in which technology is ac-
quired and applied to military forces. There’s been a number of
fundamental changes and just thinking about things a bit in a
rather aggregated way, if you think about the period from the post-
Civil War period through World War II, a large fraction of our de-
fense technology was developed in secret through a series of gov-
ernment-owned facilities, typically government arsenals or naval
shipyards, and the defense technology tended to have unique appli-
cations for military purposes and maintaining the secrecy of its de-
velopment was often a decisive part of its effectiveness in its war-
time application.

But certainly the signs were abundantly clear during World War
II and certainly in the last half of the 20th century that the focus
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of the development of advanced technology for military applications
had moved decisively from government-owned facilities into the pri-
vate sector. The aerospace and defense industry that was built up
during the World War II period in particular became the focus of
the innovation of advanced technologies that were applied for mili-
tary purposes, important advances like, say, microprocessors. Since
we've just had the death of the founder of the microprocessor this
week, it’s appropriate to remember that its initial applications were
for military purposes even though it has profoundly changed the
civil economy as that invention spun out from the defense sector
into the civil sector.

What has started to happen during the latter part of the 20th
century and is proceeding very aggressively now has been the shift
in the focus of where technology is developed that is used for mili-
tary applications. It’s gone from the defense sector to the civil sec-
tor. Most of the decisive technologies that are applied for defense
purposes are coming out of the civil sector.

They are systems engineered and integrated in a defense sector
that has unique skills and is perhaps the most important part in
the chain of evolution of technology that converts often mundane
civil sector technologies into advanced military capabilities by the
way in which they system engineer them.

But this calls attention to the fact that the defense sector is like-
ly for the foreseeable future to be dependent in significant ways on
the civil sector for innovation in selected areas of technology, and
this is an important thing that we have to capture and undoubt-
edly is reflected in the concerns of this Commission where you have
taken note of the fact that many of the technologies that have mili-
tary applications are produced in the PRC and indeed in many
other countries of the world.

In looking at the modernization themes that are characterizing
the transformation of the U.S. defense establishment, the most suc-
cinct way of describing it is by pointing to two characteristics. One
is the decisive importance of information as the discriminator in
modern military performance. I can give you a metric that is cor-
related with the degree to which information is becoming a domi-
nant characteristic of military performance.

If you take as a baseline the operation Desert Storm in 1991 and
compare that to the next major engagement where U.S. forces were
engaged in the air campaign in Kosovo, the air campaign in Kosovo
involved forces that were about one-tenth the size of those that
were committed to Desert Storm, but they used 100 times the
bandwidth, bandwidth being an effective metric that’s correlated
with information.

If you compare the bandwidth requirements being used to sup-
port military operations in Iraq, for example, the bandwidth re-
quirements were many times more than were required in Kosovo,
reflecting the vast increase in needs, and indeed the bandwidth
that we had was inadequate to the ability of our information-pro-
ducing intelligence and command and control system to actually
apply.

We have gone much more heavily into information dominated de-
fense establishment which calls my attention to the other char-
acteristic of U.S. defense modernization is the move towards net-



40

working defense platforms. It used to be the case that you could
characterize military performance by comparing the military capac-
ity of say a tactical aircraft and comparing it with the characteris-
tics of an adversary aircraft, and by comparing those with the
numbers and the proficiency of the crews, you could get a pretty
good idea of how a campaign would work out.

But now the decisive metric of military performance is the per-
formance of the network rather than the performance of the indi-
vidual platform, which in turn is derived from the effectiveness of
the use of information in those operations.

This couples to the industrial base in that the supply chain that
produces information derived technology has become increasingly
globalized. Indeed, a large fraction of this capability is now located
outside of the United States, and these factors are illustrative of
what is happening to the defense industrial base as the locus of
technology moves out of the defense sector into the civil sector in
terms of the underlying technologies that create the capabilities
and that the capabilities of modern military force are increasingly
described by the effectiveness of its use of information and the ef-
fectiveness of the way in which it’s able to network its systems.

A few years ago, the Defense Science Board did a study that in-
cluded an exercise of trying to look at what a potential adversary
could do with a relatively modest investment of, say, five billion a
year I believe was the figure for five years. What kind of capabili-
ties could they create largely by investing in civil market tech-
nologies but systems engineering and integrating them in a clever
way?

It turned out if the adversary focused on a class of defense in-
vestments that for want of a more complete descriptor can be called
anti-access technologies like air defense, mine warfare and elec-
tronic warfare, things of that sort, you would have a very capable
adversary with relatively modest investment because of the in-
creasing impact of technologies that emerge outside of the defense
sector, but when properly systems engineered, produce very power-
ful military effects.

This tends to reinforce the fact that process knowledge or know-
how about how to put these otherwise mundane technologies to-
gether is becoming the heart of the industrial base, and there’s a
lot of detail surrounding that and I can discuss that in more detail.

We also, the Defense Science Board also has a study underway
now with its counterpart organization in Britain and the British
MOD trying to understand technologies that are developed in the
civil sector—sorry—technologies that are important for national de-
fense that will not be developed in the civil sector.

The Department of Defense has already started an industrial
base program dealing with radiation-hardened solid state electronic
components because of the fact that the civil market is unlikely to
require these kind of technologies and they would not hence be
available in this globalization of the supply chain that I described.

To the extent that this becomes or is an important characteristic
of the way in which technology relevant to national defense evolves
is a matter of public policy. The question of the degree to which the
components of the defense industrial base will need to be treated



41

in some special way may emerge more rapidly than we had pre-
viously expected.

This is not to say the industrial base is disappearing by any
means. The skill sets that are associated with converting these
technologies into military capabilities are one that has a very slen-
der claim on national resources.

I had the privilege to serve on the Commission on the Future of
the Aerospace Industry, and it was quite clear from the evidence
presented to that Commission that the ability of this industry to
attract investment and to sustain the financial basis for its high
technology performance is clearly at risk, and the factors that I
know are of interest to this Commission are likely to create further
problems in the future as more of these technologies migrate off-
shore and the U.S. civil industrial base tends to increasingly focus
on knowledge generation rather than the creation of hardware.

That does pose a challenge for how the U.S. will be able to main-
tain its leadership and be able to sustain a capability to support
the national strategy of maintaining a decisive technology edge in
military performance.

Finally, the Defense Science Board did a study on the implica-
tions of globalization for the defense establishment a few years ago,
and I have a copy of the executive summary of that report, and the
chairman agreeing, I'd be glad to provide this for the record.

Chairman D’AMATO. We will put it in the record.

Cochair WORTZEL. Love to have that for the record.

Dr. SCHNEIDER. Okay. Since I know our time is very limited, I
think I've given you some suggestions about how we see the chal-
lenges and some of the priorities that need to be addressed by the
U.S. Government. I would be glad to respond to any questions or
comments that you may have to offer.

Panel III: Discussion, Questions and Answers

Cochair WORTZEL. Thank you very much. I think China is an ex-
cellent example of a country that has learned to apply new tech-
nologies to make new weapon systems more effective in a lot of
cases on old platforms. So your examples were very relevant.

Dr. SCHNEIDER. Yes.

Cochair WORTZEL. I'll start, and I'd like to ask if in your opinion
the legislation on protecting and controlling dual-use technologies
has kept up with advances in industry? Is legislation driving or
preventing industry from moving forward?

Dr. SCHNEIDER. I tend to think that because the legislative au-
thorities that created these regulations tended to be based on a
model of defense modernization that no longer obtains, my expecta-
tion is that the legislation is likely to be an imperfect vehicle to
stay on top of what’s actually happening.

As I mentioned, the things like process knowledge are becoming
much more important than knowledge of the hardware itself. We
have a tactical radio program now underway, the Joint Tactical
Radio System, that is so-called software enabled or software driven
radio.

The hardware is pretty mundane. What creates its capabilities is
the way the software causes the hardware to operate and so the
industrial base that’s really decisive for producing that piece of
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equipment is the industry that generates the software for it and
that can produce a radio that has three dozen wave forms that can
operate in virtually every environment that you can think of.

And that’s illustrative of what’s going on. The globalization of the
supply chain will produce a lot of components and subsystems for
those radios that are by civil standards relatively mundane piece
of equipment, but the software is exotic and the industry that cre-
ates that software is a national asset.

Cochair WORTZEL. Thank you. Commissioner Wessel.

Cochair WESSEL. Thank you, Mr. Chairman. Thank you, Mr.
Schneider, for being here. It’s a pleasure to see you again and we
always learn from your participation. Appreciate it.

You talked about the changing nature of the military as it goes
through its transformation strategies and the importance of infor-
mation, bandwidth, et cetera, network centric. Increasingly, we're
seeing the outsourcing of innovation. In fact, Business Week had
a cover story about that a couple of months ago.

From the Defense Science Board, what has been the analysis,
what are the concerns as we see R&D centers migrating? Our prin-
cipal concern, of course, is China. How are you looking at those
issues? What are the concerns?

Dr. SCHNEIDER. The R&D sector is a source of great concern, and
we have focused on various ways of dealing with this. From the
perspective of the defense sector, what is really important is the
R&D that is specifically devoted to national defense, and this phe-
nomena I described earlier of where the enabling technology tends
increasingly to be created outside of the defense establishment, but
the defense establishment then takes that technology, adds value
to it in various ways, so that it can be adapted to a national de-
fense mission.

This, trying to manage the R&D establishment when you're fac-
ing this kind of environment and the environment is changing so
rapidly, is proving to be quite a challenge for the U.S. Government.
The Base Realignment and Closure Commission that is now consid-
ering the infrastructure in the defense establishment, which in-
cludes laboratories, industrial facilities, as well as bases, has to
come to grips with this in the sense that we need to make sure we
have the right mix of facilities that we’ll be able to support and
stimulate R&D.

Indeed, we need to find ways in which we can stimulate the par-
ticipation of companies that are not now in the defense sector so
that they will be more willing participants in the defense sector,
and being able to do that might be one of the opportunities we
would have, to serve more as a magnet for some of the technology
companies that are outside of the defense sector to start doing
some work for the defense sector.

Admiral Art Cebrowski, who was until he retired in January the
head of the Office of Force Transformation, observed that in the not
too distant future, most of the military effects would be achieved
by non-kinetic means. And that again reinforces the power of infor-
mation, but suggests that many of these companies that are now
allergic to working in the defense establishment need to be brought
back and the R&D centers that will otherwise proliferate world-
wide need to be strengthened in the U.S. as well.
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Cochair WESSEL. Is there an additional concern, as you point out,
that much of the R&D, much of the technologies that are being
bro;lght into the defense sector are initially done by the civil sec-
tor?

If Microsoft or somebody else does the technology with Chinese
personnel in China, with a recognition that software now has tens
of millions of lines of code, the opportunity for them to either have
the countermeasures or in fact disabling technologies, I guess,
backdoors, trapdoors, everything else, is that an increasing concern
as this gets

Dr. SCHNEIDER. Yes, it certainly is of great concern. The point I
made earlier with respect to the radiation-hardened chips, where
we have two facilities that are essentially subsidized by the De-
partment of Defense, and dealing with this problem where you
need, say, software written in a highly secure environment, that it
probably has to be recognized that a premium price would have to
be paid for it, and that you would have to continue to invest in the
modernization so that it was able to stay abreast of the technology
no less proficiently than the civil sector.

These are very expensive capabilities, however, and so great care
needs to be invested in figuring out the ones that are truly critical
to the national interest so that you can make sure you're investing
your resources wisely.

Cochair WESSEL. Thank you.

Cochair WORTZEL. Thank you very much. Commissioner Mulloy.

Commissioner MULLOY. Dr. Schneider, thank you for being here.
I think the last time I heard you testify was years ago when I was
with the staff of the Senate Banking Committee. We were working
on export controls and related issues.

Dr. SCHNEIDER. Yes.

Commissioner MULLOY. It’s a pleasure to see you again. We have
conducted hearings looking at China trade as part of a globaliza-
tion process, and let me just lay out a couple of things. The multi-
national corporations because of the way the system is structured
are driven by profit motives as they should be, but the way that
the system is structured, they don’t necessarily have to look out for
the national interest; they have to look out for their survival and
maintenance.

Secondly, foreign governments such as China and others under-
stand this process and have implemented strategies to use market
forces to move technology, industries, R&D, from here to there.

Thirdly, we had an interesting meeting with Dr. Howard yester-
day on the semiconductor work that’s been done by the Defense
Science Board and you have an idea of the real problems that are
in that area. My own sense in following this now for four years
with this Commission is that this isn’t just semiconductors. This is
an enormous movement of industrial-based R&D technological ca-
pacities out of the United States to Asia with China a main player
in all of this process now.

Do you have a sense that we need a larger national strategy to
understand what’s happening to us, and to try and figure out if we
don’t want it happening to us what we ought to be doing in terms
of a national vision to guide ourselves on preventing it from hap-
pening?




44

Dr. SCHNEIDER. I think you've raised a very good and appropriate
point. The underlying problem is that the economic incentives for
globalizing the supply chain are omnipresent and are affecting al-
most every industry, and it is necessarily the case that what is an
optimum solution for least cost production of software or least cost
production of electronic equipment is not one that produces an ef-
fective security system and indeed a determined player can exploit
the globalization of the supply chain.

The Science Board is trying in a focused way to identify some of
the areas where we may need to focus some investment. For exam-
ple, one of the characteristics in the computer industry, computer
software industry is to emphasize large-scale parallel processing for
{she solution of most industrial and scientific and commercial prob-
ems.

As a result, the industry is producing these very large computers
that process the input in parallel, but for solving some kinds of na-
tional security problems, say in cryptography by way of illustration,
it may be the case that the more classic vector processing is the
way in which the technology really needs to go. That’s a hypoth-
esis, not a studied answer, but if that turned out to be the case,
and the civil sector was not going to require vector processing be-
cause its needs are met by parallel processing, then the govern-
ment will need to find some way to provide the set of incentives
for companies that are able to produce vector processing equipment
to provide that for national security needs.

The problem is that the incentives or the disincentives are pro-
found in the acquisition system at this point, and as a result many
of the companies that have the capability are not prepared to offer
their services to the Department of Defense because of the regu-
latory environment to which they are subjected which is part of the
reason why we have high cost products.

Commissioner MULLOY. The Defense Science Board has come out
with some recommendations dealing with semiconductors?

Dr. SCHNEIDER. That’s right.

Commissioner MULLOY. Are you trying to think through the larg-
er issue and come up with some broader vision to recommend to
policymakers?

Dr. SCHNEIDER. My aspiration is to try and collect more evidence
of what is happening. That is what are the consequences of the
globalization of the supply chain, and what kind of things are going
to be needed in the defense establishment? As I mentioned, the
modernization themes are producing an extraordinary amount of
dynamism in the needs of the defense establishment for technology.

We need to anticipate that rather than keep trying to catch up.
So my aspiration is that this information as it is presented to the
leadership and the Department of Defense and the Congress can
come together on a strategy about how to deal with this because
we are not going to be able to catch up in the way we are currently
managing it.

Commissioner MULLOY. Well, this could be the beginning of a
beautiful friendship, as they say in Casablanca, because we really
should be working closely with you and we'’re trying to encapsulate
a vision of what is happening and trying to make some rec-
ommendations.
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Dr. SCHNEIDER. Good.

Commissioner MULLOY. So we look forward to working closely
with you.

Dr. SCHNEIDER. Thank you, sir.

Cochair WORTZEL. Chairman D’Amato.

Chairman D’AMATO. Thank you very much, Commissioner
Wortzel.

Good to have you here, Dr. Schneider, with your background and
level of knowledge of these industries. The Chinese, of course, do
engage in their own national strategy and of course support indus-
tries they regard as actually critical to the development of their
economy. This is government-led although more and more private
organizations involved, but government-led strategizing what they
need to do and to acquire. We don’t do that, of course, right now,
but you were on the Commission on the Future of the Aerospace
Industry.

We had a hearing in Seattle and had some members—Heidi
Wood, for example, who you worked with on that Commission from
New York—very, very interesting testimony. I believe that Com-
mission reported, five years ago perhaps?

Dr. SCHNEIDER. Reported in 2003.

Chairman D’AMATO. Two years ago then.

Dr. SCHNEIDER. Yes.

Chairman D’AMATO. I was mentioning earlier on a paper that
we've gotten done in March of this year on the aerospace industry,
particularly on Boeing, by two researchers at the State University
of New York in Buffalo, in which they claim that essentially the
Boeing Company is moving technology offshore, particularly to
Japan, in a way that is sacrificing the seed corn of the industry.
For example, all the wing technology composites that have been
done. And that the 787 aircraft, the only part that will be done ex-
clusively, they claim, in the United States is the nose and almost
all the rest of it is being done in Japan.

I'm assuming that that technology will become available to the
Chinese over time as well. Now, here’s a question of an industry
that is absolutely central to our national security, an industry that
is one of the jewels of the American industrial establishment, and
the claim is being made that it’s being moved offshore in a way
that will destroy the industry. Why that is being done by this com-
pany is a mystery to me, if it’s happening.

What is your feeling based on your experience on that Commis-
sion and this kind of danger? We talk about national strategy.
Well, here’s evidence of one industry. Would we want to have a na-
tional strategy dealing with the aerospace industry now? Is that
where we're at with regard to this industry before we lose it en-
tirely?

Dr. SCHNEIDER. One of the characteristics of the aerospace and
defense sector is, as I say, the information and process knowledge
is becoming a dominant part of the technology, and the distinction
between producing the wing and designing the wing is a very im-
portant one. The knowledge of how you integrate all of the knowl-
edge of aerodynamics and physics and material sciences and struc-
tural engineering and so forth to produce the wing is the seed corn.
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The ability to bend metal or plastic, while it’s certainly impor-
tant, that’s not where the core of the company’s intellectual prop-
erty or the national interest resides, and the problem of exporting
the design capability or the capability to systems engineer, that is
to bring in all of these disparate things to produce an effective unit
or to integrate the components to produce an entire aircraft sys-
tem, that’s where the national seed corn is, and I think in trying
to understand this, we probably need to disaggregate the question
of where the tin is bent and where the design is created.

Chairman D’AMATO. Yes, I think that the question is whether or
not the design and the integrative capacity is actually being moved
to Japan. They would claim that it is.

Dr. SCHNEIDER. Yes. I don’t have any specific knowledge of how
that specific company is doing it, but I was describing the process
in general.

Chairman D’AMATO. But let me just go back to the question I
wanted to ask you, and that is if you were to find the evidence that
a major national security industry was in jeopardy, semiconductors
or whatever, what is the role of the United States government to
correct that?

Dr. SCHNEIDER. Well, the U.S. Government already has legal au-
thority to control the passing of technical information that would
relate to those kinds of capabilities where it’s a defense article.

Where it does not have the statutory authority at this point, as
best I understand it, would deal in these areas of civil technology.
So there’s a public policy question to whether the government
should try and regulate the transfer of technology in these civil ap-
plications. And I haven’t studied the problem so I don’t have any
direct comment to make on whether or not that is wise, but in my
career in the Department of State, I had responsibility for the mu-
nitions licensing system, and we were, as a matter of public policy,
very careful about transferring technical information about systems
engineering or systems integration, and we would sell an F-16, for
example, that is sold as an unclassified system, but the knowledge
of how you make the F-16 is classified, and the export of that
knowledge is regulated.

Chairman D’AMATO. Yes. Thank you.

Cochair WORTZEL. Thank you. Commissioner Becker.

Commissioner BECKER. Thank you, Mr. Chairman. I have several
questions. Steel has always been a core industry in the United
States. As many nations, as they develop, the first thing any
emerging country wants is to build a steel industry. It’s vital for
a lo’g? of things. Do you consider steel a strategic manufacturing
item?

Dr. SCHNEIDER. My expectation is that there are processes that
are applied to certain types of steel that are unique to military ap-
plications. I'd say there’s probably a large fraction of the steel sec-
tor is commodity type and does not have the same characteristic,
but inevitably there are specific processes that are unique for mili-
tary applications that are and should be protected.

Commissioner BECKER. It’s generally thought that those proc-
esses in steel—it’s not a very sophisticated process—is available
anywhere from other sources.

Dr. SCHNEIDER. Yes.
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Commissioner BECKER. In other words, could we stand to have
the steel industry disappear from the United States?

Dr. SCHNEIDER. I think for many of the civil applications, prob-
ably the economics of the steel industry will determine its location.
But say for specialized applications, my expectation is that we
would intend to keep steel industry here for national security pur-
poses.

Commissioner BECKER. This gives rise then to my next question.
I've always felt that the economic security of the United States is
inextricably attached to the national security of the United States.
Commissioner Mulloy spoke about the huge transfer of industry
out of the United States. One of those is classified as advanced
technology products and where we used to run a surplus in this
country, somewhere in the neighborhood of $30 billion.

Now, it seems like the Chinese are eating our lunch. We’re run-
ning a deficit in the neighborhood of $40 billion, and this is over
a period of seven years. So there’s really been a transfer in ad-
vanced technology products of some $70 billion in this length of
time. Can we have a healthy defense industrial base in the United
States without having a healthy economic presence here in the
United States?

Dr. SCHNEIDER. No. Of course, it’s the national economy that’s ul-
timately the source of our military power. There are very few
precedents for a country being able to do much in the way of main-
taining a comprehensive military capability without a strong na-
tional economy. So I think that’s pretty widely recognized even
though the amount of the national treasure that is required to
produce an effective military establishment is declining because of
the fact that it’s actually becoming cheaper to maintain a powerful
defense capability because of these advanced technologies.

Commissioner BECKER. We're seeing industry after industry dis-
appear, that in and of itself the industry may not produce a mili-
tary industrial base like textiles. We've had a lot of problems in
getting the jackets that would protect our servicemen in Iraq be-
cause all of this disappeared from the scene in the United States.
And this is stretched all the way through, but I'm even tying it in
more than that. The infrastructure, bridges, roads, sewer systems,
water systems, even educational. I think I'm asking you whether
a he?althy economic base is essential for us having a strong mili-
tary?

Dr. SCHNEIDER. Yes. I think everything you’ve said is important
to our defense establishment. The economy can’t operate without a
strong functioning infrastructure of all of the civil works you've just
described.

I think the question for public policy is that you can’t make the
whole national economy part of the defense budget and there are
certain core capabilities that defense establishment is going to need
and those core capabilities are going to evolve over time as our
needs evolve, and we need to find a way to come to grips with that,
so that we are assured that even if the economics of specific indus-
tries or capabilities don’t sustain an industrial base in the United
States, that we face the fact that we may have to divert some of
our resources to maintaining that capability, specifically for na-
tional security purposes, as I described the rad-hard chips case.
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Commissioner BECKER. Thank you.

Cochair WORTZEL. Thank you. Commissioner Dreyer.

Commissioner TEUFEL DREYER. Thank you. Dr. Schneider, I
found your testimony at one and the same time to be fascinating
and chilling because here we have the globalization of the supply
chain, which is pretty well impossible to stop, and at the same
time, we have other countries’ increasing ability to put, as you
phrased it, mundane technologies together into a larger system.

That is giving them a military edge as well as a civilian tech-
nology edge, and it occurred to me that what we as the United
States have typically done better than a lot of other countries in
keeping ahead of the innovation curve. Now, however, I seem to see
us falling behind on it.

So, in your opinion, rather than to try to pass legislation to stop
things—and you’ve already given us a couple of excellent examples
of legislation that inhibits rather than helps—should we not be try-
ing to pass enabling legislation? If you think that’s true, are there
any specific suggestions you would have?

Dr. ScHNEIDER. Well, I think we need to better understand the
disincentives that exist to innovation. I've been somewhat involved
in the efforts that the Defense Department is making to cope with
the phenomena of improvised explosive devices in Iraq and Afghan-
istan. These devices are cleverly made, typically using technologies
from the civil sector, combined with bits and pieces of military ord-
nance to produce very lethal effects.

And I had an opportunity to see a term that I think your term
of “chilling” would be appropriate. The al-Qaeda organization has
moved its, the kind of activities it used to run on the ground in say
Afghanistan in a pre-9/11 to cyberspace. They conduct all their
training on the Internet. They have—I've seen a couple of videos
where the ambushes of U.S. convoys are filmed and put on the
internet for training purposes, and through this, they’re able to see
the measures that the U.S. Government takes to reduce vulner-
ability to countermeasures and within 24 hours are able to work
on a fix to them.

So you see this cycle of innovation in this environment is some-
thing that we don’t have the kind of luxury that we had in World
War II where you see the Germans have the famous 88 guns so you
come up with some ways to deal with it, and you can wait six
months or 12 months.

Here these innovations are working on a much faster track than
say the Defense Department acquisition system is able to respond,
and so we need to look at wholly new ways of innovating in the
defense establishment. I think it’s probably too big a subject to try
and take a bite out of here, but I think the slice that you're looking
at about how the globalization of the technology base has become
nearly universal.

The challenges it poses for U.S. security are intensifying and we
need to begin to look at the institutional barriers that are creating
these problems and not just at science and technology. We can gen-
erate the science and technology, but we often can’t overcome the
institutional barriers without some help.

Commissioner TEUFEL DREYER. Thank you.

Cochair WORTZEL. Chairman Robinson.
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Vice Chairman ROBINSON. Thank you. First, I'd like to com-
pliment Dr. Schneider for his exemplary record of government serv-
ice, particularly your stewardship as Under Secretary of State for
Security Assistance, Science and Technology, where I had the good
fortune to work closely with you while at NSC at the time. It’s a
delight to have you here and this represents, of course, great value
added for us.

Dr. SCHNEIDER. Thank you.

Vice Chairman ROBINSON. I would like to pick up on some of the
recent examples you've just given and some of the content of your
testimony. It’s not just al-Qaeda that is seeking to use asymmetric
warfare to put us at a disadvantage and keep us off balance. China
itself is steeped in that kind of thinking, witness their emphasis on
asymmetric warfare and more rapid military innovation.

At our hearings in Stanford in California, we should don’t try to
slow the Chinese technologically, just run faster ourselves. And, of
course, we're also impressed with the way our own industrial base
is evolving from core capabilities that were domiciled in the defense
industry sector to the civil sector.

You raised the interesting public policy issue as to whether we
are in a circumstance now whereby systems integration, design,
and sophisticated networking, need to be increasingly safeguarded
because of the rapidity with which China can apply these commer-
cial capabilities to the military sector?

I think that this is something that the Commission would be in-
terested in looking at. As you said, the critical technologies list and
munitions lists as well as other safeguards may no longer be suffi-
cient.

Dr. SCHNEIDER. Right.

Vice Chairman ROBINSON. I'll also be interested in your comment
as to whether you think that it’s time to look at some of these civil-
ian transfers anew from that perspective? What are the other two
or three priorities that we might be examining as to China’s con-
struction of its own defense industrial base designed to ultimately
rival our own with a focus on some of these key processes and de-
sign questions that you’ve alluded to?

Dr. SCHNEIDER. Thank you, Mr. Robinson, for your generous re-
marks at the outset. I think you’ve pointed to some really vexing
problems about this phenomena because the technologies that pose
the most problem for us in the sense of migrating to end-users that
we don’t like also have the property that their location is really
independent of geography. That is most of the work can be done
anywhere. The infrastructure required to produce it is nominal be-
cause it’s mainly mental constructs rather than physical assets,
and I think we had an intimation of the problems 25 years ago
when we faced the problem of controlling cryptologic products for
export.

And there turned out to be a tremendous need internationally for
cryptologic applications to financial services industry and to desk-
top boxes on TV sets and so forth, and U.S. restrictions led to mi-
gration of the people with the intellectual capability to produce
cryptologic technology abroad, and as a result, we’'ve had a very
substantial deployment of these capabilities abroad.
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So I'm not saying it’s a reason not to do it, but I'm saying it’s
a very complex problem because of the way it’s interwoven with
economic incentives and the nature of this information dominated
kind of technology that is so readily deployed to other markets.

Vice Chairman ROBINSON. Thank you.

Cochair WORTZEL. Commissioner Bartholomew.

Commissioner BARTHOLOMEW. Thank you very much and I join
Chairman Robinson in acknowledging your contributions to our
country and thank you for the work over the decades I think it is
by now, but you have an institutional expertise and a substantive
expertise that I think we all benefit from.

I was particularly interested in your observation about a focus on
knowledge creation rather than on hardware. In April, we were out
in Palo Alto. Secretary Perry testified in front of us, and he noted
that one of his concerns about our technological future is that most
of the research now is going into product development and not
basic research, and that is frankly often out of basic research that
we get a lot of innovations that nobody predicted because that’s
what they were looking for.

What are your thoughts are about that? If you all are looking at
it and what kinds of measures need to be done in order to beef up
basic research?

Dr. SCHNEIDER. It is a problem and in 2001 the Science Board
tried to address some of this issue with the Department of Defense
laboratories. What should they be working on?

As I mentioned, a lot of the enabling technologies are now pro-
duced in the civil sector. So there’s no need for defense laboratories
to begin to produce microprocessors or other kinds of information
technology that are readily accessible in the defense sector, outside
of the defense sector.

So the defense laboratories have tended to be focused on the ap-
plication of advanced technology for military purposes and have not
focused very much on basic technology, but it may be necessary for
DoD to acknowledge the fact that there is a lot of technology that’s
now being produced in the civil sector that has applications to de-
fense and focus on industry making that transition, perhaps by re-
ducing some of the institutional barriers to more effective collabo-
ration between the non-defense sector and the defense sector and
getting the government laboratories to work in a more focused way
on supporting some of the work in basic research and in collabora-
tion with universities which are ultimately the source of a lot of
this work.

But the basic research is clearly a problem. It’s likely to be gen-
erally under funded, and it’s compounded by the reluctance on the
part of the Congress to sanction DoD expenditure on non-mission
area R&D, and that has historically posed a limitation on how ag-
gressively DoD produces or allocates funds to non-mission area
work.

Commissioner BARTHOLOMEW. Thanks very much.

Cochair WORTZEL. Thank you. Commissioner Reinsch.

Cochair REINSCH. Thank you. I was going to thank you for your
service to the country, too, Mr. Schneider, but it would be redun-
dant, but it is sincere. You've spent a lot of time over many years
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and devoted a lot of your energy to making our defenses better and
I think we all are grateful for that.

Let me also apologize for missing much of your statement. As
often happens, the exigencies of the moment trump a much more
important discussion of the long-term. But you know how that
works.

You referred in one of Larry’s questions to spin-offs, the migra-
tion of civilian technology to the military sphere to deal with spe-
cific needs.

I wonder if you could speak for a couple minutes or less on the
reverse, a spin-on, the migration of a defense product into the civil-
ian sphere. In essence, I think what we’re seeing in a number of
cases—I think night vision is the most prominent——

Dr. SCHNEIDER. Right.

Cochair REINSCH. —is where the manufacturers or the devel-
opers, whatever you want to call them, seeing a limited market
both because of limited need in the military and also because of ex-
port controls that limit other militaries’ access to the same goods
for security reasons, begin to look around for civilian products they
can make that would escape these kinds of limitations.

Dr. SCHNEIDER. Right.

Cochair REINSCH. How do we deal with that? And how do we
identify points at which the government can release that tech-
nology, acknowledge the civilian application and let it go for those
purposes without compromising security?

Dr. SCHNEIDER. Well, I think those are important questions and
one of the things that I think is especially interesting about the
current time in defense technology is it’s the first time I think since
the ’50s where defense requirements are in a number of areas con-
siderably more demanding than civil applications.

It had been the case through the ’60s, '70s, and ’80s in an in-
creasing way, that defense lagged behind civil technology require-
ments.

Cochair REINSCH. You mean quality or quantity?

Dr. SCHNEIDER. It’'s performance. DoD has a relatively minor
share of the information technology market, for example, as a
buyer of information technology or information technology services.
But DoD has a unique requirement in that they need a vast area,
physical area of situation awareness in near real time. So if you
dip your credit card in a machine to validate your eligibility for
credit, you can wait 15 seconds, but in some DoD applications, they
need to know everything in 15 nanoseconds.

This is producing a requirement for bandwidth, processing time,
and other characteristics of the management of data that are well
in advance of civil needs, and there are some very good opportuni-
ties for the spin-off of these advanced defense applications to the
civil market. The institutional arrangements that permit this to
happen, though, are let’s say imperfect, and because you have a sit-
uation that didn’t exist in the ’50s, which is the source of the tech-
nology is the civil sector, but these technologies are modified in
ways for military applications that produce capabilities that are far
in advance in many cases of civil markets.

So the underlying technology is now civil in origin, but the way
in which the technology has been mutated in the defense sector has
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given it new capabilities, and it seemed to me that there may lie
a basis for accelerating the transfer of technology from defense to
the civil sector because the underlying technology still is origi-
nating from the civil sector.

That’s a rather elliptical answer to a straightforward question,
but sometimes it’s not so easy to answer your complex questions.

Cochair REINSCH. I think I'm going to puzzle over that one
awhile.

Dr. SCHNEIDER. Okay.

Cochair REINSCH. And surrender the rest of my time. Thank you.

Cochair WORTZEL. Dr. Schneider, thank you very much for your
testimony today. It’s been a great help to all of us and we appre-
ciate your taking the time to meet with us and your availability.

Dr. SCHNEIDER. Thank you. Great.

Cochair WORTZEL. We're taking a break now.
N Chairman D’AMATO. We'll recess for lunch and reconvene at 1:30

ere.

[Whereupon, at 12:40 p.m., the hearing recessed, to reconvene at
1:40 p.m., this same day.]

AFTERNOON SESSION, 1:40 P.M.
THURSDAY, JUNE 23, 2005

PANEL IV: THE AEROSPACE, MANUFACTURING TECHNOLOGY
AND SPECIALTY METALS INDUSTRIAL BASE

Chairman D’AMATO. We'll continue our hearing on U.S.-China
trade impacts on the U.S. defense industrial base. Commissioner
Wessel will conduct the afternoon hearing. Commissioner Wessel.

OPENING STATEMENT OF COMMISSIONER MICHAEL R. WESSEL
HEARING COCHAIR

Cochair WESSEL. Thank you, Mr. Chairman. Good afternoon and
welcome back to the Commission’s activities on the U.S.-China
trade impacts on the U.S. defense industrial base. U.S.-China trade
and investment has different impacts on a variety of industries
that serve as the basis of the U.S. defense sector. It’s for that rea-
son that we’ll take a look at these specific industries in two panels
this afternoon.

First, we will examine the aerospace, manufacturing technology
and specialty metals industries. Much of the U.S. military might
relies on aerospace technology and the industry is characterized by
high skill, high-wage jobs. In 2004, the aerospace industry contrib-
uted to 25 percent of all new manufacturing jobs here.

Additionally, aerospace is one sector where the U.S. enjoys a
positive trade balance with China. China has made acquisition of
aerospace technology as a high priority. Beijing is strongly com-
mitted to developing this area and investing heavily in U.S. aero-
space firms.

China is looking to acquire foreign technology to assist its com-
mercial and military aerospace pursuits. Mr. Pierre Chao, Director
of Defense Industrial Initiatives at the Center for Strategic and
International Studies, is here today to discuss globalization of the
defense industrial base and the U.S.-China trade and investment
relationship in the aerospace sector.
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Next, we have Dr. Paul Freedenberg, Vice President for Govern-
ment Relations at the Association for Manufacturing Technology.
Congress closely watches the manufacturing technology industry.
The strength of our manufacturing sector has been an issue for na-
tional debate for quite some time and was a key issue in last year’s
Presidential race.

With this in mind, Dr. Freedenberg’s testimony is one I know
Congress will pay particular attention to.

Closing out our first afternoon panel will be Dr. Jack Shilling,
Executive Vice President of Corporate Development and Chief
Technical Officer for Allegheny Technologies, Inc., of Pittsburgh,
dPennsylvania, to discuss the specialty metals and specialty steel in-

ustry.

Dr. Shilling has testified before the Senate and House Steel Cau-
cus that specialty metals including specialty steel are, quote, “es-
sential elements of virtually every U.S. military platform.”

As China’s demand for these materials rises and it appears pre-
pared to secure supply through global acquisitions, competition for
this metal will increase. What will be the availability and price
consequences for U.S. defense needs?

In our last panel today, we will look at the semiconductor, infor-
mation technology, and shipbuilding industries. The Defense
Science Board Task Force on High Performance Microchips com-
pleted a study earlier this year on the security of the Defense De-
partment’s supply of advanced integrated circuits.

Last year, the Defense Department contracted with IBM to en-
sure a trusted foundry. This highlighted the importance of inte-
grated circuits to our nation and the risk offshore microchip manu-
facture and design has on national defense. We are pleased to have
here today Dr. William Howard, Chairman of the DSB Task Force
on High Performance Microchips, to discuss his findings and rec-
ommendations on this issue.

Next, we will have Dr. Jim Lewis, Senior Fellow and Director of
the Technology and Public Policy Program at the Center for Stra-
tegic and International Studies. Dr. Lewis will discuss information
technology in today’s current network-centric defense structure,
which is a key issue in the Department of Defense’s military trans-
formation plans. Highly advanced information technology is critical
to defense communications. Yet the IT industry is not motivated by
defense sector needs. Rather, IT innovation is moved by commercial
factors. How has globalization of the commercial IT industry af-
fected the IT industry’s responses to defense needs? This is a key
issue we’ll discuss.

Finally, today, we’ll have with us Ms. Amy Praeger, Director of
Legislative Programs for the American Shipbuilding Association.
The shipbuilding sector is an important one. We have already seen
consolidation of the U.S. shipbuilding industry. We have seen Japa-
nese shipbuilding dominate in this sector. Now, China is expanding
in this area to meet its own needs and others.

Last month, news reports indicated that the British Royal Navy’s
new supply fleet could be built in China. The rise of China as a
shipbuilding power potentially has enormous implications for force
projection and when we consider its naval interests in the Taiwan
Straits.
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Before we turn to our panelists, I know that the three co-chairs
of today’s hearing want to thank all the staff and their work. We
appreciate it. Having worked with staff on Capitol Hill for more
than two decades, I know what it’s like to be behind the curtain
and we wouldn’t be here today with the witnesses and the prepara-
tion were it not for the staff.

So with that, we will turn to Mr. Chao and look forward to your
testimony.

[The statement follows:]

Prepared Statement of Commissioner Michael R. Wessel
Hearing Cochair

Good afternoon and welcome back to the U.S.-China Economic and Security Re-
view Commission’s hearing on the U.S.-China trade impacts on the U.S. defense in-
dustrial base. U.S.-China trade and investment has different impacts on a variety
of industries that serve as the basis of the U.S. defense sector. It is for that reason
that we will take a look at these specific industries in two panels this afternoon.

First we will examine the aerospace, manufacturing technology, and specialty
metals industries. Much of the U.S.’s military might relies on aerospace technology
and the industry is characterized by high-skill, high-wage jobs. In 2004, the aero-
space industry contributed to 25 percent of all new manufacturing jobs. Addition-
ally, aerospace is one sector where the U.S. enjoys a positive trade balance with
China. That said, China has made acquisition of aerospace technologies a high pri-
ority. Beijing is strongly committed to developing this area and investing heavily in
U.S. aerospace firms. China is looking to acquire foreign technology to assist its
commercial and military aerospace pursuits. Mr. Pierre Chao, Director of Defense
Industrial Initiatives at the Center for Strategic and International Studies is here
today to discuss globalization in the defense industrial base and the U.S.-China
trade and investment relationship in the aerospace sector.

Next, we have Dr. Paul Freedenberg, Vice President for Government Relations at
the Association for Manufacturing Technology. Congress closely watches the manu-
facturing technology industry. The strength of our manufacturing sector has been
an issue for national debate for quite some time and was a key issue in last year’s
Presidential. With this in mind, Dr. Freedenberg’s testimony is one I know Congress
will pay particular attention to.

Closing out our first afternoon panel will be Dr. Jack Shilling, Executive Vice
President of Corporate Development and Chief Technical Officer for Allegheny Tech-
nologies, Inc. of Pittsburgh, PA to discuss the specialty metals and specialty steel
industry. Dr. Shilling has testified before the Senate and House Steel Caucus that
specialty metals, including specialty steel, “are essential elements of virtually every
U.S. military platform.” As China’s demand for these materials rises and it appears
prepared to secure supply through global acquisitions, competition for this metal
Willdir;crease. What will be the availability and price consequences for U.S. defense
needs?

In our last panel today, we will look at the semiconductor, information technology,
and shipbuilding industries. The Defense Science Board Task Force on High Per-
formance Microchips completed a study earlier this year on the security of the De-
fense Department’s supply of advanced integrated circuits. Last year the Defense
Department contracted with IBM to ensure a trusted foundry. This highlighted the
importance of integrated circuits to our nation and the risk offshore microchip man-
ufacture and design has on national defense. We are pleased to have Dr. William
Howard, Chairman of the DSB Task Force on High Performance Microchips here
today to discuss his findings and recommendations on this issue.

Next we have Dr. Jim Lewis, Senior Fellow and Director of the Technology and
Public Policy Program at the Center for Strategic and International Studies. Dr.
Lewis will discuss information technology in today’s current network centric defense
structure which is a key issue in the Department of Defense’s military trans-
formation plans. Highly advanced information technology is critical to defense com-
munications, yet the IT industry is not motivated by defense sector needs. Rather,
IT innovation is moved by commercial factors. How has globalization of the commer-
cial IT industry affected the IT industry’s response to defense needs? This is a key
issue we’ll discuss.

Finally, today, we have with us Ms. Amy Praeger, Director of Legislative Pro-
grams for the American Shipbuilding Association. The shipbuilding sector is an im-
portant one. We have already seen consolidation of the U.S. shipbuilding industry.
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And have seen Japanese shipbuilding dominate in this sector. Now, China is ex-
panding in this area to meet its own needs, and others. Last month news reports
indicated that the British Royal Navy’s new supply fleet could be built in China.
The rise of China as a shipbuilding power potentially has enormous implications for
force projection and when we consider it’s naval interests in the Taiwan Straits.

So with that, let me thank you all for being here today and let’s begin with Mr.
Chao.

STATEMENT OF PIERRE A. CHAO
DIRECTOR OF DEFENSE INDUSTRIAL INITIATIVES
CENTER FOR STRATEGIC AND INTERNATIONAL STUDIES,
WASHINGTON, D.C.

Mr. CHAO. Commissioners, thank you for the opportunity to ad-
dress you on the issue of aerospace and the role of U.S.-China
trade. What I thought I'd do is make some quick opening remarks,
answering the questions that have been raised and then open it up
for questions.

The defining element of the relationship between the military
aerospace industry and DoD over the last ten or 15 years has clear-
ly been the decline and rise again of the defense budgets. But the
real change that has occurred has been the reduction in the num-
ber of new program launches.

If an increase in defense budget dollars improves the health of
an individual company, the health of the industry is driven by the
number of points of competition. And so when we’ve reached the
stage where the U.S. is designing only one new fighter, it doesn’t
take a genius to figure out how many design teams that can ulti-
mately support.

Looking back at the 1990s, there was a dramatic consolidation of
the military marketplace—going from nine military aircraft manu-
facturers, down to three. This has been paralleled in the broader
defense marketplace, with 175 companies collapsing into the top
five defense contractors that exist today.

The same phenomenon, the search for points of competition, has
also driven the behavior of the second and third tiers of the indus-
try—the major subcontractors and component manufacturers. Once
again, the ability to take a new technology or development, say a
new hydraulic valve or a new engine, and install it on a platform,
becomes that much more critical. With fewer points of competition
and fewer new platforms to put equipment on in the United States,
the subcontractor tier has expanded globally in the search for op-
portunities. Where we have seen the most amount of activity has
been in the commercial marketplace, again outside the U.S., and
in particular the regional aircraft marketplace. For example, where
Brazil and Canada have become major players in regional aircraft
and most of the major Asian nations have been looking at creating
an indigenous regional aircraft capability.

And so this desire to find points of competition is the primary
driver of a company behavior that you want to focus on. Added to
this behavior are the trends in government and company research
and development which have been declining across the. Govern-
ment S&T has been in decline, as the near-term pressures of fight-
ing a war compete with long-term investments; the lack of, frankly,
strong institutional champions for long-term investments within
the Department of Defense in those battles; and an R&D that’s
mostly focused on risk mitigation of existing program. There’s been
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a loss of our technological seed corn and the regeneration of that
seed corn.

This has been paralleled on the corporate side where we’ve seen
internal research and development in the defense industry decline
from about four percent of revenues down to about 1.5 percent.
This has been partly driven by the notion that if there is uncertain
demand, it’s hard to make a long-term investment. The old bargain
of take it on the chin in R&D and you’ll make it up in long produc-
tion runs has also been fundamentally broken and so the economic
incentives to reinvest is that much more difficult. Therefore, wher-
ever there is an opportunity to chase after R&D opportunities off-
shore, the industry is driven towards them.

It implies that if you're looking for solutions, examining who is
the institutional champion for long-term investment within DoD,
let alone broader government, becomes something to examine. Re-
viewing the incentives that we put in place for industry to under-
take long-term research and development is another good topic to
examine. Finally, policies in terms of creating as many points of
competition in order to keep the industry healthy becomes a third
area of examination.

Overall, when you look at the offshoring of work in military aero-
space, I would argue that at the prime contractor level it’s been
fairly modest. It’s been primarily driven by offsets, by the push to-
wards jointly developed programs, which in most cases have been
undertaken with close allies. Where you really see the phenomenon
of offshoring has been in the commercial marketplace, which is far
more globalized than the military market, and in the more com-
modity-like products. The further down the supply chain you go,
the more global it looks, the more global it has become.

As far as the issue of globalization and trade is concerned, I
would submit to you that there are probably other deeper issues in
the broader defense industrial base than let’s say in the commer-
cial aircraft marketplace.

It’s been interesting to see that the opportunities that China has
had to draw that military aeronautical technology to date have pri-
marily come from the Russian industry. And if the U.S. industry
thinks it has issues, I don’t think any CEO would want to swap
their position with that of a Russian aircraft manufacturer. The
Russians are stuck with the dilemma of trying to prop up their in-
dustry and the bulk of the technology flowing to date to China, par-
ticularly aeronautical/airframe technologies and engine tech-
nologies has been from Russia.

As far as the ability to watch and monitor what’s been going on
is concerned, there are a series of reports such as the offset reports
and other DoD reports. The industry also tracks the internation-
alization of the supply chain fairly well because they have
traceability of parts and liability issues. But once you get below the
third tier, it gets a bit amorphous, and you get into the traditional
debate between the cost of tracking that information versus the
utility of the information.

Ultimately, if you want to examine the impact U.S.-China trade
has had from a military aerospace technology perspective, you
must really think about the triangle between Russia, their relation-
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ship with China and the relationship with the rest of the world -
Europe, Canada and Brazil.

I've also noticed an interesting phenomenon worth mentioning,
despite the fact that China is a very large and attractive market,
there is a certain amount of self-censorship amongst the industry.
There is particularly a concern over the lax intellectual property
laws that are in place.

So in what I suspect will be one of the supreme ironies of our
age, as China improves its intellectual property laws, as we want
them to, it will lift that self-censorship in the industry that makes
them cautious about what kinds of technologies that they transfer
into China today.

Cochair WESSEL. Mr. Chao, if you could sum up, please.

Mr. CHAO. My last comment relates to the areas of capabilities
that China is looking to improve that can’t be provided by Russia.
It’s been focused mostly on improving the quality of manufacturing
and their processes rather than the actual product technologies.

The area where they do lack expertise has been in electronics
and avionics, which is again where they’ve been trying to do that
upgrade that you discussed.

[The statement follows:]

Prepared Statement of Pierre A. Chao
Director of Defense Industrial Initiatives
Center for Strategic and International Studies, Washington, D.C.

How has the relationship between the aerospace industry and DoD changed?
How has this affected R&D and readiness? What should the USG do to deal
with shortcomings?

e Last 15 years marked by:

e Post-Cold War drop and 911-related upramp in defense spending

o Fewer new program starts (in military and commercial aerospace)

e Which drove consolidation of prime contractors (see support slide #1)

e Increasing budget dollars drives health of companies, numbers of programs
drives the health of the industry (see support slide #2)

e Has and is driving the major subsystem suppliers (avionics, engines, struc-
tures, hydraulics, etc.) to look overseas for new program launches to deploy
new technology (for example growing regional aircraft market driven by Can-
ada and Brazil, and strong interest in Asia)

How has the relationship between the aerospace industry and DoD changed?
How has this affected R&D and readiness? What should the USG do to deal
with shortcomings?

e Last 15 years marked by (cont’d):
e Government science and technology and company independent R&D in de-
cline (see support slide #3 and #4)
e Government investment
e Near term pressures of the war versus long term investments
e Lack of strong institutional champion for long term investments
e R&D mostly focused on risk mitigation of existing programs
e Industry IR&D
e Uncertain demand makes it hard to undertake investment
e Old bargain of accept low margins for R&D and make it up in long pro-
duction runs is broken

How has the relationship between the aerospace industry and DoD changed?
How has this affected R&D and readiness? What should the USG do to deal
with shortcomings?

e What should USG do?
e Strengthen institutional champion for long term investment—raise DDR&E
to Principle Deputy status in AT&L
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e Review margin policy related to R&D
e As much as possible, create more points of competition
e Spiral development with open architecture allows for more points of com-
petition
e Experimentation programs
e Avoid going to joint programs too early

Does offshore manufacturing in the aerospace industry detrimentally affect
the ability of the U.S. to engage rapidly and effectively if it becomes involved
in armed conflict?

e Military aerospace
e Offshoring limited in military aerospace, primarily driven by
e Offsets (impact mitigated by using indirect offsets)
e Use of leading foreign technology (head up displays for example)
o Jointly developed programs (such as JSF) being done with closest allies like
the U.K.
e Commercial aerospace more globalized than the military aerospace market
e The more commodity-like or simpler the work, the more global
(aerostructures for example)
e The further down the tiers of suppliers, the more inherently global
e To date, globalization has increased the list of potential suppliers
e There are other areas of the defense-industrial with bigger problems

What is the process for monitoring the impacts on the U.S. defense indus-
trial base and, in turn, on U.S. security when U.S. firms outsource work
abroad for defense contractors?

e Government reporting
e Offsets reports
e DoD reports on uses of foreign components
e Industry
e Tracking of suppliers/parts to comply with “traceability of parts”/liability
issues
o Less visibility once you go below 2nd/3rd tier
e Trade off cost of tracking the information versus utility of the information

How has U.S.-China trade changed the aerospace portion of the defense in-
dustrial base? What trends do you see for the next five years? How can poten-
tial problems be prevented?

e No trade with China on military aerospace
e China has been obtaining its military aerospace technology from Russia
e Commercial aerospace
e China is one of the largest and fastest growing markets for commercial air-
craft (large commercial and regional aircraft)
e China leveraging this to attract aerospace manufacturing
e Mostly aerostructures and engine technology to date
e China will continue to be a large, attractive market
e Lax intellectual property protections limits what companies are willing to
place in China (irony is that as IP laws strengthen, the rationale for self-re-
straint lessens)

Specifically, how is China attempting to improve its aerospace capabilities
through commercial trade with the U.S. and others?

e In aerospace, particularly military, China is obtaining world class aeronautical
expertise from trade with Russia
e Commercial aerospace technology available from multiple sources—Canada,
Brazil, Europe, U.S.
e Product technology being provided by the Russian
e Interaction with other suppliers improving quality of manufacturing, proc-
esses, etc.
e Electronics/avionics expertise lacking from Russia, area of interest and focus on
the part of China
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Cochair WESSEL. Thank you. Dr. Freedenberg.

STATEMENT OF PAUL FREEDENBERG
VICE PRESIDENT FOR GOVERNMENT RELATIONS
THE ASSOCIATION FOR MANUFACTURING TECHNOLOGY (AMT)
WASHINGTON, D.C.

Dr. FREEDENBERG. Thank you. Today, I'm testifying on behalf of
AMT, the Association for Manufacturing Technology, where I'm
Vice President for Government Relations, and I'd like to talk about
the state of the U.S. machine tool industry and how this affects our
nation’s defense industrial base.

A bit of history is useful. In 1986, after five years of steady loss
of domestic market by the U.S. machine tool industry, President
Reagan took action to limit foreign machine tool importation into
the United States under the authority of the Trade Act of 1962,
which, authorizes the limitation of imports for national security
purposes.

That, by the way, was the first time it was done for an industry.
President Reagan initiated negotiations with Japan and Taiwan,
two countries with the fastest growing machine tool sales to the
U.S., to limit their importation. Justified by the threat to our na-
tional security that the loss of the machine tool industry would
cause, five-year, subsequently seven-year, voluntary restraint ar-
rangements were negotiated successfully with both Japan and Tai-
wan in six key categories of machine tools.

This action and the industry rebuilding that it enabled preserved
the domestically produced market share at approximately 50 per-
cent over the next decade.

Now, the justification for negotiating those VRAs was the poten-
tial loss of domestic capacity to manufacture machine tools. It was
felt that this would endanger U.S. Government’s ability to mobilize
in the event of a national emergency. At the time of this trade ac-
tion, our defense strategy contemplated the need for the U.S.
armed forces to be able to fight two and one-half wars simulta-
neously.

The calculation behind the VRAs was that without a substantial
machine tool base, there would be insufficient surge capacity to re-
spond to an emergency mobilization.

I was, at that time, the Assistant Secretary for Trade Adminis-
tration, and I negotiated those VRAs. So I'm very much aware of
what the logic was. The current defense planning no longer con-
templates the need for fighting two and one-half wars simulta-
neously. Indeed Defense Department officials have stated publicly
that the current war-fighting scenario contemplates a “come as you
are” war, with re-supply dependent on whatever happens to be in
the U.S. defense industrial base at the time of the initiation of hos-
tilities, so-called “off the shelf,” with re-supply significantly aided
by the manufacturing capacity of our allies.

In other words, manufacturing capacity to build weapon systems
in the event of an emergency would either come from the existing
capacity, or it would be imported into the United States, or as an
acceptable alternative it would be made offshore as needed.

The current plan does not seem to anticipate disrupted supply
lines, a concern that existed during the Reagan administration and
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was an integral part of all previous Administrations’ war planning.
That’s something we discussed briefly at lunch.

During any possible conflict the President has the authority to
invoke the Defense Production Act, which gives him the authority
to interrupt domestic consumer production and institute priority
production for national security mobilization priorities.

For example, in 1991, the DPA was invoked to divert machine
tools from commercial production to defense production. However,
as was demonstrated by the problems created when the Swiss man-
ufacturer of a component of the Smart Bomb refused to ship to the
Defense Department on a priority basis, the authority of the DPA
ends at our nation’s borders. And that’s an important point to be
remembered.

Now, let me turn to another issue, which is the state of the ma-
chine tool industry today. The simple answer to the question of
what’s wrong with the machine tool industry today that many of
our members give is that in too many cases their customers have
disappeared.

When our member companies go to make their sales calls, they
find their traditional manufacturing customers either closed,
moved to another country, most likely China, or else unwilling to
make the new investment in sophisticated and productive equip-
ment that’s necessary to remain competitive in today’s manufac-
tﬁringsmarketplace, because of the uncertainty of manufacturing in
the U.S.

The machine tool industry saw its domestic market share shrink
by almost 60 percent from 1998 to 2002, and that was not just U.S.
producers. That’s the demand for machine tools in the United
States. Last year it rebounded with the growth of 35 percent, but
it remains 40 percent below its peak year of 1998. I would empha-
size that not just our member sales but the sales of all machine
tools in the U.S. diminished from a high of $8 billion to last year’s
mere $5 billion.

That’s meant that despite the desire of our membership to retain
skilled workers, we've seen employment shrink 33 percent to
38,500 workers.

To add to the domestic woes, foreign penetration of the U.S. mar-
ket has increased by 15 percentage points to a level of 70 percent
as a result of diminished market abroad and fierce competition for
the last remaining machine tool market in the world. Perhaps some
found it inevitable, but I still find it surprising and disheartening
to point out that in 2002, China’s machine tool sales passed the
United States in the process of becoming the largest consumer of
machine tools in the world.

Commissioner BRYEN. You're talking about?

]?r. FREEDENBERG. I'm talking about the total consumption of
tools.

Commissioner BRYEN. When you said China surpassed the U.S.,
I just wanted to clarify what you mean. Do you mean in terms of
Chinese exports of machine tools or consumption?

Dr. FREEDENBERG. No, Chinese consumption inside of China.

Commissioner BRYEN. Thank you.

Dr. FREEDENBERG. That’s an indication of industrial activity. In
another talk, I've also mentioned that they passed us in foreign di-
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rect investment in 2003, although we came back in 2004. But the
Foint is they were way ahead in the area of—I see my time is near-
y up.

Let me summarize. The major point is that U.S. machine, the
health of the industry is related directly to the health of the U.S.
economy, and I go through a number of challenges that the U.S.
machine tool industry has to meet, but the major one is the health
of the economy and the trade status or trade relationship.

I would argue that the most important one is the dollar-yuan re-
lationship. Last year, our trade deficit was $162 billion, largest bi-
lateral in the world, and those who tell you, as we heard earlier,
of the increase in exports to China, those who tell you that it’s self-
correcting, I'd point out that U.S. imports from China have been
growing at more than twice the rate of U.S. exports to China, and
when you start with a larger base, with 162 billion versus $35 bil-
lion, the increase, the gap is going to continue widening.

If the estimates are correct and the Chinese yuan is under-
valued, which they themselves admit at this point, that’s going to
continue to be a problem. The solution ultimately is to engage them
in negotiations, which they have been avoiding up till now, avoid-
ing in terms of serious engagement, and to fix this problem. It’s the
only way, and it’s not just related to our trade relationship, which
can be seen as isolated; it’s related to the strength of industry and,
therefore, the strength of the defense industrial base, which de-
pends on industry, machine tools being a very key part of it.

The reason I started with the history of President Reagan, Rea-
gan’s action was with the machine tool industries, the core industry
from which you make your weapons systems, and if you don’t have
a strong industrial base to start with, you don’t have a machine
tool industry feeding it, and you are not going to have a strong de-
fense industrial base ultimately.

I'll stop at that point and take your questions.

[The statement follows:]

Prepared Statement of Paul Freedenberg
Vice President for Government Relations
The Association For Manufacturing Technology (AMT), Washington, D.C.

I am testifying today on behalf of AMT—The Association For Manufacturing Tech-
nology—where I am the Vice President for Government Relations. AMT was found-
ed in 1902 as the National Machine Tool Builders’ Association and represents more
than 350 manufacturing technology providers located throughout the United States,
almost the entire universe of machine tool builders who operate here. Most of them
would be classified as small businesses, with only a dozen or so having more than
500 employees. Today, I would like to talk about the state of the U.S. machine tool
industry and how this affects our nation’s defense industrial base.

First, we need to look at the machine tool industry in the United States and its
role in defense activities. It would be misleading to look merely at the number of
machine tools sold to the Defense Department by AMT companies, which was a
mere $67 million in 2003 (Item 1). A more significant number is the amount of ma-
chine tool consumption represented by companies participating in U.S. defense con-
tracts, which accounts for approximately $674 million in sales, approximately 14
percent of total machine tool sales. Those are the companies that could be consid-
ered part of the U.S. defense industrial base.

A Dbit of history would be useful. In 1986, after five years of steady loss of the
domestic market by the U.S. machine tool industry, President Ronald Reagan took
action to limit foreign machine tool importation into the United States, under the
authority of the Trade Act of 1962, which authorizes the limitation of imports for
national security purposes. President Reagan initiated negotiations with Japan and
Taiwan, the two countries with the fastest growing machine tool sales in the United
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States, to limit the importation of their machine tools. He also informed Germany
and Switzerland that their exports of machine tools into the U.S. would be mon-
itored in order to ensure that those countries did not take advantage of Japan’s and
Taiwan’s restraint. Justified by the threat to our national security that the loss of
the machine tool industry would cause, five-year (subsequently extended to seven-
year) voluntary restraint arrangements (“VRAs”) were successfully negotiated with
both Japan and Taiwan, who froze their market share in six key categories of ma-
chine tools at pre-1985 levels (Item 2). This action and the industry rebuilding that
it enabled preserved the domestically produced machine tool market share at ap-
proximately 50 percent over the next decade.

The justification for negotiating these VRAs was that the potential loss of the do-
mestic capacity to manufacture machine tools would endanger the U.S. Govern-
ment’s ability to mobilize in the event of a national emergency. Machine tools, which
are the principal ways that we cut, shape, and form metal, are considered such a
key factor in the production of weapons systems that this unprecedented trade ac-
tion was felt to be justified by a free trade-oriented President.

At the time that this trade action was taken, our defense strategy contemplated
the need for the United States armed forces to be able to fight two and one-half
wars simultaneously. The calculation behind the VRAs, based on a simple input-out-
put model, was that without a substantial machine tool base, there would be insuffi-
cient surge capacity to respond to an emergency mobilization. During the 1982-1986
time period, the trend lines were definitely pointing to a loss of the core machine
tool capacity necessary for an appropriate response.

Based on public testimony and published reports, it is my understanding the cur-
rent defense planning no longer contemplates the need for fighting two and one-half
wars simultaneously. Indeed, Defense Department officials have stated publicly that
the current war-fighting scenario contemplates a “come as you are” war, with re-
supply dependent on whatever happens to be in the U.S. defense industrial base at
the time of the initiation of hostilities (“off the shelf”) with re-supply significantly
aided by the manufacturing capacity of our allies. In other words, manufacturing
capacity to build weapons systems in the event of an emergency would either come
from existing capacity, or it would be imported into the United States, or, as an ac-
ceptable alternative, it would be made off-shore as needed. The current plan does
not seem to anticipate the threat of disrupted supply lines, a concern that existed
during the Reagan administration and was an integral part of all previous Adminis-
trations’ war planning.

During any possible conflict, the President has the authority to invoke the De-
fense Production Act (“DPA”), which gives him the authority to interrupt domestic
consumer production and institute priority production for national security mobiliza-
tion priorities. For example, in 1991 the DPA was invoked to divert machines from
commercial production to defense production. However, as was demonstrated by the
problems created when the Swiss manufacturer of a component of the Smart Bomb
refused to ship to the Defense Department on a priority basis, the authority of the
DPA ends at our nation’s borders.

Now I will turn to another issue—the state of the machine tool industry today.
The simple answer to the question of “what is wrong with the machine tool industry
today” that many of our members give is that, in too many cases, their customers
have disappeared. When our member companies go to make their sales calls, they
find their traditional customers either closed, moved to another country—most likely
China—or else unwilling to make the new investment in sophisticated and produc-
tive equipment that is necessary to remain competitive in today’s manufacturing
marketplace, because of the uncertainty concerning the future of manufacturing in
the United States. Doing nothing is not a rational option. Investment in productive
equipment is the only counter to the low labor costs offered by China. Yet the do
nothing option is what too many companies are choosing today.

My industry, the machine tool industry, saw its domestic market shrink by almost
60 percent from 1998 to 2002. Last year it rebounded, with growth of 35 percent,
but it remains 40 percent below its peak year of 1998 (Item 3). I would emphasize
that not just our members’ sales but all sales of machine tools in the United States
diminished, from a high of almost $8 billion in 1998 to last year’s sales of a mere
$5 billion. That has meant, despite the desire of our membership to retain skilled
workers, we have seen employment shrink 33 percent to 38,500 workers from a high
of 61,500 workers during that same five-year period (Item 4).

To add to domestic woes, foreign penetration of the U.S. market has increased by
15 percentage points, to a level of 70 percent (Item 2), as a result of a diminished
market abroad and fierce competition for one of the last remaining open machine
tool markets in the world. Perhaps some saw it as inevitable, but I still find it sur-
prising—and disheartening—to point out the fact that in 2002 China machine tool
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sales passed the United States in the process of becoming the largest consumer of
machine tools in the world (Item 5). Last year, China’s machine tool consumption
was almost 60 percent above that of the United States (Item 6). Just as disheart-
ening is the fact that the machine tool consumption trend lines continue to head
in opposite directions for our two countries. Indeed, this is a troubling indicator of
manufacturing’s decline in the United States.

As the Members of this Commission know, machine tools are a leading indicator
of manufacturing activity. So it is logical that the trends that I have just recounted
were mirrored in the activity of overall U.S. manufacturing, with its loss of millions
of jobs and a foreign manufacturing penetration increase of approximately 12 per-
centage points over a similar period (from 40 percent in 1998 to approximately 52
percent in 2002). That fact should be equally troubling to Members of this Commis-
sion.

There are many critical challenges for the United States defense industrial base.
First and foremost is the decreased size of the industrial sector. The Asian currency
crisis of 1998 was the first blow. This was followed by a five-year period when the
euro was 20 to 30 percent below its historic levels (for a similar basket of cur-
rencies). Foreign demand for U.S. machine tools was drawn away by the
attractiveness of products priced in the weak euro and an aggressively cost-competi-
tive Asian competitors, also armed with an under-priced currency.

Add to the above problems the fact that, second only to Japan, United States in-
dustry is among the highest taxed among industrialized countries. Indeed, a recent
study issued jointly by the Manufacturers Alliance (“MAPI”) and the National Asso-
ciation of Manufacturers (“NAM”) found that U.S. industry operates under a 22 per-
cent cost disadvantage as a result of its tax and regulatory burden (Item 7).

The largest and fastest growing machine tool market in the world is found in
China, and U.S. machine tool builders are eager to compete for business there. Yet
many barriers stand in their way. Let me briefly summarize those barriers.

First and foremost, export controls limit U.S. machine tool trade with China, par-
ticularly those affecting 5-axis machining, have negatively impacted the U.S. ma-
chine tool industry. The United States has had a strict regime of export controls
since the end of the Second World War. With its one country veto system, CoCom
limited all Western industrialized countries alike from trading with China (among
others). But after 1994, when enforcement of the multilateral rules affecting export
controls became a matter of “national discretion,” U.S. vendors experienced a license
denial rate from the U.S. Government of more than 50 percent, while their Euro-
pean counterparts saw their licenses for the same or similar products approved
quickly and positively. As a result, the Chinese were denied almost none of the mul-
tiple-axis, precision machine tools that they desired, but U.S. vendors found them-
selves increasingly excluded from a lucrative market, which eventually became the
largest machine tool market in the world. Not only did the license denials for con-
trolled products hurt sales but those denials caused U.S. machine tool builders to
develop a reputation for unreliability that carried over to lower technology, non-ex-
port controlled products as well.

In recent years, the Chinese have developed five-axis machine tools, which, after
all, is a technology that is more than 40 years old. But they still depend on Western
technology for most of their sophisticated applications, realizing that they are still
unable to develop the precision and reliability needed for many advanced manufac-
turing applications. Right now they are able to produce large volumes of unsophisti-
cated machines, but the expectation is that within five years the Chinese will be
ready to compete in world markets.

Another problem which has plagued the machine tool industry’s competitiveness
in China has been the difficulty in obtaining business visas for prospective cus-
tomers to visit plants to witness demonstrations of products, to attend trade shows,
or to come the United States to witness machine tool run-offs and demonstrations
that a machine is working well and ready to be shipped to the customer for his pro-
duction line. Within a few months of 9/11, the business visa process changed dra-
matically. Business visas which used to take a few weeks, began to take several
months, if they could be obtained at all. We began to hear continuing reports from
AMT member companies of long delays in processing applications for visas for busi-
ness-related travel to the United States. There seemed to be a consistent pattern
of four-month delays in visa processing for business travel. In some consular posts,
this delay is exacerbated by additional delays in obtaining interviews to submit visa
applications. Further, AMT reported increased denials of visa applications for their
overseas customers (without explanation).

Part of the delay appeared to be related to new security procedures for reviewing
visa applications for counter-terrorism purposes, but a far larger portion of the prob-
lem appeared to be related to reviewing visa applications for technology control pur-
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poses. These review procedures are not related to counter-terrorism or other border
security reasons. The U.S. technology control procedures for visa application reviews
were suddenly changed in late July 2002 and applied to all visa applicants. The im-
pact is especially severe for business travel to the U.S. for China (and a number
of other Asian countries).

I know that the long delays and increased denials for technology-control purposes
caused substantial competitiveness problems for a number of U.S. industry sectors,
but it was particularly acute for the machine tool industry. The inability to secure
U.S. visas for overseas customers on a timely basis directly contributed to loss of
sales, shifts of sourcing to foreign competitors, and reduced business opportunities
for AMT member companies. Indeed, in company after company that I visited dur-
ing a recent trip to China, the difficulty in obtaining a business visa was cited by
managers as a potential reason for not buying our members’ products.

I know that this year has seen a significant improvement in the business visa
processing times, with increased personnel assigned to the task and new procedures,
and that Secretary Rice has committed herself to continuing to improve the situa-
tion, but I cannot emphasize enough the deleterious effect that these business visa
delays and denials have had on our U.S. machine tool competitiveness in what has
become the largest market in the world.

Finally, I would like to discuss the most significant competitiveness problem of
all and the one that has the greatest indirect effect on the U.S. defense industrial
base. I am referring to the problem of currency valuation.

Last year, our nation’s bilateral trade deficit with China exceeded $162 billion,
the largest bilateral trade deficit in the world. Based on the first four months of
2005, that deficit is headed for almost $200 billion this year. It is a deficit and a
trend that any economist will tell you is unsustainable. Yet it has continued to grow
at this pace for the past decade. Indeed, China is accumulating foreign currency re-
serves, mostly U.S. dollars, at a rate of more than $6 billion per month. This is an
uneven trading arrangement, and it is directly related to a distortion in the value
of the two nations’ currencies.

It is obvious that China’s economic strategy over the past decade has been to keep
the value of its currency low, boosting its exports and holding down imports. While
many have observed that this is a highly successful strategy, another way of looking
at it is that this is a shrewd method of exporting unemployment. Chinese interven-
tion, through massive purchases of U.S. dollars, has kept the Chinese yuan from
appreciating despite large trade surpluses and investment inflows. Ernest H. Preeg,
of the Manufacturers Alliance and the Hudson Institute, has estimated that the
yuan is as much as 40 percent below the value that would be set by the market-
place. Other international economists have estimated as much as a 50 percent
under-valuation. By Preeg’s calculation, that undervaluation means that U.S. ex-
ports to China would be overpriced by as much as 40 percent and that Chinese
goods in the U.S. would be under priced by that much. This is a critical factor in
the huge U.S. trade deficit with China and in the relocation of so many U.S. manu-
facturing enterprises, both large and small, to China, where those same companies
can benefit from what is, in effect, a tremendous subsidy. When this subsidy is
added to the very substantial differential in labor costs between our two nations,
this subsidy makes Chinese products almost irresistible and makes investment in
Chinese manufacturing extremely attractive.

It is indisputable that there is no free market for the yuan. Despite rapid eco-
nomic growth, rapidly rising productivity, soaring exports, and huge foreign invest-
ment inflows—all factors that would normally cause a currency to appreciate—
China has kept its currency pegged at approximately 8.25 yuan to the dollar since
1994. The Chinese central bank sets the exchange rate by requiring companies and
individuals to turn over their foreign currency earnings at the rate set by the bank.
As noted, the central bank, in turn, has made massive purchases of U.S. dollars,
adding these to China’s foreign currency reserve accounts. China’s foreign currency
reserves, almost entirely in dollars, now stand at more than $500 billion. Those dol-
lar holdings have tripled in five years, and the pace of accumulation has been in-
creasing over the past year.

Let me repeat it again, the U.S. trade deficit with China was $162 billion last
year, the largest bilateral trade deficit in the world! And for those who will tell you
that China trade is self-correcting, I would point out that United States imports
from China have been growing at more than twice the rate of U.S. exports to China.
Underlying all this is the currency imbalance. China’s import tariffs currently aver-
age about 15 percent. If Preeg and his colleagues are correct and the currency is
40 percent undervalued, the effect of a free and open currency market would be
more than twice as large as the effect of eliminating every tariff that China imposes
on our goods.
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The global U.S. trade deficit last year was $600 billion—up $400 billion in the
last five years and now nearly five percent of the United States’” GDP. The major
reason for the deficit during those five years is that the U.S. dollar has been signifi-
cantly overvalued relative to foreign currencies. The dollar peaked in February 2002
at 30 percent above its normal level for the previous decade. Since then it has been
returning to more normal levels against non-Asian currencies. Most of the adjust-
ment has been against the euro. None could occur against the yuan, because it is
pegged to the dollar at the artificial rate of 8.25 to one.

I began this testimony by answering the question of what is wrong with the U.S.
machine tool industry with the reply that what is wrong is that many of their cus-
tomers have closed shop, or moved to China. I think that I have given the major
reasons why those events have taken place. But if one asks what can be done about
that disturbing trend my answer would have to begin with the importance of deal-
ing with the dollar-yuan valuation issue. Whether it is through Chinese central
bank unilaterally re-pegging of the yuan, or through some form of a controlled float,
the yuan must be revalued upwards. The Chinese government legitimately worries
that revaluation could very likely affect their banking system adversely. Neverthe-
less, postponing the inevitable appreciation of the yuan can only make Chinese
banks even less stable when the event finally takes place, as it inevitably must. The
current relationship of our two currencies is untenable, and the sooner steps are
taken to rectify the situation, the better. The Chinese government has acknowledged
that there is a problem, but it is now asking for time to deal with the problem. We
have been hearing this refrain for the past few years, and, as John Maynard Keynes
observed, “In the long run, we shall all be dead.” I fear that that is what is going
to happen to many U.S. companies and the defense industrial base of which they
are a part if we continue to delay and temporize on the currency issue.

Appendices: Items 1 through 7

Item 1: Machine Tool Sales to the Defense Industry

Total Machine Tool Sales to the Defense Industry
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Machine Tool Sales to the Defense Industry

In Millions of U.S. Dollars

1993 | 1994 | 1995 | 1996 1997 1998 | 1999 | 2000 | 2001 | 2002 | 2003

Direct Sales $60.4 | $36.5 | $29.9 | $21.1 | $38.1| $37.6 | $35.8 | $49.0 | $54.5 | $44.8 | $66.9
}E“S‘:i‘;f;tesales 609.2 | 7323 | 9404 | 969.4 | 1,074.9 | 1,119.3 | 913.3 | 948.6 | 732.3 | 469.7 | 499.0
Total Sales 669.6 | 768.8 | 970.3 | 990.5 | 1,113.0 | 1,156.9 | 949.1 | 997.6 | 786.8 | 514.5 | 565.9

Source: Department of Defense, OASD, “Military Prime Contract Awards, by Service Category and Federal Supply
Classification,” and AMT.
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Item 2: Import Penetration of the U.S. Market

Import Penetration of U.S. Machine Tools
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Item 3: The U.S. Machine Tool Market
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Item 4: The U.S. Machine Tool Employment
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U.S. Machine Tool Employment Statistics
In Thousands of Employees
1995 | 1996 | 1997 | 1998 | 1999 | 2000 | 2001 | 2002 | 2003 | 2004
Machine Tool Industry 56.1 | 58.2 | 59.4 | 60.6 | 59.8 | 58.3 | 529 | 43.7 | 40.4 | 38.9
Employment

Source: Bureau of Labor Statistics
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Item 5: World Machine Tool Market Consumers

U.S. and China Machine Tool Consumption
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Source: U.S. Department of Commerce, AMT, Metalworking Insiders’ Report and other international machine tool
associations

In Millions of U.S. Dollars

1996 1997 1998 1999 2000 2001 2002 2003 | 2004 (p)
China PRC $4,010.4 | $3,003.1 | $3,048.7 | $3,144.1 | $3,850.3 | $4,738.9 | $5,187.0 | $6,731.8 | $10,475.6
United States* 7,187.1 | 7,916.5 | 8209.5 | 6,743.1 | 6,971.0 | 5347.9 | 3,4632 | 3,684.6 | 49652
Germany 43517 | 44824 | 56024 | 6,0544 | 46655 | 52374 | 44385 | 46716 5,353.4
Japan 2,963.7 | 4,067.3 | 3,695.6 | 2,637.9 | 2,794.3 | 2,729.8 | 1,214.6 | 1,600.5 5,923.8

Source: U.S. Department of Commerce, AMT, Metalworking Insiders’ Report and other international machine tool
associations
Notes: (p) — Preliminary

Laser data, from GTIS and other sources were added to US machine tool data (1996-2003) to create consumption
figures that are comparable to other countries, which include lasers in their machine tool data.
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Item 6: Machine Tool Consumption in China and the United States

U.S. and China Machine Tool Consumption
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Source: U.S. Department of Commerce, AMT, Chinese Machine Tool Builders Association

Machine Tool Consumption in the United States and China

1996 1997 1998 1999 2000 2001 2002 2003 | 2004 (p)

China PRC $4,010.4 | $3,003.1 | $3,048.7 | $3,144.1 | $3,850.3 | $4,738.9 | $5,187.0 | $6,731.8 | $10,475.6

United States* 7,187.1 | 79165 | 8209.5 | 6,743.1 | 6971.0 | 5347.9 | 34632 | 3,684.6 4,965.2

Source: U.S. Department of Commerce, AMT, Chinese Machine Tool Builders Association
Notes: (p) — Preliminary

Laser data, from GTIS and other sources were added to US machine tool data (1996-2003) to create consumption
figures that are comparable to other countries, which include lasers in their machine tool data.
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Item 7: Excess Burden of “Overhead Costs” on U.S. Manufacturers Relative to Major Trade
Partners, 2002
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Source: “How Structural Costs Imposed on U.S. Manufacturers Harm Workers and Threaten Competitiveness,”
National Association of Manufacturers and Manufacturers Alliance (MAPI).

Source: U.S. Department of Commerce

Cochair WESSEL. Thank you. Dr. Shilling.

STATEMENT OF JACK W. SHILLING
CHAIRMAN, SPECIALTY STEEL INDUSTRY OF NORTH AMERICA
EXECUTIVE VICE PRESIDENT
CORPORATE DEVELOPMENT AND CHIEF TECHNICAL OFFICER

ALLEGHENY TECHNOLOGIES, INCORPORATED, PITTSBURGH, PA

Dr. SHILLING. I'm Jack Shilling, Chairman of SSINA, the Spe-
cialty Steel Industry of North America, and I'm also Executive Vice
President, Corporate Development and Chief Technical Officer of
Allegheny Technologies Incorporated.

Thank you very, very much for inviting me to appear before you
today on behalf of SSINA, which is a trade group, comprised of 16
companies engaged in the manufacture and distribution of spe-
cialty metals. These materials include stainless steel, super alloys
and other nickel alloys, titanium and titanium alloys, zirconium,
and niobium alloys among others.

Our business is not conventional steel. Our products are crucial
to national defense. Simply put, weapons systems can neither be
built nor operated without these materials, whether it’s missiles,
jet aircraft, subs, helicopters, Humvees or munitions. American-
made specialty metals are crucial components of U.S. military
strength.

These specialty metal products are very high tech in nature and
are in a continuing state of technology development. They are not
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“off-the-shelf items” and are often proprietary and sole-sourced by
U.S. manufacturers.

In other cases, alternate sources of supply exist in foreign coun-
tries where dependable suppliers may come and go based on how
their governments react to then current U.S. military policies.

Attached to my testimony is a paper describing the importance
of the U.S. specialty metal industry to the national defense, the
challenges facing this industry, and the U.S. industrial economy,
and public policies to support the long-term survival of the indus-
try.

In addition, we are preparing a new report describing the specific
materials we supply for national defense requirements. In sum-
mary, this report will make the following five points:

First, members of SSINA produce leading edge and high tech
specialty metals critical to the national defense and are world class
from a performance and cost standpoint.

Secondly, leading edge defense applications represent less than
ten percent of overall sales of these specialty metals companies.
Yet, these same defense applications are processed over the same
equipment and developed by the same engineers that support the
other businesses of these companies. Thus, the overall financial
health of these companies is of utmost importance to the defense
related industrial base of the country.

Third, the United States could lose its specialty metals industry
over time if the industry decreased domestic investment in manu-
facturing capability and technology and instead chooses to move
these activities offshore.

Fourth, in order to help assure the long-term survival of our in-
dustry, actions must be taken to encourage ongoing investment in
U.S. specialty metals manufacturing and in the development of
technology consistent with a non-protectionist, fair trade, level
playing field agenda. These actions must address the following
issues: enforcement and strengthening of U.S. trade laws; support
of the specialty metals provision of the Berry Amendment; and cur-
rently non-competitive energy, regulatory, tax and post-retirement
benefit costs; and finally education.

The last point we raise is that the defense industrial base, and
it’s a very important one, the Defense Industrial Base Capabilities
studies and DoD’s annual reports produced to Congress fail to ex-
amine much of the U.S. industrial base.

Turning now to China, the Commission has posed three ques-
tions. First, has the industry’s relationship with the DoD changed?
Quite simply it has changed dramatically in two primary ways:

DoD policymakers no longer seem to evaluate, understand and
appreciate the critical role that specialty metals play in national
defense. Reports issued by the Defense Department on the defense
industrial base fail to even mention the specialty metal sector, let
alone reflect an understanding of its importance.

Secondly, DoD now has a shortsighted, non-strategic focus on
lower costs, often obtained by sourcing abroad. This has been re-
flected in lax enforcement of the Berry Amendment, as Congress
has noted repeatedly.

Over the last decade, and this was discussed earlier today, over
the last decade, member companies of SSINA have conducted sig-
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nificant research and development in support of their non-defense
business, for example, commercial aerospace.

This has a beneficial effect on defense capability, but such R&D
is totally dependent on the financial health of our core businesses.

Second question: how has the U.S.-China trade specifically and
globalization generally changed the specialty metals portion of the
industrial base?

Interesting question. So far, not much, thankfully. China is cur-
rently incapable of making most if not all specialty metals required
for leading edge defense applications. However, China is aggres-
sively seeking Western technology and offering up access to its
market in return for that technology. China’s approach is a system-
atic, highly coordinated, strategic initiative in my opinion, which
left unchallenged, will eventually result in the transfer of signifi-
cant specialty metals technology and manufacturing capability to
China. DoD procurement policies may actually accelerate and en-
courage the process.

How can these trends be reversed and the problems averted?
Dramatic, comprehensive and swift action is required in two areas:

First, the U.S. needs to create an industrial policy that encour-
ages investment in U.S. manufacturing, particularly as it relates to
specialty metals.

Secondly, the Defense Department must be held accountable to
accurately report on the critical importance of specialty metals to
national defense and purchase their requirements from U.S. manu-
facturers.

The third question posed by the Commission—how have China’s
investment and acquisition strategies in specialty metals affected
U.S. defense capability? Fortunately, not much to date, but again
the handwriting is on the wall. There are numerous documented
examples of Chinese efforts to lock up critical raw materials such
as nickel, either through outright acquisition of Western companies
such as Noranda or by entering into long-term supply agreements
with nickel producers such as INCO, or by acquiring critical nu-
clear reactor technologies, including zirconium-related technologies
by trading access to their market for such technologies.

I have experienced some of these attempts first hand. ATI’s tech-
nological expertise is world-renowned. In addition, ATI operates a
joint venture in China focused on the manufacture of precision
rolled stainless steel strip for commercial applications, primarily in
the electronics industry.

ATI has been approached on numerous occasions by a number of
Chinese state-owned enterprises asking us to partner with them in
these high-tech specialty materials. In all cases, the concept was
access to the Chinese market in return for ATI critical proprietary
technology.

It is important to understand—this is so important—that there
is not a sharp line that separates critical defense related tech-
nologies from important processing technology related to the manu-
facture of these same specialty metals for non-defense applications.
Transferring basic technologies to China would greatly facilitate
Chinese mastery of more leading edge technologies.

It’s also very important to understand that technology develop-
ment travels with the manufacturing process. Our plants in the
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specialty metals industry are our laboratories. It’s thus naive to
think that manufacturing of these materials could be transferred to
China while technology development is kept here in the United
States.

Thank you.

[The statement follows:]

Prepared Statement of Jack W. Shilling
Chairman, Specialty Steel Industry of North America
Executive Vice President
Corporate Development and Chief Technical Officer
Allegheny Technologies, Incorporated, Pittsburgh, PA

Members of the U.S.-China Commission:

I am Jack W. Shilling, Chairman of SSINA, the Specialty Steel Industry of North
America and Executive Vice President, Corporate Development and Chief Technical
Officer, of Allegheny Technologies Incorporated.

Thank you for inviting me to appear before you today on behalf of the Specialty
Steel Industry of North America, a trade group comprised of sixteen companies en-
gaged in the manufacture and distribution of specialty metals. The “specialty” na-
ture of these materials refers to their unique chemistry and high-tech processing re-
quirements. These materials include stainless steels, superalloys and other nickel
alloys, titanium and titanium alloys, zirconium, and niobium alloys among others.
The focus of our businesses is not conventional “steel.”

Use of our products is important to a wide variety of industrial markets. Further-
more, our products are crucial to national defense.

Specialty metals are vitally important to virtually every U.S. military platform.
Simply put, weapons systems can neither be built nor operated without these mate-
rials. Whether it is missiles, jet aircraft, submarines, helicopters, Humvees or muni-
tions, American-made specialty metals are crucial components of U.S. military
strength, whether we are at peace or at war.

These specialty metal products are very high-tech in nature and are in a con-
tinuing state of technology development. They are not “off the shelf items.” It is
their superior performance, often under severe operating conditions, that enable
U.S. defense systems to function at high levels of performance and to do so reliably.

Because of the critical nature and advanced technology in these materials, and
because so many of them have been invented and developed by the domestic spe-
cialty metals industry, many of these materials are proprietary and “sole-sourced,”
meaning that they are supplied by only one manufacturer in the world, and those
manufacturers are in the United States. In other cases, alternate sources of supply
exist in foreign countries where dependable suppliers may come and go based on
how their governments react to then-current U.S. military policies.

U.S. military capabilities are directly dependent upon the availability of crucial
specialty metals. Without them, the U.S. military would not have the ability to fight
a war. Without them, the U.S. military and homeland security forces would be un-
able to defend our borders and protect our citizens from terrorism.

Attached to my testimony is a paper we originally issued July 2004 and updated
in February of this year. This paper describes our view of the importance of the U.S.
specialty metals industry to the national defense, the challenges facing this industry
and the U.S. industrial economy, and suggests public policies to support the long-
term survival of the industry.

We are preparing a report describing the materials we supply for national defense
requirements. In summary, our report will state the following:

e Members of SSINA produce leading edge and high-technology specialty metals
critical to the national defense and are world class from both a performance and
cost standpoint.

e Leading edge defense applications represent less than 10% of overall sales of
these specialty metals companies, yet these defense-related products are proc-
essed over the same equipment and developed by the same engineers that sup-
port other businesses of these companies. The overall financial health of SSINA
member companies is of utmost importance to the defense related industrial
base of the country. The profits from these other business segments of the spe-
cialty metals companies support and sustain the manufacture and development
of specialty metal products for critical U.S. defense applications.

e The United States could lose its specialty metals industry, over time, if the in-
dustry decreases domestic investment in manufacturing capability and tech-
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nology and instead chooses to move these activities offshore to improve the prof-
itability of its core businesses, facilitated by disincentives to invest here vs.
overseas. Although our industry may be profitable currently and is acknowl-
edged to be the global leader in technology and low cost manufacturing in many
areas, the playing field is becoming increasingly tilted in favor of moving pro-
duction and technology offshore. The negative implications for U.S. national de-
fense are obvious.

e In order to help assure the long term survival of our industry, actions must be
taken to encourage ongoing investment in U.S. specialty metals manufacturing
and in the development of technology consistent with a non-protectionist, fair
trade, level playing field agenda. These actions must address the following
issues: enforcement and strengthening of U.S. trade laws; support of the Berry
amendment, specialty metals provision; currently non-competitive energy, regu-
latory, tax, and post retirement benefit costs; and education.

e The Defense Industrial Base Capabilities studies produced by DoD fail to exam-
ine much of the U.S. industrial base.

o The reports submitted by the Department of Defense to Congress do not comply
with the statutory requirement that DoD provide Congress with an annual re-
port on the U.S. “industrial base” and its capability to support national defense
requirements, particularly with regard to the role of specialty metals.

China’s Threat

Turning now to China, the Commission has posed three questions. Let me at-
tempt to address each one in the time remaining.

Has the industry’s relationship with DoD changed? Quite simply, it has changed
dramatically in two primary ways:

First of all, the DoD, particularly the Industrial Policy and Acquisition Direc-
torates, no longer seem to evaluate, understand and appreciate the critical role that
specialty metals play in national defense. Many of the reports issued by DoD on the
Defense Industrial Base fail to even mention the specialty metals sector, let alone
reflect an understanding of its importance.

Secondly, previous understanding and appreciation of this issue has been replaced
by what appears to be a short sighted, non-strategic search for lower costs, often
obtained by sourcing more commodity oriented specialty metal products from foreign
sources.

This has been reflected in lax enforcement or blanket waivers of the Specialty
Metals provision of the Berry amendment, which mandates the use of U.S.-melted
specialty metals in defense procurement, particularly weapons systems and aero-
space. Congress has highlighted this issue repeatedly over the past two years.

Over the last decade, the member companies of SSINA conduct significant R&D
in support of their non-defense business, for example, commercial aerospace. This
has had a beneficial effect on defense capability. But the ongoing ability to conduct
such R&D, as mentioned earlier, is dependent on the financial health of the core
businesses of the companies.

Some DoD sponsored R&D has been conducted as well, but it is our impression
that funding for these activities has been and continues to be under significant
budgetary pressure, exhibiting a lack of appreciation of the importance of our indus-
try to national defense.

While this disregard for the importance and health of the specialty metals indus-
try may not yet have materially damaged our industry’s R&D to date, the hand-
writing is on the wall. As noted above, if the DoD does not stand up and support
the specialty metals industry as being critical to national defense, and if the U.S.
Government does not create a climate that encourages investment in our industry,
there is a very good chance that, over time, this industry could move offshore, both
from a manufacturing as well as R&D standpoint. That time is drawing nearer. Re-
member, defense applications account for less than 10% of revenues in these compa-
nies, thus the overall health of this industry is of critical importance to national de-
fense. Our industry only seeks a level playing field on which to compete. It does not
need protection. However, the field is not level currently, and to make matters
worse, instead of standing up and supporting our industry, some representative of
the DoD openly suggest that our industry is not important to the country’s defense
capabilities. Over the last 10 years, we have witnessed a frightening trend that
could result in the gradual dissolution of the domestic specialty metals defense capa-
bility.

How has U.S.-China trade changed the specialty metals portion of the industrial
base? So far, not much, thankfully.

China is currently incapable of making most if not all specialty metals required
for leading edge defense applications. However, China is aggressively seeking West-
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ern technology and offering up access to its market in return for technology. Many
U.S. companies appear to be willing to accommodate the Chinese. These companies
are not in the field of leading edge specialty metals fortunately, but that could
change in the future. China’s approach is a systematic, highly coordinated, strategic
initiative in my opinion, which left unchallenged will eventually result in the trans-
fer of significant technology and manufacturing capability to China. China’s infra-
structure in this area is being completely rebuilt with state-of-the-art equipment,
which will result in an increase in its global position in the specialty metals sector.
However, to date, critical manufacturing process technology that would be necessary
for most important defense applications has not been transferred to the Chinese to
the best of my knowledge. On the other hand, in the commodity stainless steel
arena, a combination of foreign investment, significant transfer of Western process
technology, and government subsidization have resulted in a dramatic growth in ca-
pability. In a period of less than three years, China has become a major exporter
of stainless steel flat-rolled products—a core commodity product at my company,
ATI. China is now the number two offshore source of stainless flat-rolled products
in the U.S. market, having increased its exports to the U.S. by over 500% over the
past year.

It is clear that current DoD procurement policies may actually accelerate and en-
courage this process. In fact, the current foreign direct investment policies of West-
ern companies in areas other than specialty metals are facilitating the transfer of
technology and manufacturing to China. If and when this happens in specialty met-
als, it will result in the gradual loss of U.S. defense capability, and we will have
facilitated our own demise. Apart from trade-related issues, China’s growth, per se,
has clearly fueled the unparalleled run-up in prices of all raw materials, which has
resulted in significant increases in the price of many specialty metals that use these
raw materials.

How can these trends be reversed and problems averted? Dramatic, comprehen-
sive and swift action is required in two areas:

1. First, the U.S. needs to create an industrial policy that encourages investment
in U.S. manufacturing, particularly as it relates to specialty metals. Specific
issues were mentioned previously and are detailed in our reports.

2. Secondly, the DoD must be held accountable to accurately report on the critical
importance of specialty metals to national defense and purchase their require-
ments from U.S. manufacturers.

How have China’s investment and acquisition strategies in specialty metals af-
fected U.S. defense capability? Fortunately, not much to date, but again the hand-
writing is on the wall.

There is no doubt the Chinese government is aggressively pursuing this capa-
bility, but so far, they have been unsuccessful. There are numerous examples of
such attempts that have been chronicled in the newspapers including efforts to lock
up critical raw materials such as nickel either through outright acquisition
(Noranda/Falconbridge) or supply agreements (INCO) or acquire critical nuclear re-
actor technologies, including zirconium-related technologies by trading access to
their markets for such technologies.

I have experienced some of these attempts first hand. ATI’s technological exper-
tise in the area of specialty metals is world renowned. In addition, ATI operates a
joint venture in China focussed on the manufacture of precision rolled stainless steel
strip for commercial applications, primarily in the electronics industry. As a result
of these two factors, ATI has been approached on numerous occasions by a number
of Chinese state owned enterprises asking us to partner with them in these high-
tech specialty materials. In all cases, the concept was access to the Chinese market
in return for access to ATI critical proprietary technology.

In this context, it is important to understand that there is not a sharp line that
separates critical defense related technologies from important processing technology
related to the manufacture of these same specialty metals for non-defense applica-
tions. It has taken our industry decades to develop the basic processes required to
make high quality specialty metals for demanding non-defense related applications,
e.g. commercial aerospace. Therefore, there are numerous, basic technologies that
while being U.S. export-compliant, are nonetheless critical to development of leading
edge defense applications. Transferring basic technologies to China would greatly fa-
cilitate Chinese mastery of more leading edge technologies.

It is very important to understand that technology development travels with the
manufacturing process. Our plants in the specialty metals industry are our labora-
tories. It is thus naive to think that manufacturing of these materials could be
transferred to China while technology development is kept here in the U.S.
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Thank you for the opportunity to address the Commission. I will be happy to an-
swer any questions you may have.

Panel IV: Discussion, Questions and Answers

Cochair WESSEL. Thank you and your statements will all be
made part of the record and we appreciate your being here. Com-
missioner Becker.

Commissioner BECKER. Thank you, Mr. Chairman. I have a ques-
tion for Mr. Chao.

Mr. CHAO. Chao.

Commissioner BECKER. Chao. You talked about offsets, and we’ve
heard an awful lot about them. We've had testimony here before
this Commission by representatives of the employees of Boeing and
others who have indicated that they were coerced to provide offsets
in order for Boeing to have access to the Chinese market in some
form or another.

But setting that aside, we do recognize that offsets have taken
place. Do those offsets require an export license?

Mr. CHAO. It depends on how the offset is met, because they can
either be met with indirect offsets, i.e., things outside the aero-
space/defense industry which would not require an export license
of any form. It would be reported to the Commerce Department as
an offset however. To the extent that it was related to a military
related technology, that would require an export license.

Commissioner BECKER. Not simply a transfer of technology?

Mr. CHAO. A transfer of technology again related to military
viflould require an export license, so there would be visibility into
that.

Commissioner BECKER. Are those easily separated, military or
commercial?

Mr. CHAO. On some of the dual-use side, no, not easily.

Commissioner BECKER. Thank you. I have a question for Mr.
Shilling.

Dr. SHILLING. Yes, sir.

Commissioner BECKER. You mentioned that Allegheny Tech-
nologies has built a state-of-the-art stainless plant, if I might add.

Dr. SHILLING. Yes.

Commissioner BECKER. Quite a few years ago.

Dr. SHILLING. Right. That’s right.

Commissioner BECKER. When that happened, there was a lot of
discussion. Was there any transfer of technology on that?

Dr. SHILLING. Absolutely, yes. No question. I go to China five
times a year basically. In fact, I brought my Chinese business cards
with me for effect. The Chinese have virtually no metals tech-
nology.

Commissioner BECKER. Right.

Dr. SHILLING. Except for what they have purchased from West-
ern companies, and they’re purchasing it at a rapid rate, and who-
ever will sell it to them, they’ll buy it. So in our case, we trans-
ferred willingly process technology related to manufacturing preci-
sion rolled stainless steel strip for the electronics industry.

It has limited implications for defense applications. None, I'll
say. But, yes, we transferred that technology and the joint venture
has been very successful.
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Commissioner BECKER. The company I understand is planning to
expand into other activities in China?

Dr. SHILLING. We've discussed publicly that we’re at capacity and
that we’re profitable and we’re looking at what the next step
should be in order to keep growing with the electronics market pri-
marily in China.

Commissioner BECKER. Do you export any of the product back
into the United States?

Dr. SHILLING. We do not.

Commissioner BECKER. If you increase your capacity, if you hit
a point where the capacity is in excess of what youre selling in
China, would you plan on exporting that back into the United
States?

Dr. SHILLING. We would not.

Commissioner BECKER. You would not.

Dr. SHILLING. We're speaking for ATI here. And as was men-
tioned earlier by one of the Commissioners, the free enterprise sys-
tem puts those decisions squarely on the shoulders of the CEOs of
the companies, and their first priority is to their shareholders.
That’s the way the system works, and it was mentioned earlier the
Chinese government has figured this whole thing out.

But in our case, we would want to expand at the rate that the
Chinese market is expanding. We would not be building this asset
in China were we to expand with the thought of exporting back
into the United States. That wouldn’t be why we would be doing
it.

Commissioner BECKER. Well, if you permit just an observation
here. It seems to me that you're wanting it both ways. You're want-
ing the United States to assure a safe market here in this country
and at the same time you’re taking resources and technology and
moving it to China in order to build it over there.

Dr. SHILLING. Yes. I think one has to be quite careful about
which technologies we move. We have not moved any defense-re-
lated, aerospace-related technologies, despite the fact that we've
been asked many times to do so.

Commissioner BECKER. Just a question I think would hit on tech-
nology. How thin can you roll that stainless in China?

Dr. SHILLING. 50 microns.

Commissioner BECKER. All right. And is that not defense-related?

Dr. SHILLING. No, not per se.

Commissioner BECKER. Not per se.

Dr. SHILLING. Not per se. I think it’s an important distinction,
and I'm glad you brought this up because our white papers and the
statements that we’ve made as an industry, after—I've been doing
this for two years, talking about this China problem. That’s why
I'm glad to be here.

It was stated here earlier, what is the solution? It’s a tough
issue, and I do not think that isolation is the answer personally.
I think that we need to have multinational companies, we need to
have companies like ATI and others, and by the way, almost every
member of SSINA is a multinational company. These high-tech ma-
terials, the U.S. has the lead in this technology, over Europe, over
Japan, over any other country in the world, the best specialty met-
als technology is in the United States.
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So these, by definition, these companies are multinational. They
export a lot, and I don’t think the solution to this problem is isola-
tionist. I really don’t. I think we want to encourage investment in
the United States.

If you ask the CEO of a specialty metals company where are you
going to spend your next $100 million, he’s got to decide where the
return on investment is. And right now, there are a lot of disincen-
tives to invest here in the United States. Just take one example:
energy costs. It’s absurd. This country has no energy policy that
makes sense for heavy manufacturing investors like us.

To make matters worse, we operate plants all over the United
States, and it’s ridiculous, the difference in energy costs from state
to state, which is brought about strictly by the very poor job of the
way electricity was deregulated or not deregulated, as the case may
be.

Commissioner BECKER. The more you invest in China, though,
the more that you take the money and the technology and put into
China puts at risk more of the technology and the plants that you
have here in the United States.

Dr. SHILLING. Commissioner Becker, I agree with that, and
therefore what ATI—I'm speaking for ATI—what ATI discusses ev-
eryday is what that balance should be, and I'm proud to say that
ATI, we just made a major acquisition in the United States. We
bought J&L and put those people back to work. And we just in-
vested another 35 million in Brackenridge. We invested 200 million
in Vandergriff. So ATI is one of those companies that looks at that
balance and so far has invested most of its capital in the U.S.

But I'm telling you, I'm not predicting what ATI is going to do
at all here. I'm worried about the company. I'm just saying that
every year it gets tougher and tougher and tougher to put that 100
million in the U.S.

Commissioner BECKER. Thank you. My time is more than up.

Cochair WESSEL. We may have the opportunity to go back for a
second round. Commissioner Wortzel.

Cochair WORTZEL. Thank you. I have a question for Dr. Shilling,
if I might. You've laid out a very good case on the manufacturing
of specialty metals and why we need to maintain the capability to
do that here. I understand, for instance, an F-18 engine, fighter jet
engine, I understand that we can’t get the materials to manufac-
ture that engine here in the United States without—and I see you
nodding your head, Peter, so anybody else who wants to con-
tribute—without going to Russia for those materials.

That’s my question.

Dr. SHILLING. That’s not true.

Cochair WORTZEL. Could you describe if there are areas in terms
of raw material supply——

Dr. SHILLING. Ah, different.

Cochair WORTZEL. That’s right. Raw material supply where the
United States cannot manufacture necessary specialty metals with-
out complete dependence on foreign sources we don’t control, and
how that affects our national security?

Dr. SHILLING. First of all, right now, the world is experiencing
a shortage of critical raw materials such as titanium which is what
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you're referring to, I believe, such as nickel. Nickel you can get, but
it’s very, very expensive. Cobalt, the same thing.

I'm not personally aware of any instances where the Defense De-
partment is unable to procure titanium related parts, to your point,
based on a lack of raw materials. Having said that, though, it’s in-
teresting to observe that again, over the last several years, the pro-
duction of raw titanium metals, titanium sponge, as it’s called, has
decreased in the United States.

The Defense Logistics Agency has depleted the stockpile of tita-
nium, so there is a shortage of titanium, but what’s driving that
shortage like the same factor that’s driving the shortage of all com-
modities is the huge economic development in China. China has
been a huge consumer of titanium, not for defense but for indus-
trial applications, as they have been for nickel, for stainless steel,
as they have been for oil, as was discussed earlier.

But I'm not aware specifically to your question of any current
supply problem, but I think it’s a great question. I think, could
there be a supply problem? Yes. And that’s what I'm concerned
about. And not only the raw material manufacturing process is also
part of the manufacturing process. Sponge manufacturing is part
of the manufacturing process. It’s a great strategic question.

Mr. CHAO. There are certain exotic materials like beryllium that
are only found outside or primarily found outside the U.S., and so
it’s not currently a problem, as he points out. Could it become one
if that original source has a problem? Yes. That leads to stockpiling
types of strategies.

We saw a similar phenomenon in the 1990s during the telecom
ramp-up when certain raw materials were getting sucked up by the
cell phone industry and the aerospace engine manufacturers were
having a very difficult time getting their hands on them.

That’s a different problem—it’'s a crowding-out effect by other
parts of the economy that are growing faster, where aerospace de-
fense is a small percentage. In addition, the high quality standards
sometimes makes it unattractive for people to focus on the aero-
space/defense sector when they can supply that much easier to the
rest of the economy.

Cochair WORTZEL. But if we’re talking about the long-term po-
tential requirement to surge, then these are critical factors?

Mr. CHAO. Something to watch.

Dr. SHILLING. Yes, sir.

Cochair WESSEL. Commissioner Bryen.

Commissioner BRYEN. Thank you, Mr. Chairman. First of all, I
want to welcome all three panelists, particularly Paul Freedenberg,
who was a great Under Secretary of Commerce and is a great pa-
triot. I had the privilege to serve with him in the DoD during the
time he was at Commerce Department and always enjoyed fighting
with him, but he is a formidable adversary and a grand friend.

Dr. FREEDENBERG. Thank you.

Commissioner BRYEN. So I welcome Paul.

Dr. FREEDENBERG. Thank you.

Commissioner BRYEN. I have questions for each of the panelists.
If you don’t mind, we’ll start with Dr. Freedenberg and the U.S.
machine tool industry. What, in your association, which represents
I assume most of the U.S. manufacturers
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Dr. FREEDENBERG. Yes. Most.

Commissioner BRYEN. How many of those are non-U.S. owned
today?

Dr. FREEDENBERG. I can’t give you a percentage right now. I
could supply it for the record, but I would say probably in our asso-
ciation, probably a fifth.

Commissioner BRYEN. About 20 percent. And most of those are
European or Japanese?

Dr. FREEDENBERG. Both European and Japanese. They are con-
sidered part of the U.S. defense industrial base since they’re domi-
ciled in the U.S.

Commissioner BRYEN. So there’s been at least some growth in
foreign ownership in the industry?

Dr. FREEDENBERG. Yes.

Commissioner BRYEN. A kind of globalization, in a sense. Are
U.S. companies also going abroad to set up factories?

Dr. FREEDENBERG. Yes, they are. It’s become a world industry.

Commissioner BRYEN. I always thought that one of the argu-
ments for the defense industry was being able to have access to
specialized machine tools that were specially designed for the ex-
otic, whether it’s a spacecraft——

Dr. FREEDENBERG. Right.

Commissioner BRYEN. —or an aircraft like the JSF or whatever,
that you need to keep that piece of the industrial base solid and
intact for that reason. Do you accept that?

Dr. FREEDENBERG. Yes, I do.

Commissioner BRYEN. You can look at the industry globally, but
I think it may not be as interesting as the more specific question:
how do you make sure that U.S. defense industry has access to
state-of-the-art machines that can help design the next generation
of hardware that’s needed both for space and for aerospace and
other applications?

Dr. FREEDENBERG. If I could just make one point. Major new
technologies, fiber placement that goes into the 787 and has gone
into Stealth, and the two companies in the U.S. that make that
have recently sold, in the last two years sold, and they both sold
at fairly low market prices, which shows that there is not a great
sense that this is a growth area, even though you have really the
high end of U.S. technology on the block.

Commissioner BRYEN. It would be useful if you would supply the
Commission with some background information. I think we would
find that very useful.

Dr. FREEDENBERG. Yes, because it’s an indicator of a decline.

Commissioner BRYEN. Exactly. This is for Dr. Chao. I found your
comments very stimulating and interesting. Recently in the press
there was an announcement by a serious French defense company
that is entering into an agreement with Mikoyan, the Russian mig,
to provide, let’s say, technology cooperation, which I assume will
end up in advancing the state-of-the-art of migs, both in the domes-
tic Russian market, but also in the international market, and of
course one of the big customers of that sort of thing is China.

Do you think that can pose a future problem and do you see that
as a future problem for the U.S. and for the overall balance in the
Pacific?
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Mr. CHAO. From the perspective of at least making sure that the
U.S. industry always maintains a technological lead, any time that
there is a transferring of technology back and forth, it’s something
that you want to watch.

The one observation that I would make, and I think we saw that
with the recent brouhaha over the lifting, the potential lifting of
the EU embargo on China, was those companies who thought that
they had an opportunity to enter into the U.S. marketplace were
typically not the ones that were arguing for lifting the China em-
bargo, ironically enough.

It was those firms that had given up hope of entering into the
U.S. marketplace that were pushing the hardest. And the threat
presented of, “well, if you do that, we won’t let you into the U.S.
market,” their response back has been “you don’t let us in anyway.
So you have no stick over me!” This complicates the dilemma even
more as we're contemplating this. But watching the movements
among the peripheral players in the aerospace/defense industry is,
I think, just as interesting or more important to monitor than what
we're doing directly with China.

Commissioner BRYEN. Very good point. Mr. Chairman, could I
have a couple more minutes? Dr. Shilling, Allegheny Metals or spe-
cialty metals, this was a company that the Japanese tried to ac-
quire in around 1984; isn’t that right?

Dr. SHILLING. Not to the best of my knowledge. I was there at
the time.

Commissioner BRYEN. Were you?

Dr. SHILLING. Yes.

Commissioner BRYEN. Do you make powdered metals for——

Dr. SHILLING. No, we do not make powdered metals.

Commissioner BRYEN. You don’t. Okay. So you’re making what
kind of materials?

Dr. SHILLING. Right now with the acquisition—we acquired
Teledyne in 1996 and we picked up all their metals companies and
then spun off the defense and the consumer products companies,
and we're left with—we make flat roll products in virtually all of
these alloys I mentioned. We make long products—billet, ingot, bar,
wire, seamless tubing in all these different alloys from zirconium
all the way through stainless.

Cgmmissioner BRYEN. Zirconium has got a big nuclear applica-
tion?

Dr. SHILLING. It does.

Commissioner BRYEN. Yes.

Dr. SHILLING. For sure.

Commissioner BRYEN. It’s used as the cladding on the fuel rods.

Dr. SHILLING. It is. Correct.

Commissioner BRYEN. So it’s very sensitive from a proliferation
point of view?

Dr. SHILLING. Very sensitive, yes.

Commissioner BRYEN. I remember in Iraq they were getting
these rods from Europe and some from Russia; that was a major
problem.

Just a quick question: this self-restraint that your industry——

Dr. SHILLING. That’s a good term.

Commissioner BRYEN. —is engaged in.
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Dr. SHILLING. I wouldn’t use the term “engaged.” But that’s what
has happened.

Commissioner BRYEN. You were complaining about the Defense
Department——

Dr. SHILLING. Yes.

Commissioner BRYEN. But do you communicate with the Defense
Department about this? Do you try to arrive at some consensus?

Dr. SHILLING. I'll give you a quick snapshot of what happened.
I became chairman of SSINA January of last year and took this
statement to our member companies. They agreed with me, and
our first step was to the Defense Department, so we have had a
number of meetings with the Defense Department, and we continue
to have them, and that was, I mentioned in my comments that
we’ve prepared a special report that highlights exactly what we do
for them, the industrial policy part of DoD.

They also had asked us to review their defense industrial base
capability study reports, which we’ve done, and they don’t reference
specialty metals, and so that’s where we are with them. We'’re still
in discussions with them, and we intend to give them this docu-
ment.

Commissioner BRYEN. Well, I think from the proliferation point
of view alone, it’s a pretty important area and a place for great con-
cern, and the idea of relationship between the industry and the
U.S. Government and especially the Defense Department is some-
thing that ought to be pursued. I hope the Commission will support
that idea.

These companies are under tremendous industrial pressure. I
think that’s a fair way to put it.

Dr. SHILLING. There is no question.

Commissioner BRYEN. And these are difficult decisions to arrive
at, particularly if you don’t think you have the government behind
you.

Dr. SHILLING. Well said.

Commissioner BRYEN. So I congratulate you on that effort, and
I think it’s really exemplary. Secondly, I hope the Commission will
not only endorse it, but promote it as well, because it’s a very good
way to go. Thank you very much, Mr. Chairman. Thank you.

Cochair WESSEL. Thank you. Let me continue along the line that
Commissioner Bryen was talking about, and regrettably as already
has been noted by the morning co-chair, that DoD’s lack of partici-
pation does not allow them to defend themselves in this, and we
hope at some point they’ll choose to participate.

Let me understand in terms of the operations you have in China,
and a broader question that I hope the other panelists will talk
about as well, which is the linkage between production and R&D
in enhancing capabilities.

You indicated that where you’re producing the metals is also the
site of a lot of R&D because you want to be on the floor under-
standing process manufacturing, et cetera.

As we see the migration of some of these activities, whether it’s
machine tool production, whether it’s aerospace, whether it’s spe-
cialty metals, what implications does that have on our defense in-
dustrial base, our defense needs as well as Chinese capabilities?
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I believe you said your facility there is a joint venture; is that
correct?

Dr. SHILLING. It is.

Cochair WESSEL. I also assume, therefore, the Chinese have ac-
cess to the technology?

Dr. SHILLING. No question.

Cochair WESSEL. Because they’re a joint partner?

Dr. SHILLING. Absolutely.

Cochair WESSEL. Is that being applied by them in other oper-
ations in country? Does that enable them to enhance their capabili-
ties because these products are so vital also to their defense needs?

Dr. SHILLING. The answer is essentially no because we selected
this technology as being so unique to the electronics industry and
the market is relatively small that it could be transferred by them,;
it’s just that there is not a large incentive to do so. Because we'’re
supplying with this joint venture a significant part of that market,
and the technology is unique to those specific products.

Cochair WESSEL. Let me understand then. The product you're
talking about is this chip fabrication?

Dr. SHILLING. No, it

Cochair WESSEL. What is the product being used for specifically?

Dr. SHILLING. It’s precision rolled stainless steel strip so if you
have a cell phone, if you tore it apart and looked inside.

Cochair WESSEL. That connects the circuits?

Dr. SHILLING. It’s not an electrical connection; it’s a structural
component of the cell phone. That’s just an example.

Cochair WESSEL. Okay.

Dr. SHILLING. If you look in a hard drive inside a computer, there
are little pieces of stainless steel in there that have certain temper
properties that make that thing work, and so that’s another exam-
ple. Stamping is the general term.

Cochair WESSEL. Is the technology that you have there going
down to fairly:

Dr. SHILLING. Right.

Cochair WESSEL. —precise tolerances, I guess, in terms of the
rolling. Can that be applied in other applications that would en-
hance their capabilities there?

Dr. SHILLING. In defense related applications specifically? Theo-
retically, yes, but all this stuff is a gray area. There isn’t a bright
line between a defense application, a defense technology in our in-
dustry and a civil technology. But I think the risk is low compared
to other technologies that we’ve been asked to transfer which we've
refused to do so.

Cochair WESSEL. Okay.

Dr. SHILLING. Which I might add are export compliant. One of
the things that people need to understand in our industry is that,
and it’s very supportive of what Dr. Schneider said earlier, most of
the technologies, defense technologies, have been developed by the
civil side of these businesses. And a lot of those technologies are
viewed as generic, which they’re not, in my opinion, but they could
be sold to build, for example, a commercial jet engine.

But yet you can’t separate the process technology that it takes
us to make a nickel-based superalloy for a jet engine from the proc-
ess technology that we will use to make a different nickel-based su-
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peralloy for the F—135 Pratt-Whitney engine. They’re close. So if
you were to teach the Chinese how to make a commercial jet en-
gine, you would move them decades ahead in their technological ca-
pability, and they couldn’t immediately move to make a jet engine
superalloy, but they’re light-years closer.

Cochair WESSEL. As part of this, I assume that while the tech-
nology being transferred may not be controlled you’re stepping
them up the food chain, accelerating their development process in
some areas. I'm not saying it’s necessarily specialty metals. The
R&D issue in general if you will, and getting them to the next
stage of development that much faster.

Dr. SHILLING. Absolutely.

Cochair WESSEL. So an accelerant, if you will.

Dr. SHILLING. By orders of magnitude.

Cochair WESSEL. Okay. For the other panelists, the question of
the breaking the linkage between production/R&D. Does R&D fol-
low production? Does production follow R&D? What are its implica-
tions for us in terms of the defense industrial base?

Dr. FREEDENBERG. Our members have been approached for joint
ventures in China. There are none right now. Most of them are un-
profitable. It’s much better to essentially set up your own oper-
ation, but the R&D does follow. And those who think that China
is way behind—they are behind in machine tool technology that’s
for sure. But their companies are very well stocked with engineers
and with modern cad cam and other sorts of things. So they can
develop.

I went to one company in Shanghai that had two-thirds of its
employees were engineers. They have an excess of engineers there,
but two-thirds engineers. So this is not a low-tech country, and it’s
a country that can move along very rapidly. Again, if it were to get
U.S. technologies, it could make use of them very effectively, and
I think people tend to underestimate them.

I saw them move very quickly in a semiconductor area. You could
see them move very quickly in a number of other areas as well.

Mr. CHAO. I think when you look broadly, scan across the indus-
try, I think Dr. Shilling’s example is repeated. It goes to my prior
comment about self-restraint versus where there is a bright line
that we put in place with our export control and technology trans-
fer laws.

For the most part, I've seen industry, because of the fear of set-
ting up a future potential competitor, staying relatively clear of
that bright line, of not wanting to slice their own throat.

Now, the interesting part about the Chinese desire to pull in
aerospace technology is their ultimate goal. I don’t know if you re-
member, back in the 1990s, Taiwan Aerospace actually looked at
buying Douglas Aircraft. I was monitoring that effort, and I asked
them “why would you ever want to do that?” Their answer back
was not, “because I want to get into the aerospace business, but be-
cause in getting into the aerospace business,” but because in get-
ting into the aerospace business, it required such a higher level of
quality, precision engineering that that those higher levels of skills
were thought to be able to bring up the rest of the economy—where
they would really be making money, such as in hard drives, et
cetera.
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I think there’s a similar phenomenon that’s going on in China as
well. It’s not necessarily the interest in aerospace per se. It’s what
does it do in terms of helping improve engineering skills, talents,
precision quality manufacturing on a broader basis, with an ulti-
mately commercial mind-set of, “okay, it makes me make better
PCs.”

Cochair WESSEL. Commissioner Bartholomew.

Commissioner BARTHOLOMEW. Thank you, Mr. Chairman. Thank
you to all of our witnesses. This has been very interesting. Dr. Shil-
ling, I was very interested in what you said. I think you said it was
ATI that the Chinese tried to get proprietary information out of
youlir; exchange for access to their market? Did I hear that cor-
rectly?

Dr. SHILLING. I didn’t say it quite that way. What they offered
was a business opportunity, an investment opportunity. Access to
the China market for your technology and you’d form a joint ven-
ture, for example, to jointly pursue that.

Commissioner BARTHOLOMEW. And you said you declined that op-
portunity?

Dr. SHILLING. Correct. More than once. To more than one SOE
in China.

Commissioner BARTHOLOMEW. So can I presume that you have
not been able to get access to some of those opportunities because
you

Dr. SHILLING. That’s an interesting question. No. Actually, we
have continued and reported this publicly to increase exports of the
export-compliant, civil-related specialty metals into China.

So if you look at the exports out of our U.S. manufacturing oper-
ations into China, they’ve been increasing significantly.

Commissioner BARTHOLOMEW. So it was perhaps a negotiating
fence, but you have product that they want?

Dr. SHILLING. Absolutely.

Commissioner BARTHOLOMEW. Yes.

Dr. SHILLING. And they can’t make it.

Commissioner BARTHOLOMEW. And they can’t make it, which
makes you quite different than a number of other companies who
get put into that kind of position——

Dr. SHILLING. Correct.

Commissioner BARTHOLOMEW. —and feel coerced is perhaps too
strong of a word, but feel pressured to have to make decisions that
transfer proprietary information.

Dr. SHILLING. Yes, but I don’t want to present that as a simple
decision. It’s also one that changes with time. In other words, if
that decision was the correct one to have been made whenever it
was made, what if the same question gets posed next year? What
if it gets posed the year after that? Because the market keeps
changing. Now the Chinese market is ten times bigger than it was
before.

Commissioner BARTHOLOMEW. Yes. The reason I'm pointing it
out is because we’ve heard for a number of years rumblings that
there are technology transfer requirements that are going along,
and there are very few people who actually stand up and say this
is how people tried to do it. So I thank you for acknowledging pub-
licly that that’s some of what is going on.
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Dr. Freedenberg, you actually started saying this at the lunch-
eon. I'd love for you to elaborate on the consequences of if we get
put into a wartime situation the inability to get access to the mate-
rials or the products that used to be made here but now are no
longer being made here. Could you elaborate on that?

Dr. FREEDENBERG. I tried to make the point in my testimony,
that our assumptions until I think this Administration—it might
have gradually happened during the Clinton administration, as
well—is that we don’t have to worry about the sea lanes anymore,
and therefore we don’t have to be autarchic. We don’t have to have
the capacity here. We could have much more off-the-shelf approach
to defense equipment and stockpiles of materials.

So that means that we’re making some assumptions there be-
cause obviously we’re not self-sufficient in a number of, for exam-
ple, specialty metals as it was just talked about. And we saw in the
Iraq War one case where a supplier didn’t agree with us, and was
slow to resupply us.

They’re now arguing about how slow they were, I've heard var-
ious explanations of it, but the potential was that we would not get
a key component of an important weapon because of disagreements
with foreign suppliers. So that’s something we really need to take
into account.

I think it’s too bad the Defense Department isn’t here because it
would be interesting to hear their answer to that. Their assump-
tion is we can always get this re-supply. We don’t have to worry
about sea-lanes, air lanes, and we don’t have to worry about not
getting whatever we need from abroad. We don’t have the two-and-
a-half war scenario either as an input/output model.

All those things have changed. They have changed since the
Reagan administration when I had access to this planning. I'm not
guessing at it. It was said publicly by U.S. officials.

Commissioner BARTHOLOMEW. Dr. Freedenberg, at lunch you
said something along the lines of one of the presumptions that
we've worked on is that we will be able to get what we need from
our allies.

Dr. FREEDENBERG. That’s right.

Commissioner BARTHOLOMEW. I’'m picking the word “allies” spe-
cifically here too in the context of are you comfortable that our al-
lies, that there is enough production capacity among our allies,
however we happen to define that at any given time?

Dr. FREEDENBERG. I think it has more to do with will than pro-
duction capacity. Will they want to re-supply us, and we have used
our re-supply capability with our allies historically for political le-
verage. Look at our ability to influence Israel during the 73 war
lloecause we were supplying them with their shells for their artil-
ery.

We have great leverage. Now we’re putting ourselves into that
situation. We are assuming that our allies will without condition,
without question, re-supply us. I'm just pointing that out.

Commissioner BARTHOLOMEW. Mr. Chao, you look a little skep-
tical about that response.

Mr. CHAO. I think we have to be a little bit careful in terms of
crossing the line into autarchy. That’s always been the dream of
any government since the beginning of time, autarchy. It’s been
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rarely achieved. We had visceral disagreements with the French
and German governments and yet every single one of their sup-
pliers did deliver during this last conflict.

Now that doesn’t mean that will always be the case. But my con-
cern is that when you try to go down the path, that in the desire
to create autarchy, you prevent things from coming in, which has
been absolutely vital for. So I think the issue becomes you can’t be
autarchic in everything.

It raises the central questions of deciding what is strategic and
what does the value chain look like, so you can identify what is
strategic. Because in the absence of deciding what is strategic, we
get buffeted by, with all due deference to everybody in the room be-
hind me, the lobbyists of the moment who happens to scream about
this or that. It becomes very difficult to say, “Yes, that is an impor-
tant thing. I should be protecting, let’s say, semiconductors versus
something else,” I'm not going to mention the something else be-
cause I'll get a phone call from an angry trade association for nam-
ing them, that becomes the central strategic dilemma.

Commissioner BARTHOLOMEW. I would just add one question to
the list of questions that you have, which is it seems to me it’s one
of the elephants in the room which is as more and more production
capacity is shifting to China. Is China an ally, and is it an ally that
we would be able to rely on in the event that we got into a conflict?
You don’t have to answer that. I'm just going to put it on the table.

Thank you.

Cochair WESSEL. Commissioner Mulloy can either choose to an-
swer that or ask his own questions.

Commissioner TEUFEL DREYER. Shame on you for giving him the
option.

Commissioner MULLOY. Thank you, Commissioner Wessel. 1
wasn’t here during your formal presentations. I have read your tes-
timony, and I wanted to pick up a larger issue and hopefully you
can talk about it.

Dr. Shilling, you spoke about how China’s approach is system-
atic, highly coordinated, strategic. Paul Freedenberg talked about
China’s economic strategy. Mr. Lewis comes in later and talks
about the Chinese governments, particularly at the provincial and
local levels, have used subsidies aggressively to attract foreign high
tech investment. It sounds to me like they’ve got a strategy. What
I picked up in working in this area now is that China is part of
a larger globalization issue, and that the multinationals are driven
by market forces that require them to do some things that we've
been told may not be necessarily in the national interest, but
they’ve got their own interests they've got to pursue. That this un-
derstanding of how our system works, the Chinese have a pretty
good understanding of it, and they’ve supplemented that by policies
that help move market forces to move our industrial base across
the Pacific.

Dr. Freedenberg talks about how this has been further supple-
mented by exchange rate manipulation policies, which further add
to the forces moving the industrial base.

We had an interesting hearing in New York where we looked at
the role of the retailers, Wal-Mart and others. They play a role in
the moving of the industrial base out of the country as well.
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I once worked in the export control area when I was Dr.
Freedenberg’s colleague on the Senate Banking Committee staff,
and we always understood that machine tools were important for
our defense base, to have those capabilities.

But if the manufacturing base moves out of your country, your
machine tools necessarily have to move with it; right?

Dr. FREEDENBERG. Yes.

Commissioner MULLOY. So the question I keep coming back to is,
does the United States at a national level need to start thinking
strategically and comprehensively about what we’re doing in this
global economy. I'd ask each of you that. If so, can you help us
start thinking about the key elements that should be in such a
strategy? I'll start with my old colleague, Dr. Freedenberg.

Dr. FREEDENBERG. Well, one thing you don’t have to have is a
built-in subsidy for the Chinese economy, which is why I brought
up the exchange rate situation, which they have. That obviously is
an incentive for industry to move there, and we’re talking about
what’s a good investment.

Obviously, if you're getting access to a very large market, and
you're getting low labor, and youre getting perhaps as high as a
40 percent subsidy, it’s a pretty good deal. It’s pretty attractive.

So you want to certainly get rid of the subsidy part of it. You also
have to think about what are key industries and what are strate-
gies. Nobody likes to talk about industrial policy, but when I was
working at the Commerce Department, Secretary Baldrige said
we're not going to lose our semiconductor industry. We were on the
verge at that time of losing key semiconductor companies. Intel, TI
and Motorola were in pretty bad economic situation.

We had the Fuyjitsu-Fairchild deal—one of the founders of U.S.
semiconductor industry was on the block, and Secretary Baldrige
decided to make an issue of it because he thought there was unfair
subsidy involved in the Japanese approach.

So he had a plan. He didn’t have an overall plan, but he had de-
cided that certain industries were important to keep and certain in-
dustries should not move offshore. I think we have to have a gov-
ernment at least aware of it. Particularly in the area of our pas-
sivity, official passivity with regard to the exchange rate. We really
don’t have much of a strategy. We have some rhetoric, but we don’t
have a strategy.

Mr. CHAO. I think the answer has to be a resounding yes. In
some ways, the simplest actor in all of this is industry because they
have very simple motivations, and we all know what they are and
they’ve been time immemorial. It’s ironic—look at the Chinese
strategy towards the semiconductor and the interlocking incentives
that they have put into place. I find it ironic that a bunch of Com-
munists figured out how to set up a group of capitalistic incentives
that make it almost impossible for any sane CEO not to take their
offer. So the ability to do that and to have a strategy—I don’t like
the notion of industrial policy, with a capital “I” and a capital “P”
that picks and chooses winners—but in terms of setting the busi-
ness environment is important.

I think the other element where you want to examine is the fact
that we need to find another entity besides DoD to keep trying to
solve some of these problems. In some ways it becomes too easy,
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to keep turning to DoD, particularly when they only end up rep-
resenting three percent of the market. In some of these areas,
you're brute forcing—you’re trying to brute force your industrial
policy on broad areas of the economy through DoD, which is not
going to work.

Cochair WESSEL. I apologize. We're running out of time and Com-
missioner, we have two other Commissioners, Commissioner
Reinsch.

Commissioner MULLOY. Did Dr. Shilling have a response?

Cochair WESSEL. I'm sorry. Did you have a quick response?

Dr. SHILLING. It’s my favorite question. I'll be extremely brief.
I've learned in the last year that industrial policy with a big “I”
and a big “P” is just not a good idea, not salable politically. But
I couldn’t agree more with what Mr. Chao said. What’s so frus-
trating to me as an American citizen is to read the papers and see
no effort in terms of the Administration and Congress to come up
with what I would call an industrial policy or an industrial strat-
egy, which is not to pick winners and losers.

It’s to get the energy costs down to where they should be, enforce
our trade laws, get rid of this insane currency situation in China.
These are not picking winners and losers. This is creating an envi-
ronment that will encourage, and it will work—believe me it will
work—encourage investment in research and development and raw
manufacturing capacity here. Because the environment is awful.

If you’re a manufacturer, there is a long list of reasons why you
wouldn’t want to spend money here. So that’s what we have to do.

Commissioner MULLOY. Thank you.

Cochair WESSEL. Commissioner Reinsch.

Cochair REINSCH. Thank you. I think Mr. Chao’s point about
autarky is exceptionally well-taken. The only country I'm aware of
recently that’s deliberately pursued a policy of autarky is North
Korea, and I don’t think that’s a model that is worthy of emulation.
I also want to second Mr. Bryen’s comment that Dr. Freedenberg
was a great Under Secretary of Commerce.

Dr. FREEDENBERG. Thank you.

Cochair REINSCH. Perhaps not the greatest, but certainly a great
one.

Dr. FREEDENBERG. Okay.

Cochair REINSCH. And I want to try to weave that experience in
with your current job and ask you to elaborate a little bit, Paul,
on the comments in your written statement on export controls.
Your industry a classic case of one where we’ve imposed export con-
trols in an effort to maintain the crown jewels if you will and the
technology leadership here, yet the act of doing that may very well
have accelerated giving it away rather than maintaining it.

Can you comment on the role of export controls and how they’ve
enhanced or not enhanced your competitiveness?

Dr. FREEDENBERG. It has not enhanced because the problem was,
as I mention in my testimony, was that just as we got rid of our
unit veto system, our single country veto system within CoCom, we
got tough on, particularly on machine tools because we decided
manufacturing technology was among the most important to retain
under export controls.
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But we didn’t get the cooperation from particularly our European
allies, and so in the market that was growing the fastest for ma-
chine tools, it should essentially shut us out, which also meant
shut us out to a large extent, not entirely, which meant that we
were less attractive as partners in that area.

We have a very small percentage of the market and part of it is
to the unreliability of getting American machine tools. If you're
under demand, if you have huge growth of your industry, which
China has had, the last thing you want is an uncertain supplier,
and that’s what the U.S. became, and unfortunately, if were trying
to do it for strategic reasons, we certainly should have gotten con-
sensus with our allies because we didn’t accomplish anything by
doing it unilaterally.

Cochair REINSCH. Yes, I think that latter point is particularly
important. We always ought to look at the effect of your policies,
and here is a case of a policy that may have been well intended
and certainly had a noble goal but was unsuccessful from both per-
spectives.

Time is short. I think I'll stop. Thank you, Mr. Chairman.

Cochair WESSEL. Commissioner Dreyer.

Commissioner TEUFEL DREYER. Yes. Dr. Shilling, I think I heard
you say—please correct me if 'm wrong—that you thought it was
naive to think that production technology can be shipped to China,
but that the leading edge technology can be kept here. Is that more
or less correct?

Dr. SHILLING. Almost right. What I said is it’s naive to think that
you can move the production to China and develop the technology
in a laboratory here in the United States. That doesn’t work.

Commissioner TEUFEL DREYER. Fair enough. Now that Bill
Reinsch has ruled out autarky, and we know that it really is wise
to move factories to China or somewhere like it for various dif-
ferent reasons—in any case it seems inevitable whether we like it
or not—that seems to lead to a very unpleasant conclusion. Do you
want to——

Dr. SHILLING. It’s an easy one for me to answer. I've been think-
ing about it for two years. It’s just like everything else in life. It’s
balance. You don’t want to move all of anything to China. If the
U.S. keeps a significant manufacturing base here across all of these
important industries, and we’ll let somebody else figure out what
they are, but one of them is specialty metals, and encourages the
ongoing education of our folks because we're losing—not enough en-
gineers are graduating. As long as we have a healthy vibrant man-
ufacturing base, we will stay ahead for a long time. At least the
year when China passes us up in technology is going to go out by
decades. I won’t be here anymore.

But if we’re not capable, when that crossover point occurs could
be very soon at the rate we’re going. So it’s balance. Investment
here. Let the multinationals invest overseas as well.

Commissioner TEUFEL DREYER. Thank you.

Cochair WESSEL. There were a few Commissioners that had very
quick follow-up questions I believe. Commissioner Becker.

Commissioner BECKER. Dr. Shilling, you mentioned titanium,
and we've talked quite a bit about that as a strategic metal. The
government used to maintain a stockpile.
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Dr. SHILLING. Absolutely right.

Commissioner BECKER. What happened to that?

Dr. SHILLING. You got me. Ask yourself a question. It’s a critical
material. One point in time somebody thought it was important to
have a stockpile of it, and they just sold—I don’t know exactly how
much is left, but my understanding is not much. I don’t know why
that was.

Commissioner BECKER. My understanding is none. My question,
though, to you is should we maintain a stockpile on strategic met-
als like that?

Dr. SHILLING. I'm not an expert in that area, but I would say yes.

Commissioner BECKER. Thank you.

Cochair WESSEL. Commissioner Wortzel, a quick question.

Cochair WORTZEL. Quick question. According to a couple of news
articles in the past or last week, the Defense Intelligence Agency
and the Central Intelligence Agency missed ten years of Chinese
military build-up, particularly in the naval field. And all of a sud-
den a few analysts took a look and said, my God, how did this get
by us; they’re way ahead of where we thought they’d be. Now, I'll
ask this of the shipbuilding panel because it was mostly naval, but
have the Chinese or are the Chinese making very rapid advances
that perhaps we’re missing in the aerospace field in applying spe-
cialty metals and new materials to be able to produce jet engines
and things like that?

Dr. SHILLING. What I know about the Chinese shipbuilding in-
dustry is what was stated here earlier by others. They are invest-
ing huge amounts of manufacturing capacity to make products to
build ships.

To the best of my knowledge, though, they do not have the tech-
nology to make the most advanced kinds of specialty metals for
those applications.

Mr. CHAO. I think the same is true in the aerospace. Most people
would say they’re probably in the 1980s, maybe they’re in the early
1990s, in terms of capability. I think the places where I worry more
is where they’re doing some basic science and technology invest-
ment in next generation technologies—the amount of money they’re
plowing into nanotechnology. I think this gets to Commissioner
Dreyer’s question on the way you stay ahead is by investing in seed
corn technologies that allows you to leap ahead.

So if they’re moving ahead in semiconductors, then we better be
the first guys in optical chips, et cetera, et cetera, et cetera. That’s
the answer out. Otherwise you’re stuck in that trap of trying to
catch up.

Cochair WORTZEL. Thank you very much.

Cochair WESSEL. Commissioner Bartholomew.

Commissioner BARTHOLOMEW. First, I thank all of our panelists,
but the question is actually to Commissioner Reinsch. For the ben-
efit of our audience, Commissioner Reinsch, if Dr. Freedenberg was
not the best Under Secretary of Commerce, who do you want us to
believe was?

Cochair WESSEL. You can submit that for the record. Thank you
all. We appreciate your time and you clearly can see our interest.
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PANEL V: THE IT, SEMICONDUCTOR, AND SHIPBUILDING
INDUSTRIAL BASE

Cochair WESSEL. If the next panel could get seated. In order to
give time for our technology to work, I'm going to change the order,
so Dr. Howard you can work on your equipment for a couple of
minutes.

We did the introduction of the last panel. You could tell the in-
terest among the Commissioners in asking questions, so I'm going
to be fairly restrictive in terms of your opening statements and
keeping them to seven minutes. Dr. Lewis, if you're prepared to go
first, we'll start with you.

STATEMENT OF JAMES A. LEWIS
SENIOR FELLOW AND DIRECTOR
TECHNOLOGY AND PUBLIC POLICY PROGRAM
CENTER FOR STRATEGIC AND INTERNATIONAL STUDIES,
WASHINGTON, D.C.

Dr. LEwis. Thank you and I'd like to thank the Commission for
inviting me to speak and for considering this very important topic.
I was asked to speak about the implication of the growth of China’s
high-tech industry for the U.S. defense industrial base, and in par-
ticular information technology, deficiencies in the U.S. high-tech in-
dustry that could be detrimental, and how U.S.-China trade and in-
vestment will change the U.S. defense industrial base and high-
tech industries.

The underlying question is really whether China’s growth in
modernization, particularly its high-tech growth, is hollowing out
the U.S. defense industrial base, and my view is that that is not
the case. There are new areas of risk for the U.S. defense industry,
but these stem from larger trends where China is a symptom more
than a cause.

The areas where there is risk, I think, stem from the growing
international economic integration known as globalization, the re-
lated issue of the diffusion of scientific and technological capabili-
ties around the world, and the state of the arms market in general,
the defense industry in general, including the general decline in de-
mand for advanced conventional weapons.

There are three specific areas of risk that I think we need to look
at: whether changes in research and development around the world
put the U.S. at risk or at a disadvantage; the potential effects of
the shift in manufacturing to Asia on U.S. innovation, and some of
the previous speakers touched on that; and finally the possible risk
t(})'1 U.S. security resulting from the globalization of the supply
chain.

None of these problems are insurmountable if the U.S. takes ac-
tion to address them, and for me the real issue is not China’s
growth, but whether the U.S. responds in a timely fashion to a new
international security environment.

Let me talk a little bit about the defense industrial base. The
change in this and the technology of the defense industry has been
remarkable in the last decade or so. The key skill now for weapons
producers is the ability to design a system, assemble subcontrac-
tors, and then integrate components and subsystems into a func-
tional weapon. It’s the integration skills that are most important.
It’s the technological know-how.



98

These are skills and information that require many years of ex-
perience. Access to a strong civil manufacturing base, while an
asset, doesn’t really guarantee success in the defense industry. At
this time, only the U.S., Russia and Europe are capable of pro-
ducing advanced military equipment. China is not among these,
and this limits the effect of China’s high tech industry on our de-
fense industrial base.

I should note that, in general, the U.S. defense industrial base
is not dependent on foreign suppliers. But there are areas of risk
that we should talk about, in which China does play a role. These
areas of risk include the effect of the shift of manufacturing on in-
novation. The Commissioners heard one of the earlier panelists say
that if a country is no longer in manufacturing, it would no longer
be innovating. I don’t think that’s right. I think it becomes more
difficult to innovate, and so one of the things we need to think
about is how do you compensate for that decline in manufacturing?

There is also the risk of the decline in research and development
in the U.S. Again, previous panelists touched on this, but I'd like
to talk about possible U.S. responses.

Some of what we’re witnessing is a transition in the U.S. econ-
omy from an industrial to an information economy. That means
manufacturing is less important, and absent compensatory meas-
ures, this transition to an information economy could decrease U.S.
technological strength.

Innovation comes from a number of sources. Manufacturing is
one of them, but only one, and in response to the growth in China’s
manufacturing capabilities, the U.S. will need to reinforce other
sources for technological innovation. I think that would be the area
that we should really concentrate on in responding to China’s
growth and to these larger international trends.

Globalization also gives potential opponents increased access to
U.S. infrastructure and U.S. technology. This creates a new set of
risks, particularly in information technologies. One risk I'd put be-
fore the Commission for their consideration are the sale of inten-
tionally flawed products for later exploitation. This is whether peo-
ple build in backdoors or other things that would give them the op-
portunity to disrupt or to gain information illicitly.

A second area of risk is the dependence on foreign supplies. As-
sessing the potential risks created by the globalization of manufac-
turing is difficult and managing them is a complex subject, but in
both cases, I don’t think that these are particularly great risks at
this time for the U.S.

The question is how do we manage the risk we do face with mini-
mal economic disruption, and in that light, I wanted to touch brief-
ly on the case of Lenovo, formerly Legend, one of China’s leading
computer manufacturers. When the Lenovo sale was announced,
there was some concern in the U.S. I thought this concern was mis-
placed.

I thought it was misplaced for a number of reasons, but the most
important was is that the vast majority of laptops and PCs sold in
the U.S. are already assembled in China. They’re assembled in
China from parts imported from other countries including the
United States, and so the extent that the name on the outside of
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the box is now a Chinese name rather than that of a U.S. company,
the technological risks for the United States are not increased.

At this time in information technology, the greater risk lies in
the use of viruses and spyware that give a potential opponent the
ability to gain access to sensitive industrial information from the
United States.

The long-term risk for the United States is in the erosion of the
its high-tech industry. There are several things that contribute to
this. First, as you've heard in some of the earlier panels, U.S. regu-
lations and policies. Those would include export controls, some of
the things we’re doing in homeland security.

Second is the growth outside of the U.S., centers of scientific and
technological excellence. In China’s case, as has been mentioned,
this was an intentional policy. In 1986, four leading Chinese sci-
entists went to Deng Xiaoping and said we are falling behind the
West; we’re going to be backwards, they’re going to surpass us. He
created something called the 863 Program in March 1986, and that
has been actually relatively successful in creating a strong human
capital base in China.

I would focus more on what the U.S. does in response to make
sure that we maintain innovation and for me that would include
focus on R&D, increasing basic research, building up our scientific
capabilities, looking for ways to take advantage of foreign techno-
logical developments and finally coming up with some better proc-
ess to assess risk in the United States to these things.

With that, why don’t I stop and save any further remarks for
questions.

[The statement follows:]

Prepared Statement of James A. Lewis
Senior Fellow and Director
Technology and Public Policy Program
Center for Strategic and International Studies, Washington, D.C.

Effect of U.S.-China Trade on the Defense Industrial Base

The Commission has asked about the implications of growth of China’s high-tech
industry for the U.S. defense industrial base, and in particular, deficiencies in the
U.S. high-technology industry that could be detrimental to U.S. defense capabilities;
the process for monitoring the effect on the U.S. high-tech industrial base, and in
turn, on U.S. security when U.S. firms outsource work abroad for defense contracts;
and how U.S.-China trade and investment change the U.S. defense industrial base
in general and the high-tech industry in particular.

The underlying question is whether China’s growth and modernization, particu-
larly its growth in the high-tech and information technology sectors, is ‘hollowing
out’ the American defense industrial base. This is not the case. While China’s manu-
facturing capabilities play a growing role in supplying consumer products, they are
insignificant contributors to U.S. defense technology and this is unlikely to change.

There are new areas of increased risk for the U.S. defense industry. These stem
from larger trends where China is a symptom more than a cause. These larger
trends are the ongoing international economic integration known as globalization,
the related issue of the diffusion of scientific and technological capabilities around
the world, and the general decline in demand for advanced conventional weapons.
The effect of these trends is that if the United States relies solely on the policies
and practices that made it strong in the 1980s and 1990s, it is likely to face in-
creased risk to national security.

Globalization and technological diffusion produce three areas of risk for the de-
fense industrial base. These areas of risk are the changes in research and develop-
ment efforts that may put the U.S. at a disadvantage; the potential effects of a shift
in manufacturing to Asia on U.S. innovation; and finally, possible risks to U.S. secu-
rity resulting from the globalization of the supply chain for information technology.
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None of these problems are insurmountable if the United States takes action to ad-
dress them. The real issue is not China’s growth but whether the U.S. can respond
in a timely fashion to a new environment for international security and economics.
Success is not guaranteed: in the 1970s, the U.S. did not adjust to a new inter-
national environment and as a result endured a decade of economic and military
weakness.

As in the 1970s, the United States again faces a complex new international envi-
ronment. It has gone from leading an alliance of Western democracies in a global
defense against a superpower foe to a world where alliances are less cohesive and
threats are more diffuse. The immediate threat lies with terrorism, weapons of mass
destruction, and problematic non-state actors, but the long-term strategic challenge
lies with the emergence of powerful new states. This strategic competition is not a
traditional security problem and it is not fully recognized by the policy community
in the United States. The new competitors are a number of large nations, among
them China, who see themselves as challenging the U.S. now or in the future for
economic power, international influence and regional or global leadership. This is
not a military struggle, although military strength is an aspect of the competition
and in China’s case, military conflict cannot be ruled out.

China is the emerging power of greatest concern, because of its rapid growth, its
perceived ambitions and because of the potential for conflict over Taiwan. The hopes
that a wealthier, market-oriented China would become a stable democracy have not
yet been fulfilled. China’s assurances that its intentions are peaceful are undercut
by its military growth. Economic interdependence between the U.S. and China con-
tinues to grow, but this is not matched by an increase in trust.

The risk of transferring U.S. commercial technology has been a staple of the larg-
er U.S. debate over China policy for many years. Trade with China is routinely
viewed through the prism of Chinese military capabilities, but there are now grow-
ing concerns that trade and investment with China is eroding the U.S. manufac-
turing base, creating unemployment and long-term security problems. Public and
Congressional attitudes reflect a deep ambivalence about trade with China. How-
ever, this ambivalence is not sufficient to overcome the economic forces that will
lead to greater integration of the two economies.

To understand the implications of China’s economic development for the U.S., it
will help to list the elements of a modern defense-industrial base. A mass produc-
tion/heavy industry defense industrial base is no longer adequate for military supe-
riority—this is not World War II and we are not building Liberty Ships. Many fac-
tors determine the strength of a national defense industry, and the connection be-
tween the civilian economy and military capabilities is complex and nonlinear.

These include national research and development (R&D) capabilities and, equally
important, the ability to turn scientific research into commercially and military use-
ful innovations. A strong defense industry capable of building innovative equipment
requires extensive databases with information on testing and past projects and
years (if not decades) of experience. It requires strong integration skills—the ability
to pull many disparate systems into a coherent and effective weapon. It requires the
ability to draw on a broad national and international supply chain for critical com-
ponents especially for specially designed military components. It requires access to
advanced technology for materials, sensors, software, microelectronics, and manufac-
turing. Finally, a strong defense industrial base requires a skilled science and engi-
neerir;lg workforce of adequate size to support both defense production and economic
growth.

The key skill for a weapons producer is the ability to design a system (itself a
complicated process), assemble subcontractors, and then integrate components and
subsystems into a functional weapon. Only a handful of companies around the world
can do this. A strong civil manufacturing base, while an asset, does not guarantee
success. These skills and information require many years of experience with weap-
ons programs.

For the United States, China’s growth affects very few of these factors. The con-
sumer oriented industries where China has gained ground are not crucial for mod-
ern defense systems. China is not in a position to supply advanced weapons or the
components needed to build them. While Europe, Japan and the U.S. provide indus-
trial technologies to China, the ability of the PLA and China’s defense industry to
absorb these technologies remains mixed, despite China’s general economic progress.
China cannot yet depend on its defense industry to produce modern weapons or the
components for modern weapons.

Trade brings China access to advanced technologies, but it lacks the information,
testing and integration skills that are the most important factors for success in
making advanced weaponry. These skills can only be obtained after years of experi-
ence with weapons programs. China lacks this experience. Its emphasis from the
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1950s until the 1980s on low-tech warfare cost it a generation of weapons experi-
ence. Given this, the Chinese appear to be following a three pronged approach: mod-
ernize their military now through foreign acquisitions; emphasize research in asym-
metric weapons for near-term advantage; and pursue long-term economic growth to
provide an adequate industrial and technological base for a modern arms industry.

Modernization of China’s defense industry requires the acquisition of capital goods
and technological ‘know-how’ needed for the industrial base that could support mod-
ern weapons programs, along with investment in R&D centers to design indigenous
military technologies. In this regard, the most sensitive items that China could ac-
quire from foreign companies is not actual goods but “technology,” specifically the
information necessary for the development or production of a product. This informa-
tion takes the form of technical data or technical assistance. Previously, China made
technology transfer a key condition for entry into its market, but WTO adherence
has reduced these forced technology transfers, especially as more foreign companies
gpen wholly owned facilities rather than entering into partnerships with Chinese
irms.

The state of the global arms industry also reduces the importance of China’s man-
ufacturing growth for the defense industrial base. With the end of the Cold War,
demand for major or advanced weapons fell precipitously. At the same time, the
complexity and cost of modern weapons continues to increase. This combination of
cost and complexity progressively shrinks the number of nations able to build ad-
vanced weaponry. The combination of increased complexity and defense spending
cuts persuaded many nations that they could no longer produce modern weapons
systems. The most telling affect was on a number of emerging economies that had
entered the arms market. Brazil, India, Taiwan, Korea, Israel, Pakistan and South
Africa all began major arms programs in the 1970s and 1980s, such as main battle
tanks and modern combat aircraft, often complemented by strategic weapons pro-
grams. Even when there was substantial foreign assistance, these countries (despite
the alarm with which their entry into the market was greeted by Western observ-
ers), proved unable to sustain their programs.

The result was that a large number of producers exited the industry in the 1990s.
They were unable to bear the development costs of next generation systems, or, in
those cases where they persevered, the systems they developed tended to be expen-
sive, underpowered variants of modern weaponry. Some countries, such as Israel,
adopted a more effective strategy of pursuing excellence in specific niches of the de-
fense industry. At the end of the day, only the U.S., Russia and Europe are capable
of producing a range of advanced military equipment. In some instances, such as
high performance jet engines, the cost of development is such that the few firms in
these areas must work in international partnerships to be able to afford a new pro-
gram. China would need to break into this inner circle of arms producers and form
partnerships with the leaders to gain modern defense-industrial capabilities.

This is particularly true for combat aircraft. The difficulty of sustaining a modern
combat aircraft industry drove even advanced economies from the market or led
their firms to consolidate. Sweden, for example, exited after producing a fourth gen-
eration fighter,! the Grypen, but more than a third of Grypen’s components (the en-
gines and avionics) were U.S. Other European firms consolidated into a few large
defense conglomerates. In China’s case, the F-10 fighter program came from this
era of failed national programs. Even with substantial foreign help in design, en-
gines, and avionics, the F-10 first entered the arena in the 1990s as an underpow-
ered 1970s fighter. China had to redo the entire program after more than a decade
of work and is now producing a middling fourth generation aircraft.

Any dependence by the U.S. defense industrial base on Chinese manufacturing
would thus appear only in preliminary stages, involving dual use or commercial
components. This alone limits risk. However, as noted earlier, maintaining U.S. de-
fense industrial strength does face three risks where China plays a part. These are
the potential effects of a shift in manufacturing to Asia on U.S. innovation; possible
risks to U.S. security resulting from the globalization of manufacturing; and most
significantly, the risk of decline in research and development. The following sections
briefly discuss these topics and possible U.S. responses.

Manufacturing and Innovation

The U.S. and other economies are in transition from an industrial to an informa-
tion economy. In an information economy, the creation of new ideas and services
will generate greater returns than manufacturing or agriculture. From this larger
perspective, the increase in manufacturing in Asia is a positive sign of U.S. eco-

1The first generation of jet combat aircraft date from the Korean War. Fourth generation air-
craft would include the F-16 or the Su-27.
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nomic activity moving to areas of higher return. However, there will be an inevi-
table effect on the U.S. industrial base because of this transition. The risk lies in
the relationship between manufacturing and innovation. Those who make a product
are more likely to discover ways to improve it. As manufacturing shifts to Asia, re-
search and innovation will follow (particulary if there is a strong scientific workforce
to welcome it). Absent compensatory measures, the transition to an information
economy and the flow of manufacturing of Asia will decrease U.S. technological
strength, particulary in comparison to China.

Innovative new technologies come from several sources. In response to a decline
in manufacturing, the U.S. could reinforce other sources for technological innova-
tion. One source is particularly important because it provides the U.S. with com-
parative advantage. This is the combination of university research programs, entre-
preneurs, and financial support (from venture capital, corporations, or governments)
provides are a strong source for innovation. The small, new firms created by this
combination are often more productive in the creation of new products and services
than larger firms. Examples of this ‘system’ include the research triangle in North
Carolina, Silicon Valley and the area around MIT. This blend of science and engi-
neering expertise with entrepreneurial skills and capital is a leading source of inno-
vation for the U.S. One sign of its success is the effort by many countries to create
similar centers around their own universities.

This model is neither perfect nor widespread, but a strategy to reinforce and ex-
pand it could maintain technological leadership. One way to do this is to strengthen
advanced graduate level programs in science and engineering. U.S. graduate pro-
grams are world leaders. Ensuring that these graduate programs remain strong is
an achievable national goal. Despite concern over the decline of U.S. primary edu-
cation in science and math, primary education or even undergraduate level edu-
cation will not be the source of technological innovation. New ways to keep U.S.
graduate programs strong and to ensure that the ideas they generate flow into eco-
nomic activity will help maintain technological leadership.

Supply Chain Risk

Globalization, by giving potential opponents increased access to U.S. critical infra-
structure, creates a new set of risks, particularly in information technologies. One
set of risks involves the sale of intentionally flawed products for later exploitation.
The other set of risks involve a fear of ‘dependence’ on foreign suppliers. Information
technologies deserve special attention because of the central role they play in mili-
tary transformation.

Assessing the potential risks created by a reliance on a global supply system for
advanced technology and determining how to manage those risks is a complex sub-
ject that can be dealt with here only in a summary fashion. Neither set of risks are
particularly great. Other nations face the same challenges. The question is not how
to eliminate risk but how to prudently manage it with minimal economic disruption.

To put this in perspective, it may be useful to consider the recent purchase of
IBM’s personal computer division by China’s Lenovo (formerly known as Legend).
Lenovo’s purchase of IBM’s PC division attracted considerable attention. At first,
some observers mistakenly believed that IBM was selling its supercomputer divi-
sion, but in fact, the transaction involved no sensitive or advanced technologies.

Legend was founded by a researcher from the China Academy of Sciences and
CAS still owns shares in the company, which is traded on the Hong Kong Stock Ex-
change. Legend gained market share rapidly in its first years selling low-end PCs.
Some Chinese consumers preferred Legend because it provided local support in Chi-
nese. Several large U.S. firms aided Legend in making its computers by providing
assistance in integrating CPUs’, motherboards and software.

After becoming the leading PC seller in China, Legend decided to diversify its
product line and move into global markets. It changed its name to Lenovo as part
of that global strategy, but in 2003, it was forced to retreat. Lenovo’s chief weak-
nesses were its lack of marketing and distribution skills to sustain a global pres-
ence. Individuals involved in the transaction say that Lenovo’s motives were not to
obtain computer technology but to acquire the global marketing and business skills
Chinese firms often lack.

One factor often overlooked in the discussion of Lenovo’s purchase is that the vast
majority of laptops sold in America are already assembled in China from parts im-
ported from the U.S., Taiwan and other Asia-Pacific economies. The production proc-
ess for computers is distributed throughout the Asia-Pacific region. To the extent
there is any risk involved in using laptops assembled in China from components
made in three or four other countries, Lenovo’s purchase did not increase it.

Intentionally building flaws into hardware or software for later exploitation is a
high risk strategy with uncertain payoff. If discovered, the supplier company could
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be forced from the market. The malicious component may not work as planned once
it is integrated with components from other sources. Even if it works when it leaves
the factory, it may fail later when it is integrated into a larger network. A cursory
assessment suggests that the current threat lies in the use of viruses and spyware
that exploit software vulnerabilities rather than in malicious changes to hardware
or software.

There is also some concern that new risks to security could result from increased
U.S. dependence on an international (rather than national) manufacturing base.
Western Europe and Japan have provided core manufacturing capabilities for many
years, but the U.S could find itself having to rely on suppliers, like China, who are
not allies. ‘Foreign dependency’ does not make the U.S. innately more vulnerable.
U-boats are not going to blockade the Pacific Coast nor cut the global supply chain.

The long-term risk lies in the erosion of the U.S. high-tech industrial base as for-
eign high-tech companies enter and compete in the market. U.S. regulations and
policies contribute to this erosion. Many aspects of our export control system fail ut-
terly to keep advanced technology out of foreign hands, yet put U.S. companies at
a competitive disadvantage. The net effect is to reduce the number of U.S. defense
and high-tech suppliers.

In aerospace technologies, for example, the U.S. decision to restrict exports of
space related technologies in the 1990s led Europe to subsidize the creation of its
own satellite component manufacturers. U.S. companies now face new competition
that is not hampered by regulation in selling to Europe, or to China for that matter.
The effect of the regulatory changes of the 1990s was to shift production outside of
the United States and to increase China’s access to advanced space technologies.

In other sectors, the U.S. faces erosion because of a number of factors. These in-
clude not only ill-advised export regulations, but also the decline of our national re-
search base, the globalization of manufacturing and science and, in some cases, for-
eign government programs to increase their share of manufacturing capabilities. Re-
strictive policies can damage the country that attempts to implement them, by cut-
ting it off from global flows of ideas, money, and goods. National industries lose ac-
cess to markets and innovations developed overseas. It compounds the damage if
one nation’s companies are restricted and their competitors are not. The U.S. finds
itself in this situation today.

Industrial policies also will not help deal with the challenge of global manufac-
turing. Industrial policy substitutes bureaucratic and political processes for private
sector decisionmaking and market disciplines. The U.S. has moved steadily away
from industrial policy since the 1980s. Private initiative and market forces provide
the impetus and direction for economic growth. U.S. policies emphasize less intru-
sive government, fewer regulations, privatization, and more reliance on markets and
competition among private entities. This stands in contrast to Europe, China, or
Japan, where the government plays a prominent role in investment decisions for
both government and private sector efforts. The U.S.’s market-oriented approach
that emphasizes private investment and decisionmaking appears to be more effec-
tive. Some analysts, in fact, attribute the U.S. success in innovation and economic
growth to the absence of explicit growth policies.

Confidence in this laissez-faire approach can be difficult to maintain in the face
of the rapid growth of China’s tech industries. This growth raises concern that they
may displace U.S. manufacturers, leaving U.S. defense industries dependent of Chi-
nese sources of supply. China’s growth is the product of government programs of
subsidies and incentives aimed at building a high-tech economy. These began almost
two decades ago with the 863 Program, a national effort to expand high-tech re-
search and development in China. The 863 Program and similar efforts have pro-
vided China with a large pool of scientific and engineering talent.

The second trend is the decision of many foreign companies to locate in China.
The reasons for locating there include lower labor costs, but this is increasingly a
tertiary factor. The more important motives are to gain access to both China’s ex-
panding domestic market and its increasingly skilled science and engineering work-
force. Chinese governments, particulary at the provincial and local levels, have also
used subsidies aggressively to attract foreign high-tech investment.

The semiconductor industry illustrates many of these trends. China’s national
policies call for the creation of a domestic semiconductor industry. This appeared as
early as the ‘Four Modernizations’ development program of the 1970s. China has
subsidized both indigenous efforts and foreign investors in its effort to end ‘foreign
dependency’ for semiconductors. The Semiconductor Industry Association reports
that there are forty fabs (semiconductor fabrication plants) and six semiconductor
foundries in China. Seventeen fabs are under construction in China. Four of these
fabs, according to press reports and remarks by company officials, will use current
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generation production technologies. However, eight of the ten largest fabs are owned
or operated in partnership with Taiwanese, U.S., Japanese or European companies.

China produced over 10 billion semiconductors in 2003, about 2.5 percent of world
production. Most of these semiconductors were at the lower end of technology. Total
domestic demand in China for semiconductors is expected to continue to grow at 30
percent a year. China’s domestic production met only about 20 percent of its domes-
tic demand, but Beijing hopes to raise China’s share to more than 50 percent. The
Tenth Five year plan called for twenty-five new fabs and a 2000 State Council Di-
rective called for an investment of $10 billion in semiconductors. Since a fab costs
between $1 billion to $3 billion to construct, foreign investment will necessarily play
a critical part in achieving this goal.

SMIC (Semiconductor Manufacturing International Corp.) is China’s largest and
most advanced semiconductor manufacturer. SMIC is a good example of the semi-
conductor industry in China: although located in China, its CEO is Taiwanese, its
management and R&D staff a blend of European, U.S. and Japanese citizens, and
its customer base is international. SMIC’s Chairman lived for several decades in the
U.S. where he worked for Texas Instruments.

SMIC received long-term leases at concessionary rates, training subsidies and
other incentives from the Shanghai government to locate its fab there. It is the only
‘Chinese’ company in the top twenty-five semiconductor manufacturers in terms of
capital spending. The companies investing the most in new semiconductor manufac-
turing equipment are from the U.S., Japan, Korea and Taiwan. This suggests that
while fabs in China will increase their share of global production, we are unlikely
to see all chip production move entirely to China.

China has succeeded in creating a powerful IT industry through a combination
of government planning and market forces, but this approach raises the question
as to whether the rapid expansion of the industry and its continued growth are sus-
tainable. Both Korea and Japan saw government policy and political interference
drive the misallocation of capital in strategies that, in the short term, produced
rapid industrialization but in the last few years have worked to significantly slow
economic growth. Concern over the continued expansion of China’s manufacturing
capabilities should be tempered by consideration as to whether its new industries
will also follow the pattern set by Japan and Korea.

Concern should also be tempered by the opening of China’s economy, including its
WTO commitments. As WT'O commitments reduce Beijing’s ability to extract conces-
sions from foreign investors or to offer some classes of subsidies, many foreign com-
panies are moving from investing in Chinese-owned firms or from partnerships with
Chinese firms to opening wholly owned subsidiaries. This means that the high-tech
industry in China is not always Chinese-owned.

R&D and Defense

U.S. domestic policies create greater risks for long-term U.S. competitiveness than
the rise of China. The most damaging policy involves underinvestment in key re-
search areas: physics, computer sciences, aerospace, engineering. These are the
fields that contribute directly to military power and to overall economic growth, but
Federal funding for these areas has fallen by half (as a percentage of GDP) since
1970. Corporate R&D spending has changed significantly and focuses on develop-
ment of new products, in reaction to competitive pressures and the need to show
near-term gains to financial markets. While overall U.S. funding for R&D has in-
creased significantly in the last four years, these key areas remain underfunded,
particularly for basic research, which is the key to continued technological strength
and to the expansion of a skilled science and engineering workforce.

The practice of scientific research (and high-tech industries, particularly in IT),
are increasingly collaborative and international in nature. While U.S. universities
and labs remain among the leaders in many research areas, they now have numer-
ous foreign counterparts of equal, and in some areas, greater capability. The global
scientific and technology workforce is increasingly mobile. This works to the U.S.’s
advantage as skilled science and technology workers came here, but changes in U.S.
immigration policies reinforce the growing attractiveness of research centers outside
the United States.

Homeland security regulations, to the extent they undercut foreign graduate at-
tendance at U.S. universities or make it more difficult to bring skilled workers to
the U.S., also damage our competitiveness. This is not intuitively obvious. A sim-
plistic approach would say that keeping foreigners out of our graduate schools,
which are among the best in the world, is good for the United States as ‘they’ are
not learning from us. In fact, the damage accrues mainly to the U.S.

We do not generate enough students in the sciences to fill the empty slots in grad-
uate programs. This means that the effect of restricting foreign attendance is to
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shrink U.S. research programs. While deep cultural changes and weaknesses in pri-
mary education may explain some of this shortage, they are not the primary cause.
American students avoid science for sound economic reasons. There are real oppor-
tunity costs to studying science. After seven years of difficult and expensive study,
a science Ph.D. in the U.S. faces another two to three years in low paid and onerous
post-doctoral work. Prospects for employment in many fields of research after the
post-doc are mixed. Smart people (or rational actors) will, on average, choose to do
something else that is more rewarding.

This is an area of considerable long-term risk for the United States. While Chi-
nese programs smack of the old Soviet-style emphasis on engineering and science,
China is rapidly increasing its technological capabilities as a result of having in-
creased the size of its workforce. China is not the only Asian country to have done
this, as the Pacific region has become the centre of the global economy and as Asian
countries look at the U.S. success in high-tech innovation, and Korea, Taiwan,
Japan, and India have all begun to expand national research efforts, build a high-
tech workforce and copy aspects of the American system of innovation. To maintain
its lead, the U.S. needs to accelerate its own efforts in key scientific areas.

Areas for Response

The issue we face is not primarily the growth of China’s industry, but the growth
of a global manufacturing and research base and its implications for U.S. techno-
logical leadership. The U.S. could respond in several ways to reduce risk. The U.S.
will need to develop new strategies and techniques to provide greater assurance in
the use of foreign technologies. Policies and regulatory solutions that involve en-
hancing transparency and setting standards could reduce risk. At a minimum, po-
tential opponents will face a more difficult task if the United States pays additional
attention to information security. The most effective response will be to find ways
to increase the pace of innovation in the United States, which would make it harder
for potential opponents to gain advantage from a global supply chain.

There are two areas where Federal intervention would be useful, as they are
areas where the market may not deliver adequate results. The first, as noted above,
is in R&D, particularly in basic scientific research. Basic research, particularly in
physics, is the ultimate source of the innovations that produce economic and mili-
tary strength. Industry can no longer afford to fund basic research. The U.S. would
benefit if it recast decisions on how to fund basic research as a security issue rather
than a matter for science policy.

The second is in monitoring foreign involvement in the U.S. economy. There is no
central place in the Federal Government responsible for assessing technological risk
or assuring continued technological vitality. Restoration of a Congressional office to
monitor technology would do little to improve the situation—this is an executive
branch function. Various Departments and agencies—Defense, Commerce, Energy—
have fragmentary responsibilities. The current interagency process, the Committee
on Foreign Investment in the United States, was created several decades ago and
while it performs its assigned tasks well, it does not have the authority or the re-
sources to monitor the full range of foreign activity in the U.S. economy and the
implications of this for security.

In many ways, debate over the rise of China and its implications for the U.S.
economy bears striking (if unremarked) parallels with the debate of the 1980s over
the rise of Japan. A gravitational pull for manufacturing, American companies in
desperate competition, a ballooning trade imbalance and exchange rate difficulties
were all part of the Japan trade debate. In that case, U.S. fears proved unwar-
ranted, suggesting that some of the apprehension over China is overstated, but the
Japan debate lacked the security and human rights factors that make China’s
growth more of a challenge than the Japanese precedent. In retrospect, however, it
was not Japan’s growth that created problems, but the sluggish U.S. response. This
is a useful precedent in considering how to respond to the new environment.

The United States remains the world leader in the capabilities of its defense in-
dustries, in its investment in R&D, and in the size and skills of its scientific work-
force. However, China’s growth has raised apprehension over the erosion of the U.S
manufacturing base and U.S. technological leadership (upon which much of its mili-
tary superiority depends). Much of this concern stems from exaggerated or mistaken
notions, but the U.S. will need to adjust if it is to preserve current levels of security
and economic health. There is now some discussion on how to maintain techno-
logical leadership in an era of globalization. This discussion is interesting because
it looks at strengthening the U.S. rather than trying to restrict China.

Cochair WESSEL. Thank you. Ms. Praeger.
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STATEMENT OF AMY E. PRAEGER
DIRECTOR OF LEGISLATIVE AFFAIRS
AMERICAN SHIPBUILDING ASSOCIATION, WASHINGTON, D.C.

Ms. PRAEGER. Yes, thank you, Commissioner, and to the rest of
the Members of the Commission, I want to thank you for the oppor-
tunity to testify on behalf of the American Shipbuilding Association
regarding the U.S. defense shipbuilding industrial base.

The American Shipbuilding Association represents the six largest
shipyards which build all of the capital ships for the United States
Navy and 70 companies that manufacture various ship systems
and components and a membership list has been attached to my
written testimony.

The U.S. shipbuilding industry employs approximately 350,000
people. The core defense shipbuilding industry is comprised of the
six major shipyards and over a thousand companies that manufac-
ture major systems and components and these companies are lo-
cated across the United States.

Of the six major shipyards, two corporations, Electric Board of
General Dynamics and Newport News Shipbuilding of Northrop
Grumman, build the nuclear submarines and Newport News Ship-
building is the only builder of nuclear aircraft carriers.

Bath Iron Works of General Dynamics and Ingalls of Northrop
Grumman are the nation’s surface combatant builders. Avondale of
Northrop Grumman and National Steel and Shipbuilding Company
of General Dynamics build the auxiliary ships and Avondale,
Ingolls, and National Steel and Shipbuilding Company build the
amphibious ships for the Navy and Marine Corps.

If any of these shipyards were to close, it would result in the sole
source for a certain type of class of naval ships. For many critical
ship systems and components, there is only one remaining U.S.
manufacturer in business today as opposed to the 1980s when
there three or four.

For example, 80 percent of the Virginia Class submarine is com-
prised of components that are from sole sources. Production rates
are simply not high enough to sustain more than one company and
the companies that are left in business are struggling to stay there
because of low production rates for all classes of naval ships.

Since 1991, the major shipyards have cut their engineering and
production workforces by 24,000, and 120,000 jobs have been lost
throughout the manufacturing supplier base. It is estimated that
the shipyards will be forced to reduce their workforces by another
13,000 by the end of 2009 and 58,000 individuals are expected to
be displaced in the first tier shipbuilding supplier base.

Shipyards and even critical manufacturers could face potential
closure. The Department of Defense practice of cutting the number
of ships planned to be procured and delaying construction sched-
ules has caused major disruptions throughout the industry and has
caused unit prices to rise. Because there is no certainty, shipyards
are unable to plan their workloads efficiently, size its workforce to
match these workloads and have the confidence to invest in their
facilities and new technologies.

For more than a decade, the Department of Defense has been
procuring the lowest number of naval ships since 1932. Its average
is about six ships a year and again that’s just an average. The fis-
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cal year 2006 budget calls for the procurement of only four new
ships and is $3.2 billion less than the amounts that Congress had
appropriated for shipbuilding in fiscal year 2005.

Since 2001, the DoD budget has increased 28 percent, and this
excludes supplementals, while the naval shipbuilding procurement
budget has decreased by 33 percent. These low rates of production
have caused our naval fleet to fall to just 288 ships, a fleet that
is 22 ships below the 310 stated as necessary in the 2001 Quadren-
nial Defense Review.

If budgets stay on their current course, the fleet is expected to
be below 200 by 2015. U.S. law requires that ships and certain ship
components for our armed forces be manufactured in the United
States. The Department of Defense, however, has been working to
repeal and weaken these laws through legislative proposals and
through rewrites of Defense Acquisition Regulations.

For most ship components and systems, however, there is no law
requiring that they be manufactured in this country. Because U.S.
naval ships and their systems must meet the highest standards in
performance and survivability, U.S. Navy and the U.S. shipyards
have by in part relied on American manufactured equipment for
ships.

Major ship components, for example, must be shock-tested to
demonstrate they can survive enemy fire. These requirements
make American ships some of the most survivable in the world, but
they also increase the unit cost.

The ship construction standards were demonstrated in 2000 with
the attack on the USS Cole. If that ship had been built anywhere
else in the world, it probably would not have survived. Foreign
manufacturers for the most part do not meet U.S. design and con-
struction standards.

The reliance on U.S. manufactured equipment, however, is dis-
sipating in response to pressure from the Department of Defense
to open up competition to foreign sources and to lower military
specifications in an effort to reduce its costs.

DoD has been urging defense contractors to rely more on com-
mercial off-the-shelf systems rather than systems built for military
specifications. The emphasis on contracting with the lowest cost
producer is forcing all member companies of the defense ship-
building industrial base to source more of its materials, compo-
nents and systems from foreign sources.

Historically low productions for naval ships combined with in-
creased competition from foreign manufacturers is jeopardizing
American skill base and weakening the financial viability of count-
less companies.

Turning to China, the United States has watched the phe-
nomenal growth since 1989 when China essentially had no ship-
building market or shipbuilding industry for that matter. In a little
over a decade, these last few years, China has invested heavily in
its commercial shipbuilding and now is focusing on military ship-
building. Right now they occupy about third in terms of ship-
buillding for commercial behind South Korea and Japan respec-
tively.

What does this mean for the United States as we watch compa-
nies manufacturing in China and China focusing on the construc-
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tion of a blue water Navy to rival that of the United States? As
we start to lose the engineering capacity in this country and the
production skills to build our naval ships, it places us in a very
dangerous situation becoming reliant upon foreign sources.

For example, this is the first time in 50 years that the United
States does not have a new submarine design on the books. And
we are placing ourselves in the position of becoming dependent
upon—time is telling me it’s time to wrap up—how does this fare
for the United States? For the first time in 50 years, no new sub-
marine is being designed in this country, and that threatens the fu-
ture engineering capability of the United States.

Once the skills and engineering production are gone in this coun-
try and the companies that manufacture critical systems and com-
ponents disappear, they are usually gone for good, and it becomes
extremely difficult if not impossible to reconstitute, rebuild and re-
train and industrial base.

The United States will find itself dependent upon foreign
sources, namely China, for systems and components vital to our na-
tional defense.

The industry has a couple of recommendations:

The United States should focus on increasing our shipbuilding
budget to provide for stable production and predictability through-
out the supplier base and also to face the growing threat of China;

And DoD and Congress should require that naval ships and their
components be manufactured in the United States to ensure the
highest quality to sustain the shipbuilding industrial base. This
will assure America’s independence in determining its own destiny.

On behalf of the American Shipbuilding Association, I'd like
again to thank the Commission for the opportunity to speak before
you today and I’'d appreciate to answer any questions.

Cochair WESSEL. Thank you and sorry you had to rush. Your en-
tire testimony will be entered and I'm sure there will be a lot of
questions.

Ms. PRAEGER. Yes, thank you, Commissioner.

[The statement follows:]

Prepared Statement of Cynthia L. Brown
President, American Shipbuilding Association, Washington, D.C.
Presented by Amy E. Praeger
Director of Legislative Affairs
American Shipbuilding Association, Washington, D.C.

The American Shipbuilding Association (ASA) represents the six largest ship-
yards, which build all of the capital ships of the U.S. Navy, and 70 companies en-
gaged in the design and manufacture of ship systems and components. A member-
ship list is attached.

ASA welcomes this opportunity to testify on the U.S. defense shipbuilding indus-
trial base and the emerging threat of China. My statement will focus first on the
state of the U.S. shipbuilding industry followed by the build-up of the Chinese ship-
building industry, and conclude with recommended action by DoD to preserve Amer-
ica’s defense shipbuilding industry.

The U.S. shipbuilding industry employs approximately 350,000 people. The core
defense shipbuilding industrial base is comprised of six major shipyards, owned by
two corporations, and thousands of companies that manufacture major ship systems
and components. Of the six major shipyards: Electric Boat of General Dynamics and
Newport News Shipbuilding of Northrop Grumman build nuclear submarines and
Newport News is the sole builder of nuclear aircraft carriers; Bath Iron Works of
General Dynamics and Ingalls of Northrop Grumman build surface combatants;
Avondale of Northrop Grumman and National Steel and Shipbuilding Company of
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General Dynamics build auxiliary ships; and Avondale, NASSCO and Ingalls build
amphibious ships. The closure of any of these shipyards will lead to a single ship-
yard source for certain types of naval ships.

The map below shows the location of the shipyards and the first tier suppliers
earning at least $200,000.00 a year in shipbuilding revenue. This map of vendors
does not include second or third tier companies engaged in the manufacture of ship
systems.
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For many critical ship systems and components, there is only one remaining U.S.
manufacturer in business today. For example, 80% of the Virginia Class submarine
component manufacturers are sole source. Production rates are not high enough to
sustain more than one company, and the companies left are struggling to stay in
the business because of low production rates for all classes of naval ships.

Since 1991, the major shipyards have cut their engineering and production work-
force by 24,000 and 120,000 jobs have been lost throughout the manufacturing sup-
plier base. It is estimated that the shipyards will be forced to reduce their workforce
by another 13,000 between now and the end of 2009 and that an estimated 58,000
people will be displaced in the supplier base. Shipyards and critical manufacturers
face potential closure.

The DoD practice of cutting the number of ships planned to be procured and de-
laying construction schedules has caused major disruptions throughout the industry
and caused unit prices to rise. Because there is no certainty in naval shipbuilding
budgets and programs, the private sector is not able to plan its workload efficiently,
size its workforce to match a stable workload, or have confidence with respect to
facility and technology investments.

Naval Shipbuilding Budgets

For more than a decade, the Department of Defense has been procuring the few-
est number of naval ships since 1932. Annual naval ship production has averaged
six ships a year. The fiscal year 06 budget calls for the procurement of just four
new ships and is $3.2 billion below the dollars appropriated for naval shipbuilding
in FY05. Since 2001, the DoD budget has increased 28% (excluding supplementals)
while the naval ship procurement budget has decreased by 33%. These low produc-
tion rates have caused our naval fleet to contract to just 288 ships—a fleet that is
22 ships below the 310-ship minimum fleet requirement identified in the 2001
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Quadrennial Defense Review. The fleet will continue to shrink to fewer than 200
ships by 2015.

Naval Ship Construction Compared to Entire DOD Budget
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FLEET WATCH
Decline of the U.S. Naval Fleet

Foreign Sourcing of Defense Systems

U.S. law requires that ships and certain ship components for our armed forces be
manufactured in the United States. The Department of Defense, however, has been
working to repeal and weaken these laws through legislative proposals and through
re-writes of Defense Acquisition Regulations.

For most ship components and systems, however, there is no law to require that
they be manufactured in the United States. Because U.S. naval ships and their sys-
tems must meet the highest standards in performance and survivability, the Navy
and U.S. shipyards have by and large relied on American manufactured equipment
for ships. Major ship components, for example, must be shock tested to demonstrate
that they can survive enemy fire. These requirements make American manufactured
systems the most survivable in the world, but they also increase the costs of each
system. Naval ship construction standards were demonstrated when the USS Cole
was attacked. If that ship had been built in any other country, she probably would
not have survived. Foreign manufacturers, for the most part, do not meet U.S. de-
sign and construction standards.

This reliance on U.S. manufactured equipment, however, is dissipating in re-
sponse to pressure from DoD to open competition to foreign sources and to lower
military specifications in an effort to reduce costs. DoD has been urging defense con-
tractors to rely more on commercial off-the-shelf systems rather than systems built
to military specifications. This emphasis on contracting with the lowest cost pro-
ducer is forcing all member companies of the defense shipbuilding industrial base
to source more of its material, components, and systems foreign. Historically low
production rates for naval ship construction, combined with increased competition
from foreign manufacturers is jeopardizing America’s skill base and weakening the
financial viability of countless specialized U.S. manufactures that make up the de-
fense shipbuilding industrial base.

China’s Growing Naval Fleet and Shipbuilding Industry

While the U.S. is allowing our force projection naval fleet to decline, China is in-
vesting in building a blue water Navy to challenge the U.S. in the future, according



112

to defense and intelligence experts. China’s naval buildup began with China buying
submarines and surface combatants from Russia. Now China, after years of invest-
ing in her indigenous shipbuilding industry, is building advanced submarines, sur-
face combatants, and amphibious ships. If the U.S. allows our submarine fleet to
shrink to 33 submarines, which is the projection based on the current build to re-
tirement rate, China’s submarine fleet will be twice the size of ours by 2010. If
China expands her naval fleet by 12 ships a year, China’s Navy will surpass that
of the United States in 2015. While China’s ships are not as capable as those of
the U.S., the submarines and surface ships being built by China are advancing
quickly in technology and capability. China is building a new class of conventional
submarines, the Yuan Class. This class is a follow-on to its Song Class of diesel elec-
tric submarines. It also has nuclear submarines bought from Russia. It has begun
construction of a new class of destroyers as a follow-on to its LUHAI Class. This
new class is believed to match the air defense capability of the DDG-51 class.

The following chart illustrates the direction of the U.S. naval fleet compared with
that of China’s.

Do Numbers Matter?
China's Naval Fleet Overtakes U.S. by 2015
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In 1989, China had essentially no shipbuilding industry or marketshare. In a lit-
tle over a decade China has invested in its shipbuilding industry to become the
third largest builder of commercial ships behind South Korea and Japan. Today,
China has the capacity to produce 16 million deadweight tons a year and China’s
commercial shipbuilding marketshare is approaching 25 percent. The China State
Shipbuilding Corporation (CSSC) is investing billions in building larger and larger
shipyards in China in an effort to become the world’s largest shipbuilding country.
In June of this year, CSSC announced a $3.6 billion shipyard construction project
on Changxing Island. Once completed, the shipyard is expected to have the capacity
to produce more than 4.5 million deadweight tons (DWT) a year, making it the larg-
est shipyard in the world.

The United States does not rely exclusively on DWT as a measurement for capac-
ity. However, if you were to compare the number of ships delivered in a year,
Hyundai Heavy Industries of South Korea, presently the world’s largest shipyard,
delivered sixty ships last year. By comparison, based on declining orders from the
U.S. Navy, U.S. shipyards delivered an average of two ships per shipyard, though
the individual shipyards have the capability and capacity to build many more ships
per year.

China is also investing in its shipbuilding supplier base with the objective of hav-
ing the domestic capability to manufacture all ship systems, components and mate-



113

rials. Today, China has the capability to manufacture 40% of equipment for ships
domestically.

More and more manufacturing of ship components and systems will migrate to
China as DoD encourages foreign sourcing in its efforts to find the cheapest source.
This has already begun with regard to materials for naval components. The manu-
facture of entire components and systems will migrate to China in the next several
years under current DoD policy with respect to outsourcing.

Conclusion

Decisions made on the Navy’s shipbuilding budget this year and over the next few
years, will determine the physical capacity and the size of the shipbuilding skilled
engineering and production workforce of the United States. If China continues to
expand her shipbuilding base and naval fleet, it will take the industry this country
has today—at a minimum—to match this security threat. If the industry is reduced
further, the U.S. will have to reconstitute the industry if it is to counter the threat
from China. Reconstitution of facilities and the skilled workforce, if possible, will be
extremely costly and will take a decade.

America should learn from history. Great Britain is a recent case history lesson.
The once mighty sea power nation took an extended holiday in naval ship construc-
tion, and lost most of her industrial base. Today, Great Britain is trying to rebuild
a nuclear submarine, but has lost the engineering know how. We have sent 200 en-
gineers to England to help retrain them in the art of nuclear submarine design and
construction. For the first time in 50 years, no new submarine is being designed in
the U.S., which threatens our future engineering capability. The U.S., a democratic
country and ally of England, has been there to cover England’s back defensively.
China is a communist country with great ambitions to overtake the U.S. economi-
cally and militarily. There will be no one to cover our back when we lose our domes-
tic defense shipbuilding industrial capability and sovereignty.

Recommendations

1. The U.S. security requirement for naval ships far exceeds the fleet of today.
The DoD should increase and stabilize naval shipbuilding budgets at $15 to
$16 billion a year to provide for the production of 12 multi-mission combatant
and logistic support ships a year to counter the rapidly growing Chinese Navy.

2. The DoD and Congress should require that naval ships and their components
be manufactured in the United States to ensure the highest quality and to sus-
tain the U.S. shipbuilding industrial base. This action will ensure America’s
independence in determining its own destiny.
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Communications Company, DRS
Wyndmoor, PA

Corrosion Engineering Services
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Charlottesville, VA

Spiritech, Inc.
Johnstown, PA

Standard Nut & Bolt Co.
Fall River, MA

Survelliance Support Systems.,
DRS
Largo, FL
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Tano/EDI
Metaire, LA

Technical Services, DRS
Chesapeake, VA
San Diego, CA

Training & Control Systems, Inc.,
DRS
Ft. Walton Beach, FL

Turnbull Enterprises, Inc.
Baltimore, MD

US Joiner
Waynesboro, VA

U.S. Pioneer, Inc.
Tulsa, OK

VACCO Industries
South El Monte, CA

Village Marine
Gardena, CA

Waggaman Crane Services
Waggaman, LA

Warren Pumps
Warren, MA

Westwood Corp.
Tulsa, OK

York International
York, PA
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Cochair WESSEL. Dr. Howard.

STATEMENT OF WILLIAM HOWARD
CHAIRMAN, DEFENSE SCIENCE BOARD TASK FORCE
ON HIGH PERFORMANCE MICROCHIP SUPPLY
DEFENSE DEPARTMENT, WASHINGTON, D.C.

Dr. HowarD. Thank you, Mr. Commissioner. The subject of my
discussion this afternoon is a report by the Defense Science Board,
and advisory board, the senior advisory board on matters of tech-
nology to the Secretary of Defense and to the Under Secretary for
Acquisition, Technology and Logistics.

For some time, we have studied the high performance microelec-
tronics situation in this country, the Department’s future needs for
microelectronics and for the situation with regard to its supply. As
you probably know, microelectronics are our defining difference,
our force multiplier in military systems and in military operations.

Communication systems, intelligence base and support systems
all rely upon complex microelectronics as well as the weapons sys-
tems that they support. Many of those components are mission crit-
ical. If the component fails, the system fails. If the airplane crash-
es, in the case of advanced aircraft, the tank is unable to hit its
target, a whole lot of people can’t communicate with one another.

Early in the life of the integrated circuit business, DoD was an
important shaping force. It accounted for about 20 percent of the
business in the mid-1960s as a result of the Minuteman program,
but today that fraction has dropped to a very small fraction of the
total market, about one to two percent.

We have, the Defense Department has long had unique chip
needs which it has served by captive production facilities, in de-
fense firms and government agencies, but these have proven dif-
ficult and expensive to maintain at acceptable technology levels
and most of them have closed as a result of the cost.

As a result, the Defense Department and its contractors rely in-
creasingly upon commercial off-the-shelf components, and standard
ICs, called COTS and have reduced their dependency upon applica-
tion specific ICs or ASICs. And the move to COTS made a signifi-
cant improvement in our ability to field systems, our ability to get
replacements, and reductions in costs.

However, there is a residue of special parts that remains. The
study that we conducted basically looks at the DoD’s future in
microelectronic component acquisition and what the problems are
in the light of major restructuring in the industry.

Let me get down to the right portion here. The main cause of our
concern is that the industry is undergoing a significant restruc-
turing. When I entered the industry 30 years ago, 40 years ago, the
industry was vertically integrated. Each company manufactured its
own starting material, manufactured its own manufacturing equip-
ment, did its own design, produced its own circuits, packaged those
circuits and sold them, tested and sold them, and as a result, they
were completely vertically integrated.

With time, various components have become outsourced. First of
all, equipment, next of all, materials, then testing, then packaging,
then even in some cases selling because you rely upon representa-
tives and distributors in some cases. The heart of the technology
in the business was always taken to be the wafer processing part,
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the part that produces the chips that everybody talks about in their
computers and in their cars and in many commercial applications.

This part has been held as sort of the core of most companies’
semiconductor business, but the cost of building factories for such
chips has risen to a level where individual companies can no longer
afford that. The cost of leading-edge facility now is of the order of
$3.5 billion at the 90-nanometer generation of technology and as a
result there has arisen an industry called the foundry industry
which takes business from a collection of companies, produces chips
and sends them back for packaging, testing and so on.

The difficulty is that the bulk of this foundry business is located
outside the United States. The two largest companies in the busi-
ness, TSMC and UMC, are located in Taiwan. In third place is
Charter Semiconductor in Singapore and more and more of this
business is actually moving out of Taiwan and into China.

So this structure, restructuring is a good thing for industry be-
cause it reduces the capital intensity of the industry. On the other
hand, from a national security standpoint, where chips are mission
critical and involve sensitive information, sensitive designs, it is
not in the best interest, so we have a divergence of the industry’s
tactics and technology and manufacturing model and what is nec-
essary for the industry.

The fraction of what is called foundry business in this country
has now risen to about 25 percent, and that represents almost en-
tirely the leading edge. There are only three companies left in this
country who practice leading edge technology: IBM, Intel and
Texas Instruments, and only one of those will do business with the
U.S. Government because of the issues of security, the issues of
dealing with the Federal Acquisition Regulations and a few other
things.

Major problem. As a result, we are dependent on a sole source
within the United States or making these sensitive products off-
shore, which means that they are vulnerable to a number of prob-
lems including the same kinds of things that you see in software,
Trojan horses, worms, viruses and so on. And also that we’re vul-
nerable to changes in manufacturing process that compromised the
reliability of the circuits.

That said, our panel went to a number of recommendations. The
first recommendation we have is that the U.S. must be as produc-
tive a place to put high tech manufacturing facilities as any other
place in the world, productive in the sense that our cost of capital
is equal to the cost of capital anyplace else for this particular in-
dustry.

The reason that this business has moved offshore used to be
labor costs. It’s no longer labor costs. The critical issue is cost of
capital and other issues associated with locating plants in the
United States.

The second issue is that the Department of Defense does not
have a good idea of what its future semiconductor and integrated
circuits needs are. It has a general idea that it’s dependent upon
these things, but in fact contractors make most of the systems and
subsystems these days and the Department has not been able to
gather a sufficient vision to be able to plan for the future.
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Our third recommendation is that the Department needs to size
the demand that it has for circuits in the future. We know a cer-
tain number of those, but we have by no means done a complete
assessment of what our special technology/special applications
needs are for the future, and finally the Department needs to put
together an acquisition program which takes into account the need
for secure trusted and assured sources of integrated circuits.

In addition to that, the Department needs to begin to look at
working with the industry to redefine the manufacturing model for
integrated circuits. The industry has developed its manufacturing
model based on the production of very high volumes of commodity
products: microprocessors, memories, a whole variety of other
standards kinds of products. But as a result, it’s become prohibi-
tively expensive to make application-specific integrated circuits.

The cost of design on application-specific integrated circuit at the
leading edge today is about $26 million, making it prohibitively ex-
pensive to think about quantities that the Defense Department will
use. That requires a change in the manufacturing model. It re-
quires a change in the manufacturing equipment.

Next, we urge that the Department look at controlling certain
sensitive manufacturing equipment, specifically the design tools
where the U.S. is still in the leadership position.

Our next recommendation is that military systems should use
programmable software and hardware both, specifically hard-
ware—microprocessors, field programmable rays and other circuits,
digital signal processors—to simplify the design of systems, putting
as much in the software as possible and using commodity products
as much as possible.

And finally that the Department look very carefully at its unique
technologies, unique technologies such as radiation-hardened ICs,
special sensors, power and high frequency electronics, and counter-
tamper technologies in its development of defense integrated circuit
technologies.

This is a very brief summary of a much longer report. I regret
that there must be a Trojan horse somewhere in the computer sys-
tem and I was unable to display the slides that go along with it,
but that is the essence of our report.

Thank you very much for your time and attention.



121

asuaJja(] Jo Juswpedaq
ay) Jo spaaN Alpuno- pajsni|

Alddng
diyoouoi souewlopad ybiH
UO 82104 sk ] 9Sd



122

"pPaysIuIWIP AJBA S| SIBINJOBINUEBW [BIDJOWIWOD JOAO 8dUaNjul S)| —
(%2-1) llews s! }osiew jo aleys qoq ay} MoN —
'$955920.4d pue sjonpo.d o) 8240} buideys
juenodwl ue sem goQq Aisnpul D| 8y} Jo ay| sy} ul Ajeg .
'SOAI| WasAs Buo| Jano swnjoA Bulinjoeinuew
MO| pue asuodsal ¥oinb ‘sassasold abpa Buipes| aiinbal
Kayl ‘uieyqo o} 1sapiey ay) aJe sdiyd |eonLO-Wa)SAsS swog —
sJo}oweled ssao0ud a))gns uo puadap
sawnayl| Jusuodwod ‘Ajjeuonippy “saueslaApe Ag uoisiaAgns 0)
a|qndaosns ale sdiyo yong "sjuswale ubisap payisse|o Ulejuod
Jo/pue ,|eono-uoIssiw, aJe sjusuodwod SOIU0J}O8|90I0IW BUWOS —
S)SE} SUOIBOIUNWWOD
pue [euoneindwod xa|dwod ajpuey 0} sjusuodwod
$O1U0.J}09]90.0IW Xa|dwod uo Ajal ||e swa)sAs Joddns
pue aoeds ‘@ousbi||ajul ‘suoiBIIUNWWOI ‘suodeam UIBpO|\ —
— Jaldiinw 82104, S}l Se S2IU0J}08|80.101W
aouewJsopad ybiy uodn Juspuadep swooaqg sey qoq e

SOIU0J}08[80.01\ @ouewlIolad UbBIH pue oQ



123

sobueyd Abojouyos) pue ainyonas Alsnpul
Bulobuo Jo 1ybl| ey} ul sebus|jeyo uonisinboe Jusuodwod
2I1U0J}08|90J0IW 81NjN} S,oq saulwexs Apnijs siy|
‘uoljeslge} anbiun alinbal
leyl mw_mo_oc_._omu pue suolloun) _m_omaw JO sulewal anpisal Y —
swsa|qo.d ued juswadoe|dal
sasod ||13s 8yl walsAs Buo| Janemoy ‘1s00 palemol pue ubisap
waysAs dn pads pue paroidwi Apealb sey S OO 0} oA0wW 8y —
S92IAap 2160] a|qewwelbold pue
sjuauodwo? Jjays-ay] -4 |elodawwo)) uo ‘g|qissod se
yonw se ‘Buifjal Aq (sDISY) SO| woisno uo aouspuadap
JIay} 8onpau 0} }ybnos aAey SJ0}0BJIU0D S} pue qo(d
paso|o aAeY }SO|\ ‘|oAa| ABojouyos) ajqeydedoe
ue ]e ulejuiew 0} ®>_wcwaxm pue }Naiyip uanoud oAey 9say] —
‘salouabe Juswulanob
Ul pue suly asuaap ul saljljioe) uononpoud aAnded
Ag pantas — spasu diyo anbiun pey buo| sey o

uonisinboy
Jusuodwo) soIU0I}08|80JIN god



124

‘saljljigedes Asejljiw "S- N aulwispun o) Abajens
s.uoneu Alesiaeape ue Jo ydwniiy Jolew e paispisuod
uaaq aAeY p|NOM ]I ‘uonelbiw Ssiy) 0} payngLIu0d
Apuesijiubis jou sajels pajun ey} pey ‘yey} Jalyosiw Joy
saljiunuoddo yons aAey pue bBulyoeal Jey pue asianlad
0Ss aJe Bulnjonssal Ssiy) JO s}oaye |enuajod ay) ‘MaIA
AJlunoas |euoljeu "S'N B wol4 "sjuswuoliAus Bunesado
pue |ejided 1S09 JOMO| Y}IM SBLIJUN0I 0} S8)e1S palun
3y} wou} sanljigedes buunjoejnuew so1U01}08[90401W
|e211110 JO uonedojal ay) si abueyd Assnpul punos
9SIMIBUJO SIY} JO }INsal papuajulun auQ "bBulnjoniisal
punojoid e ojul ||am sI ‘ABojouyos) diysiepes| Asejjiw
ulapouw s eolswy Jo yonuw sailispun jeyy Ajjigedes
alemp.ey Jo Jaiddns ‘Aipsnpul SO1U0I08|90401IW BY |



125

€0/ &1991IN

gl
ey saoge e g vnposl g ey SERNTERRTTRAT]

R

A ippncham! § g E kil i [ i e e i o 3
L il e L e e L s e ]
Ilﬁl.lhlﬂ.! ETE LA R SR R L
H.l_n_l.l... lii‘g_!}!i

) _vairein prein,, e d g s mop v ey ey [Tus e
L e pirnilline ) mp anpm sy SERESTEACR GO v

by Sy i) ) O s aepkle g g Smeit oy Sl

¥ T O T G i [ Sl ] AL o R e 3 e

W FUA 1SR G N R [ S 6] LAkl e o
viny i SERRS] S F G 1SS SRS o A s

STLLIARLYY ST 0K L R S0 LT

I LS L TLL G0 TY AN

ELSTFTIN W] LW AT IR THL S0 S350 LTS W0 WY S0

Y. ..y A ‘mmw

ABajens unaun
pajeiBeju| sesuajeq
E JOJ m:___m“_ QLU2LL
E a]lim O ZUMOC]OAA
433023sd43d

pa| jealy] siyL



126

Qﬁ%ﬁmﬁ

O AL R 5 T TR () P o
A g yora G B, -.__.E-_.H_rt.__..sl.l._l_t.r-uitt___._ ._.s_.&__:-t.._.-._.ﬂ.
Al Sogs o T
o | LTI, Ry e EE-‘E—!;{-
ey Ay o e AR Mg B S J Loy aapo sy Sndo PoTROH
gy ] ] TLnp] i s ._n.l!al.._.....l___.__u.__.____l._llu{

T e 1 sl
‘‘ ﬁ!lui I-I..E-._-_.._ﬂ_l.‘u._.-_-._.i
‘moaranbiry | by e sy i) da oy masim o RN R
v Cpldon 3 Eop
L B e o v B sy cmelly pom s o pEEN0N ) Ry
e g sy e g e L i Sl e | LR
P Py cimba s e g s b )
) ke pasy e
poasd o ol ke e (] 4" :.i.:.ﬂ. .E_-.la.u_l!&-._-i. i mal
&1 i T
o o amgens b ey e O Pt L) 2 5 e s 0 tpacy
it i p | S N R L e Tnmop P gy

e K
a7 ST e [0 S R P (T ORI MG A P L ST
o vampaaid 1 P w Py i i gy ) SRR QIEREY T

g g
T el S S Wb Fur
Aoy “anoge ) perdr) o iy mep ey i’..!m




127

Juswisanul |eyded
Uo sulinjal Ja)laqg yonuw Jo) puellsp 18y)Jew pue salbojouyos) pasueApe
ainjoejnuew o} paJinbal JUSW)SAAUI Ul S9SBaIoUl Onewelp AQ UBALIQ —

Bulinjoejnuew }N0 JOBJJUOD Jey} sully Sso|gey, mojloy Aq
paoe|dai Buiaq A|pidel s1 Auedwod pajelbajul Aj|eoiluaA |eoIsselo ay |

:A11snpuj Jojonpuodiwag ay| uj
Aemiapun |19\ 81y sabueyn Jole| |eianag



128

VIS :024n0S
Ansnpu| 's'n % —e— Soles ssa|qed 's'n |

¢0. 10. 00, 66, 86 L6 96, S6. ¥6. €6, 26 16, 06, 68 83 /8, 98, G8.

%0 1 ! ! ! ! | ! ) ! | _E_[_[_[_ﬂ\‘nc
%C Z
%b - — \ ¥
c\eo T (N \ : Q
T kb\?l.|o\o\

T ——g 8
%01 \

0L

werd| || | L \\

%l - \r/o\ 4}
%9l Q\\ L
%81 9l
aleys % suolg $

Ansnpul ayj Jo uoiuod ABbojouyos) ssasoud
Buipes| ay} ul }sebuouis sI puald) ay] -Ansnpul diyo ‘SN
ay} Jo 9%9| 01 umolb sey |apow ssauisng Alpunoy/ssajge) ay |




129

suolenjon|} ssauisng
WLI8)-10YS JO }Nsal B Jou ‘YIys [enjonuis e si siy) — 002
Ul pJEMUMOP PaNuUOD puaJ} SIy) Jey) aie suoneoipul Alzeg

VISISVOIS 0in0s.

910> | dzgo> |dzo> |rgo> deo> | fpo> obp3
Buipea

€002 200C 1002 0002 6661 8661

%02
%ZZ
%z
2 %92

%82

AN %08
%zE
- %ve
/\4/0\ L %oe

%8€

‘Aloedes Bulinjoejnuew Joyonpuodiwas abpa Bulpes|
ul Buije; sainypuadxe |eydeod jo aleys s Anisnpul ‘SN



130

SOAIJUBOUI JuBW)SaAuUl [eyided Buoais Bunuediem ‘quenodwi Ajjeoibajel)s
aJe S8l)SNpul JOJONPUOIIWSS SAIJBU ey} SUOISIOap |euoeu AQ UusAlg —
MmoJ|o} 03 Buluuibaq si ubiseq —
paysi|geise-|jom Apealje Bunse) pue Buibexoed —
alodebuig pue euly) ‘uemie |
0} Ajisow ‘peolige Buirow si Ajoeded Bulinjoejnuew aAlsuadxg
TUEUNSEAUL [IFTI61E0
166 USNUIJGI PUEUIEDR 1&8UEUT RUE SeI6G[GUUGET [HEGUEANRIE
U G pEInbe) UEUNGE/AUL Ul S&GEEInUl GNEUIEID 6 Usnlq —
GUUNISEINUEDT NG 15EJ1U6S 12U UL S58(GEL, 1G] /G
REGE[GES HUIEG APIGES &1 LUEGUIGS [ETEILEIUL L[[E5IUEN [EII5EEG U

:Aljsnpuj Jojonpuodiwag ay] U
Aemuapupn |19 81y sabueyn Jolely |elenss

o culmel Je
[t

£JnineEing

[



131

HO3LYW3S |euoneuidyu| :82i1nog
*qej uononpoud e uey) Ayoedes Jomo| yonuw e je ajesado yoiym
‘sqej @9y apnjoul sainbly asay]  "aAleINWND S| Sqey Jo Jaquiny :dj}oN

_ uedep apisjno eisy —y— adoiny —@- uedep g .w.:|0|_

3500¢C v002 €00¢ ({11114
: : : v %0
2l b \”\\l
- iu/o\\\\\\\\\\\\q %01
e S z
9
v %02
€l %0€
8
%0%
st
sz \«I«\\\\\\\\« 8 %08
— v AIIIIIIIIIIII#
Ayoede) jo o, %09

Sjue|d uoljeouqe J9jep ININOOE



132

N L$ uey} aiow s| suoje ‘}8s ysew ay |

IN9Z$ AleoidAy aue sysoo BuidAjojoud pue ubisep [ejo |

siseq Jun Jad e uo aAlsuadxa AjAniqiyosd Buiwoossq

ale sD|SY, ABojouyos) peoueape ‘awnjoA Bulnjoeinuew Mo

SEANUELUL TUEUIGEAUL [EH6ES HUGIHS BURUEIEM TUELGGUI L[EaIheizdis

21 CRUIEANRUI JGIGNPUGSIUIES &A1Y 112U SUGISIGER [UGHEU A6 UsllG —
Mo)G1 Gl Guluibea el ublceg —

[EUGIGEISE-[EM ApEelE Gunes: puE BulhiEioe 1

\\L

m

T_OO_\DC_W DUE TZUNUS "UEME |

61 A[156U) "prEIGE LBUIAGUS &1 [I5EGES a::_,_S EINUEU EAISUECY S

TUBUISEAU] [F1I01E5

U6 SUINIES JEIIRG UGN J6] RURWIER 183U pUE SeI6G|6UULET REGURANE
RINISEINUEY 6] pRINGE] TURUNSEAU] Ul SESERIGUN S[EUIEIR LG Usnlg —

D:_:v_u DIEINUEUT ING 191U 1201 GUIT

Ji SEEIGEL, IM0[[6U /G
[ESE[GE) LUIEG LpIGES & LU EGUI6S 3 [EIE Jhe

i \:_u;_:l, [ZOI=CE0 U]

:Alsnpu| J010npuodIWBS 8y | U|
Aemuspun [I9M 81y sebuey) Jolel |elanss



wngoo'0M wWneo0d wWnEgL'0m wnglL'ol wngg o

0

S0

133

Sl

-
SUuoljiliN ut stejjog SN

S1S0D) YSEe



Several Major Changes Are Well Underway

In The Semiconductor Industry
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The rapid rate of technology change quickly makes chip designs

obsolete
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Panel V: Discussion, Questions and Answers

Cochair WESSEL. Thank you, and again we apologize for the
brevity of time. We know that all three panelists’ knowledge of the
issues is extensive, and we hope to benefit from it in Q&A as well
as in the long term.

Commissioner Reinsch.

Cochair REINSCH. Thank you. Yes, thank you all for excellent
presentations. Dr. Howard, I had the opportunity to see your charts
and I appreciate your making them available to us in hard copy.
Maybe we can get them electronically at some future point if that’s
okay with you.

First, a question for Dr. Howard. Your report notes the impor-
tant role of university and independent labs in major technological
shifts. Advanced semiconductor manufacturing depends on a close
link to strong R&D capabilities. Do you think the Defense Depart-
ment is investing enough at U.S. universities in basic research re-
lated to the semiconductor industry?

Dr. HOWARD. The Department’s investment in what is called 6.1,
which is basic research technology, has fallen dramatically since
about 1985. It’s fallen for several reasons. One is that there has
been a disassembly of many of the long-term research capabilities
in the services and, secondly, DARPA has focused more on specific
defense needs and less on basic technology.

There have been good reasons for doing this because there were
important problems that the department faced, but we now need
to go and be sure that the universities and the independent labora-
tories are in sufficiently good shape that they can continue to con-
tribute to this business the way they have in the past.

Cochair REINSCH. Do you think the Defense Department has fig-
ured that out and has a plan to do that?

Dr. HOWARD. Saying that the Defense Department feels one way
or the other is like saying that Congress feels one way or the other.
There are certainly many people who have figured this out. There
are a few people who are still learning it.

Cochair REINSCH. Well, I hope the former group is better placed
than the latter group.

Second, also, Dr. Howard, each time I review the report or hear
the presentation, I can’t help but come away with the view, and
I've raised this with you previously, that an answer to a lot of these
problems at the end of the day is inevitably going to be some sort
of government-owned or government-subsidized facility, particu-
larly if you want trust and assurance in your product, and you
want to be able to observe or control, if you will, every step of the
production process.

It seems to me that automatically leads you to some kind of gov-
ernment-owned facility. Am I wrong about that?

Dr. HOwARD. There are several possible answers, of which that
is one. A government-owned facility would be extremely expensive
and would be very difficult to maintain at the leading edge of tech-
nology, not only because of the investment involved, but because of
the ability to attract the right kinds of people.

The government doesn’t issue stock options and things like that
which are frequently incentives to go to work for high technology
firms. I think a better answer would be a partnership between a
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company or companies and the government to maintain a factory,
which would partly serve the needs of the government and also
have the discipline of the commercial marketplace to maintain
itself at the cutting edge of both cost and technology.

The other possibility, which is the one that we have specifically
outlined in this report, is to develop a manufacturing model that
is considerably less expensive for products that run in low volumes
and low numbers of parts.

The technology the industry uses produces very low cost parts for
hundreds of millions of units. It unfortunately doesn’t do well at all
if you want a thousand or 10,000 of them because the fixed costs
are so high.

We think there are ways to get a significant amount of those
fixed costs out and that that technology can be developed in a rea-
sonable period of time. One needs to leave several options open.
The trusted foundry program that the department has developed
with IBM, in fact, 1s a partnership between IBM and the govern-
ment to be able to manufacture a certain number of leading edge
application-specific ICs per year.

There are risks in that because we are dependent upon a sole
source. There are risks in it having to do with the ability of IBM
to keep up with the leading edge of technology. These are ineffable
risks, hard to quantify, but I think one needs to pursue several
courses of action in this—redefine the manufacturing model, look
at a facility capable of making these special circuits that the gov-
ernment needs and probably in connection with the commercial
firm or firms.

Cochair REINSCH. Thank you. Dr. Lewis, I've run out of time so
I won’t ask the question.

Cochair WESSEL. Please. Go ahead for just a minute or so.

Cochair REINSCH. Well, just one question. You have it in your
written testimony, but you apparently didn’t have time to get it in
your oral testimony. Could you just say a few words for the benefit
of the Commissioners about visas, business travel, student travel
and the role they have on innovation and the other problems that
you talked about?

Dr. LEwis. Certainly. One of the areas of strength for the U.S.
compared to other countries is the strength of its research univer-
sities, and preserving these research universities as leaders in the
world will be a key for continued economic and military strength
in the United States.

Foreign students contribute to this. They contributed in two
ways. First, they usually paid full fare and very often you had a
case where a foreign government was subsidizing U.S. research. I
think that’s a good outcome.

Second, they populated the programs and contributed their ef-
forts to U.S. research programs. In the past, they were more likely
to stay here. That’s declining, but the first two factors remain im-
portant for keeping our universities strong, and to the extent that
our visa programs undercut this, it’s damaging to our technological
leadership.

Cochair REINSCH. Thank you. Thank you, Mr. Chairman.

Cochair WESSEL. Commissioner Becker.
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Commissioner BECKER. Thank you, Mr. Chairman, and I want to
thank our participants here although I'm going to make my com-
ments directed at the testimony and the industry that Ms. Praeger
represents.

Everything that’s listed in here is those are Navy yards; aren’t
they?

Ms. PRAEGER. Predominantly, sir, yes. We do have Avondale and
NSSCO do some commercial work.

Commissioner BECKER. Could you tell me roughly how many
American flags are turned out on other than naval ships a year in
the United States?

Ms. PRAEGER. I can’t speak to the American flag issue. I can
speak in terms of the actual construction. All of the capital ships
for the Navy are U.S. built. However, we’re facing a problem with
an auxiliary ship issue. It’s been going on for a while and legisla-
tion has been offered this year. It was offered last year, and it’s
been reoffered this year, to limit the leasing of foreign-built ships
by the Department of Defense.

Presently, DoD is in engaging in a practice, and this goes to the
circumvention and weakening of the U.S. defense acquisition laws
requiring that U.S. naval ships, anything for the branches of the
military be built in this country.

Commissioner BECKER. Excuse me for interrupting. Right now,
the United States leases foreign ships for their own use.

Ms. PRAEGER. For their own use and the leases are for 59
months, and I won’t go into the details as to why they’ve structured
it that way. But they’re leasing some of these vessels for upwards
of ten years. Most of these vessels are South Korean built and they
are commercial ships that have reached the end of their commer-
cial life or have already realized their capital investment, and they
are being leased to the United States government for auxiliary sea-
lift needs.

Commissioner BECKER. The reason I'm asking this is the Kuwait
war, the first Iraqi war, the United States had virtually no way to
transport the troops and the supplies to Kuwait. In that area, we
were defenseless.

We called a war and didn’t have any way of getting there. We
had to beg, borrow and steal flags from other countries, some of
them friendly, some of them not friendly, everything that we could
get together in order to deliver; is that not correct?

Ms. PRAEGER. That’s correct, sir.

Commissioner BECKER. So the reason I'm raising this is I think
this is critical for what we'’re talking about, that the United States
has to have the ability to deliver what it starts. I wanted to point
that out. We’re not producing the ships that would go under com-
mercial flags or United States flags for this purpose, and this is
something I believe that we should look at.

Ms. PRAEGER. Yes, sir, and that’s what I'm speaking to in terms
of the leasing and the legislation that’s been offered is to limit it
to no longer than two years for a foreign-built ship. It’s to encour-
age domestic production.

The Department of Defense, by engaging in long-term leases of
foreign built ships, is showing that they need these vessels. The ar-
gument comes back to being don’t circumvent acquisition laws by
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finding a loophole. If you need the vessels build them here, keep
your industrial base viable, and keep your skill places in set.

Commissioner BECKER. But we'’re really not doing that?

Ms. PRAEGER. No, we’re not, sir.

Commissioner BECKER. The other point I wanted to raise, and
you’ve touched on this lightly, is the skill level that’s involved in
the six Navy yards where we produce nuclear submarines, where
we produce nuclear aircraft carriers.

Incidentally, I believe I'm correct that Newport News is the only
yard that produces the nuclear aircraft carrier.

Ms. PRAEGER. Yes, sir.

Commissioner BECKER. I'm going to give you some figures and I'd
like your comment. Newport News was in danger of closing down.
It takes congressional action in order, obviously in order to start
a carrier or nuclear submarine. If that action hasn’t been com-
pleted there on the thing, the workers are sitting there with noth-
ing to do, and it was in danger of closing down.

The estimates that were given back to us by the Navy at the
time are that if a yard closed down and the workers were dis-
sipated throughout the United States or wherever in search of em-
ployment, gone from the area, what have you, that it would take
15 years to rebuild that skill level to build the nuke submarines
and the carriers.

Would you have a comment on that?

Ms. PRAEGER. That’s an excellent point, sir. It’s the danger that
we are concerned with every single day and the fewer ships you
build, the fewer people you can keep employed. The fluctuations
within budgets and year to year and the shipyards not knowing
how many workers they need to keep and if they’re going to have
a surge that they need to hire back, your point is well taken, that
these are very highly skilled, both engineers and production work-
ers, and it takes years to train to the level to be able to build naval
ships.

These workers, for example, a highly skilled pipefitter, if he’s not
going to know if he’s going to have a job from year to year based
upon fluctuations and the production workforce and production
workload, he’s probably going to the private sector to another in-
dustry to find something with more stability.

So then the shipyards are placed in dilemma, do we try to entice
him back with the uncertainty that he may not have to go through
the same situation of finding other employment in awhile, or do we
find someone new, train them up and then again face the dilemma
of the fluctuation.

That’s part of what the concern is with the industry, is we don’t
have the stability and with the Navy building fewer and fewer
ships, it becomes difficult to retain and ensure that you’re going to
have that workforce needed and not be in a position of not having
the skills when a dire situation arise where you're going to have
to rebuild.

Commissioner BECKER. I see our time is up, but I'd like to make
a summation and see if this is correct; that it’s essential that the
Navy planners, the Department of Defense, get some kind of an ac-
curate time schedule and work with the shipyards in order to see
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that there is a constant flow to be able to meet the demand. Is that
fair?

Ms. PRAEGER. That’s exactly right, sir. It’s the unpredictability
and I'll be happy to provide this information to the Commission.
We've done an analysis based upon the future years’ defense plan
for the last several years of the Navy’s shipbuilding plans, and the
out years always look wonderful, they’re very robust, very healthy.

But when those years start to become closer and closer, the num-
ber of ships they plan for go in half if not to one-third, and it’s very
difficult, not just for the shipyards but for the companies that man-
ufacture all the systems and components to be able to plan accord-
ingly, and of course, the number of ships, the fewer there are, the
more the price is going to increase for the various components and
systems.

Commissioner BECKER. I have one last question that I would like
to submit to you in writing and you can take it with you.

Cochair WESSEL. We may have time at the end for another
round. Commissioner Mulloy.

Commissioner MULLOY. Thank you. Dr. Howard, thank you for
spending some time yesterday, and I'm not going to quiz you today
because I want to go ask Mr. Lewis a question.

Mr. Lewis, in response to a question from Commissioner Reinsch
about visas, you indicated that it’s helpful because the foreign gov-
ernments are, in effect, subsidizing some of our R&D. But then you
added that the students staying in this country are in decline. Are
Chinese students staying in this country in decline as well?

Dr. LEwIs. Yes.

Commissioner MULLOY. From the PRC?

Dr. LEwis. That’s correct.

Commissioner MULLOY. Part of the process then is you're moving
your own industrial base to the people who are making the goods,
and we should be happy that we’re getting subsidies with all these
cheap goods.

Of course, we won’t have any capacity or good jobs for our own
people after awhile. I think it’s the same thing in this visa area.
I think there’s a problem here. When we take all these foreign stu-
dents and the National Science Foundation gives them grants and
then they go home and we don’t have our seed corn and our own
kids able to make this stuff, I think that’s a problem.

Secondly, Tom Friedman in his book The World Is Flat, I believe
on page 235, refers to the fact that American students sometimes
go into a class taught by these foreign instructors and can’t under-
stand the class and maybe get discouraged from staying in those
studies.

So I think this issue is more complicated than the discussion that
you originally had with Commissioner Reinsch. But that isn’t the
key point I want to talk about here. You say in your prepared testi-
mony that our market oriented approach emphasizes private in-
vestment and decisionmaking appears to be more effective than say
Japan or Europe, but then you say confidence in this laissez-faire
approach can be difficult to maintain in the face of the rapid
growth of China’s tech industries, and then you describe the fact
that China had a national strategy to build a high-tech economy
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called the 863 Program, and that this program was designed to
move China up to a high-tech economy.

Of course, you want to be high tech because that’s where the
higher value added income, jobs, industrial strength, national
strength come from.

CSIS has done an enormous amount of good work and Kurt
Campbell was an early participant in this Commission’s hearings
and we thank you and them for all they've done. Has CSIS done
any thought of not industrial policy because that’s out of favor, but
a national competitiveness strategy? Are we thinking what is hap-
pening to us and what we ought to be doing about it?

Dr. LEwis. We have done a little work on that, Commissioner,
and I'd say as in some of the earlier remarks that we’ve heard from
both the Commission and from some of the panelists, the U.S. re-
mains innately superior. We retain strong competitive advantages.
These advantages face new pressures. We're in a much more com-
petitive environment.

We see the risk of some erosion, and there are things the U.S.
could do. You had the earlier discussion of industrial planning—it’s
not industrial planning, but there are areas where we could
strengthen or accelerate our ability to be economically competitive,
and we have done a little work on that. I'll be happy to send it to
you and the Commission.

Commissioner MULLOY. Is CSIS doing work in that area of na-
tional strategy of competitiveness or how to compete in a global
economy?

Dr. LEwis. We are doing a little work in that area. To date it’s
focused on two elements. The first element would be the question
of how do you build trust in a global supply chain? The second
would focus more on strengthening innovation, strengthening basic
research. As Dr. Howard noted, basic research investment has fall-
en in the U.S. in the number of years. This Administration has
done a good job in increasing the level of R&D, but it has not in-
creased it in some key areas, and if I were going to summarize this
for you, I would say that the country with the most physicists wins.
All right.

And currently that’s us, but if trends continue, that will not be
the case in five or ten years.

Commissioner MULLOY. Thank you very much.

Cochair WESSEL. Commissioner Dreyer.

Commissioner TEUFEL DREYER. My question is for Ms. Praeger,
who mentioned that for the first time in anybody’s memory, there
is no new submarine design on the books. The last one, as you
know better than I, is the Seawolf, which was extremely controver-
sial, with some people arguing that we should build it at all be-
cause it’s so expensive.

What would you reply to people who say, “given the fact that no
country that is liable to be the enemy of the United States is any-
where near the United States in its ability to deploy sophisticated
nuclear submarine technology, why are we spending the money on
this?” I guess the only argument that comes to mind, and it’s not
a bad argument, but it may be the only argument, is that other-
wise the U.S. will lose the capacity to produce advanced sub-
marines.
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I have a second part to this question. Is there any hope of getting
around the anti-diesel electric submarine lobby in the Navy so
America can start building diesel electrics again? This actually
might make more sense in terms of certain battles the United
States is liable to have to fight.

Ms. PRAEGER. To respond to the first part of your question, in
terms of their not being an enemy that’s deploying submarines,
China is investing heavily in its submarine capacity. They started
by buying submarines from Russia.

Commissioner TEUFEL DREYER. Yes, kilos.

Ms. PRAEGER. Yes. And now they're working on building their
own from scratch designs, and their goal has been submarines be-
cause they understand how essential they are to a blue water Navy
and that’s stealth. You can see what’s on the horizon when a fleet
comes in, but you don’t know necessarily unless you have incredible
sonar capabilities what’s underneath.

They know that while their technologies may not be as advanced
as ours, submarines are the answer in terms of being a threat to
the United States fleet. I put in my written testimony how they’re
focusing all of their efforts on submarine technologies right now,
and will most likely if they stay on their present course surpass
our submarine fleet in size by 20 percent.

Commissioner TEUFEL DREYER. I read that, yes.

Ms. PRAEGER. I guess to talk about the second part of your ques-
tion, the shipbuilding industry responds to whatever its customer,
the United States Navy, wants. It really is the focus and while nu-
clear is much more expensive, we will respond to whatever our cus-
tomer wants.

I know the Navy has been investigating alternative sources, al-
ternative designs, and that’s something that is ongoing and it just
depends on what their response is from a national security stand-
point that in due course the industry will satisfy.

But it’s essential to keep the skill base and you mentioned the
Seawolf program. We’d like to bring up the industrial base of that.
That program was terminated after three submarines and it nearly
destroyed the U.S. submarine-building industry because companies
overnight found themselves with components that suddenly were
not going to be purchased or produced.

Commissioner TEUFEL DREYER. Okay. If I could just follow up on
that one. What do you say to people—what I'm doing is asking you
to help me out; 'm on your side on this one, but help me out—to
people who say, “Look, the last DoD report on the military capabili-
ties of the People’s Republic of China said it will be 20 years before
they catch up with us in technology.” What do you say to that?

Ms. PRAEGER. In all fairness, I'd like to allude to what was raised
briefly with the other panel: that the intelligence networks are now
admitting they don’t know what China has. And you need to be
better than your enemy, to, in other words, be prepared for your
enemy, and we had the opportunity to review a report that was
done by Congressional Research Service where defense intelligence
analysts had admitted that when they were reviewing satellite
technology, they noticed a submarine under construction in
China—under construction—that the United States believed was
ten years away from even being developed.
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We have got to begin focusing on the threat. They know what we
have. We don’t know what they have, and that’s that danger that
we have to be prepared for.

Commissioner TEUFEL DREYER. Thank you. This has been a big
help to me.

Cochair WESSEL. Commissioner Donnelly.

Commissioner DONNELLY. Thank you, Mr. Chairman. I would
like to ask a series of rather brief questions to everyone beginning
with Ms. Praeger. Is it fair to say that there’s a fundamental mis-
match between what the Navy is willing to support budgetarily and
the current size of the shipbuilding industry? That there’s a mis-
match between shipbuilding budgets of something in the nine to
$11 billion range in a program that would cost something like 13
to $15 billion per year?

Would you accept that estimate of the differential?

Ms. PRAEGER. That would be correct, sir.

Commissioner DONNELLY. In that case, isn’t there an argument
to be made that there’s an excess of shipbuilding capacity not only
in terms of the number of yards, but also in terms of the utilization
rates of the yards that currently exist?

Ms. PRAEGER. Our yards have the capability to produce much
more than they presently are producing. With understanding the
changing dynamics of the world and after the Cold War, the largest
naval threat to us was diminishing in size, and so, of course, just
with every aspect of the defense of this country had to scale to
match the new global threat.

China is investing so heavily in building a Navy that is designed
specifically to take on the premier naval power of this world, which
that is the United States. They are understanding that sheer num-
bers matter in a battle and not only in a battle but protecting sea-
lanes of commerce. They are building a naval fleet that cannot only
be a defensive threat but to be offensive and serve as protecting its
commercial interests abroad and its commercial sea-lanes.

So from the industry standpoint, we feel that the United States
does need more ships, but you always need to make sure you main-
tain that industrial capability, that skill set, that knowledge, those
components, because we are seeing China building to such an ex-
tent that they are going to pose a threat; if not a direct threat, it’s
going to be a force that is going to be out there, and we feel that
you need to make sure the United States maintains the capability
to be able to respond to any threat that may come.

Commissioner DONNELLY. I would certainly agree with all that.
But just as a matter of American defense industrial policy, aren’t
we at the point where we either have to, particularly when we'’re
coming down as you suggested in your testimony, to questions
about whether we go to sole source yards for particular classes of
ships, that we have to make a choice either to significantly increase
the shipbuilding budget or to reduce our capacity and there is real-
ly no other way to slice that any further?

Ms. PRAEGER. Well, the danger with going to the sole source is
reducing competition. Right now, as I mentioned, with the excep-
tion of the aircraft carrier, there are two builders of submarines,
two builders of surface combatants, two amphibious, two auxiliary
builders.
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If any one of those goes away, you're going to be placed in a situ-
ation of sole source, which, of course, prices are then going to rise
even higher than they are now, which then the threat becomes De-
partment of Defense saying let’s go foreign for everything.

Commissioner DONNELLY. Well, considering we’re paying a pre-
mium for under-utilization of the yards that we have now—in other
words, we only build one submarine per year, so we're paying the
overhead on maintaining two yards’ worth of capacity but only
using it, and given again the under-utilization of the yards we
have, we're paying a heck of a lot of overhead for the number of
submarines that come out every year.

Again, I believe the solution ought to be to build more sub-
marines, but we’re caught on the horns of a particularly difficult
dilemma where we have, again, an industrial base that was struc-
tured and then ordered to maintain a far larger fleet than we cur-
rently have. What’s really skewering the Navy is the disconnect be-
tween the industrial base and its actual budgetary levels. Is that
fair to say?

Ms. PRAEGER. That’s an assessment, but then the argument that
we like to pose is that if you increase production, increase your pro-
duction throughput, your prices are going to fall, and then it makes
the ships more affordable for the Navy.

Commissioner DONNELLY. Sure. The unit cost will go down, but
the overall number, again, has to go up by four or $5 billion a year
in order to maintain the fleet size that would maximize efficiency.

Ms. PRAEGER. We're overcoming years of under-investment to get
where we need to be.

Commissioner DONNELLY. I would agree. Similar questions for
the other two panelists in this regard: Isn’t the fundamental prob-
lem whether it’s 6.1 and early levels of S&T investment by the De-
partment or the particular problems of unique chip manufacturer,
that troubles of the industry and the dilemmas that they find
themselves in are mostly a reflection of declining DoD top line over
the past ten or 15 years?

In other words, everybody’s pie has shrunk and, consequently, re-
search and other engineering capacities that again reflected Cold
War levels of spending are simply in excess of what current pro-
curement and research budgets can support?

Dr. HOWARD. Why don’t you go ahead and I'll follow after.

Dr. LEwis. Let me talk briefly about the research budget issue,
which is that funding for research has gone up. What it has done
is it hasn’t gone up necessarily in the areas that are of greater util-
ity to the military. The bulk of our research funding now goes to
the life sciences. It goes to medicine.

There’s a number of reasons for that, but the result, and of
course it’s very valuable to have them go there, but the result is
we're underfunding things like physics, computing, engineering,
material sciences. In large part, that is, in part, that is a reaction
to the end of the Cold War. We might have been a bit too quick
to cash in the peace dividend. But it’s also this investment prior-
ities or what I would call misallocation of investment priorities.

We spend more than any other country in the world on R&D.
R&D has gone up. What we need to do is think about if we want
to shift where we spend that money.
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Dr. HOWARD. The decline in research and development, the re-
search side of, university side of the research issues really started
about 1970, well before the Cold War ended, and was a reflection
of the focus on nearer term issues within the Department of De-
fense and, in fact, an industry.

Universities historically have been the place where a single fac-
ulty member with a group of graduate students can pursue an idea
regardless of how countercultural it may be within the field, to the
point of determining of whether it works or doesn’t work and
whether it has utility or not.

That part of it has, if you look at the total national investment
in basic research, more and more of this has shifted to use-fo-
cused

Commissioner DONNELLY. Engineering development things.

Dr. HOWARD. Yes, relatively short-term engineering development
and less on the more exploratory part and that’s where we’re begin-
ning to—we’ve been drawing water out of the research results well
for a long time, and we haven’t been putting much back in it. And
the cistern is getting a little low.

Commissioner DONNELLY. I see my time is up.

Cochair WESSEL. Thank you. Commissioner Bartholomew.

Commissioner BARTHOLOMEW. Thank you very much, Mr. Chair-
man, and thank you to our witnesses. This has been a very inter-
esting panel. Dr. Howard, what are the implications for the United
States, for us, if the Chinese take over Taiwan given the foundries
that are in Taiwan and the chip manufacturing capacity there?

Dr. HOwARD. Well, what it means is that there potentially could
be a different set of access rules applied to those foundries than we
have had in the past. One can’t say for sure because China has
adopted in the case of Hong Kong the one-country-two-systems phi-
losophy in an attempt to maintain Hong Kong as a model for com-
mercial development or for business development, so one can’t spec-
ulate in the case of Taiwan exactly how they will apply their con-
trols and their concerns about government to that.

But certainly it’s reasonable to expect that we will be concerned
about it and we will do a number of things on our side to try to
pull in things that we view of being of importance.

On the other hand, we have already—the commercial side has al-
ready built a lot of semiconductor capacity in China, Nanjing and
a number of other places, Shanghai. And China has been a large
market, a large commercial opportunity that the industry has gone
after.

The issue that we’re concerned about in the high performance
micro electronics study is that the national interests of the United
States diverges from the commercial interests of the industry, and
since the U.S. represents such a small fraction of the total semicon-
ductor business, the government has a problem in which industry
does not share.

And it’s a search for a solution to that problem that I think the
Defense Department and the other agencies which are critically de-
pendent on some of this technology are already concerned, whether
or not the circuits are built in mainland China or in Taiwan.
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Commissioner BARTHOLOMEW. You specifically mention concern
about the possibility that Trojan horses and other unauthorized de-
sign inclusions may appear?

Dr. HOWARD. Right.

Commissioner BARTHOLOMEW. Do you think that that concern
would increase?

Dr. HOWARD. It would certainly make things simpler for some-
body who wanted, for the Chinese to be able to do that kind of
thing should they desire to do it, yes.

Commissioner BARTHOLOMEW. Both Dr. Howard and Dr. Lewis,
I have a tendency to go a little bit outside the topic at hand, but
there is some connection, and that is with the development of IPv6,
my understanding is that the Chinese are very actively engaged
and in the forefront on IPv6, and we had a hearing a couple
months ago about Chinese control of the Internet.

I wonder if the development of IPv6 under this kind of situation
raises any concerns for you?

Dr. HOWARD. Since I'm speaking basically on the basis of a De-
fense Science Board study on hardware technology, I'm out of my
area to comment specifically on that. I would be happy to talk to
you informally later.

Commissioner BARTHOLOMEW. Okay. Great. Dr. Lewis, any
thoughts?

Dr. LEwis. I don’t think that the IPv6 in and of itself should be
of concern. What we might want to pay more attention to, if only
for competitive reasons, is China’s efforts to move into the inter-
national standards arena and to help set or shape standards for in-
formation technologies like IPv6. This is an area where at least on
economic grounds, there is ground for concern.

Commissioner BARTHOLOMEW. Thank you.

Dr. HOWARD. Incidentally, I would add that the Defense Science
Board does have a study, a parallel study to this, relating to com-
munications and software.

Commissioner BARTHOLOMEW. Great. Okay.

Dr. HowARD. Which you'll see in about six months.

Commissioner BARTHOLOMEW. Wonderful. Thank you very much.

Cochair WESSEL. We're one of those unique Commissions, I
think, where we actually listen to one another, and Mr. Donnelly,
Commissioner Donnelly, I heard your admonition this morning that
we connect the defense industrial base and China, and I'm going
to try to connect the two as it relates to shipbuilding and under-
stand it and recognizing that I am a strong supporter of a large
and robust Navy.

Ms. PRAEGER. And we thank you for that.

Cochair WESSEL. I don’t vote in Congress so it doesn’t get you a
lot. It seems, and the question of BRAC came up, the question of
our own defense budget and the inability for the industry to do for-
ward planning, all the various other things, cost structure, are key
issues, and they are the ones that we are causing on our own.

What is China’s impact on our own shipbuilding industry? What
negative repercussions on our defense industrial base are they hav-
ing or are the problems we’re facing basically all of our own mak-
ing?
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Ms. PRAEGER. Well, China definitely has its own designs in terms
of it understands how imperative shipbuilding is not only for the
economic strength of the country, but how strong, how important
it is for its own defense. To touch on the component manufacturing
side, because that’s where we have seen the most decline in terms
of companies that were prominent companies that were in business
ten years ago that are no longer in business today—because of low
production rates, they’ve been forced out or they’ve been bought by
a foreign competitor and moved overseas—China knows, as I know
this Commission has investigated with its other hearings, the low
cost of production and companies going to China to produce sys-
tems and components. China has made it known that on the naval
side or the marine side as a whole that while it presently occupies
40 percent of the ability to manufacture systems and components
domestically, it wants 100 percent.

It knows the value of being reliant upon no foreign source for
critical systems and components, and through developing its own
systems or buying companies or encouraging other companies to
come over there so that they can learn how to design certain as-
pects, they know that if they become completely self-sufficient that
they, for lack of a better word, can call the shots and can make ev-
eryone else reliant upon them.

That’s very dangerous for this country and while the nuclear side
is a little bit different story because of the technologies involved,
it is very much a concern that any component that’s critical to any
class of naval ship, we could find ourselves in the position of al-
ways having to go to a foreign source, namely China, to get that
component in our system.

It’s the lack of protections, and additionally, as I mentioned with
the shock testing, when it’s built to U.S. specifications, we know
that that component or system can take a hit from enemy fire and
probably survive. Otherwise, it would not be on the naval ship. You
have no such assurances if that’s made in a foreign country.

Cochair WESSEL. At our own shipyards, I assume that there is
commercial to the extent we’re still producing commercial ships, it’s
built in those yards. The subsidies that China, the Koreans and
others are providing to their commercial shipbuilding, I assume
that’s had a big impact on our shipbuilding industry in terms of
pulli?ng demand away and that has an impact on the cost struc-
ture?

Ms. PRAEGER. Absolutely, sir. That’s back in the 1980s when the
United States did away with its commercial shipbuilding subsidy,
the commercial shipbuilding industry almost disappeared over-
night. Everything went briefly to Europe and then to Japan, which
had made it a point that they wanted to become the world’s largest
shipbuilder. In the 1970s, they occupied, they were growing a mar-
ket share. South Korea looked at that plan in the 1990s, employed
the same technique, and right now is the world’s largest ship-
builder with about 30—commercial shipbuilder—with about 32 per-
cent of the world’s market share.

China, looking upon the models of what Japan and South Korea
have done, is thinking this will be great. We can do this as well
and they have. And when you consider the time span of which
they’ve done that, that they presently occupy around 14 percent of
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the commercial shipbuilding market share, and it’s anticipated that
they’ll have 25 percent within five years. It’s that build-up, it’s that
goal that has pushed the market to the—it’s with the subsidies and
when you have the subsidies you can get your prices down, your
orders up.

The United States simply cannot compete commercially. We right
now occupy less than one percent of the commercial shipbuilding
market and that is only for our domestic Jones Act trade which by
law requires the ships to be made here.

Cochair WESSEL. Have we done anything about these subsidies
at the WTO or elsewhere?

Ms. PRAEGER. The European Union has taken on that issue and
they have not really been effective because the European Union
subsidizes as well. But to be perfectly honest and fair, when it
comes to commercial, the United States, we cannot compete be-
cause it’s not a level playing field.

Cochair WESSEL. But if we were able to get more commercial
shipbuilding back, we’d be able to address some of the cost struc-
tures of the yards and deal with, in terms of keeping the workers
on, in terms of getting product through, you’d be able to sustain a
larger base rather than worrying, as Commissioner Becker talked
about—a ship goes off-line, you lose these employees and you've
lost the capacity to produce. Is that right?

Ms. PRAEGER. That’s absolutely right, sir. The industry has al-
ways depended upon commercial and naval in conjunction. If you
have a low build period in one, you anticipate that the other will
pick up the slack. With no commercial to fall back on, you become
completely dependent upon naval. If you were to increase commer-
cial shipbuilding in this country, because a lot of components are
a crossover for naval and commercial ships, you would see a de-
crease in the price of naval ships as well.

Cochair WESSEL. I don’t know if there were any initial questions.
We had two followup questions

Cochair WORTZEL. I have some shipbuilding questions. You're the
first shipbuilder I've ever had contact with so I'm glad to ask a cou-
ple. Actually I've asked them a lot and I've never had them an-
swered.

Chairman D’AMATO. You were in the Army, weren’t you?

Cochair WORTZEL. I was, but I was a Marine. You deal with
deadweight tonnage capacity in China and the shipyards. But you
never give us deadweight tonnage capacity of American shipyards.
Even if they're idle, if all the workers have gone home and are on
unemployment, what’s the capacity if we had to surge and build?
So that would be one.

I'm going to pile on to you. You can answer what you know and
ignore what you don’t know. But I’'ve got a series of them.

Ms. PRAEGER. Okay.

Cochair WORTZEL. This is like ten years’ worth of Navy ques-
tions. You spend a lot of time concentrating on the fact that Chi-
nese or American ship components are shock tested. We know if
somebody dumps a five-inch shell or a torpedo into an American
ship. All the components are shock tested. That means they're
going to survive at sea. Crews are going to survive. You can go to
war in them.
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Are Chinese ships shock tested to withstand enemy fire? And if
not, do we need as many ships to blow up the Chinese? I'm inter-
ested in cruise time. If youre going to have a power projection
Navy that can go anywhere in the world and fight anywhere in any
sea lines of communication, can Chinese submarines remain sub-
merged for months and months?

And then I'm interested in the relationship between sub-systems
on a ship, and this is one I have never had answered, American
ships, as I understand them, American Navy ships can make fresh
water whether it’s submarines or surface ships, you make water.
You can drink it when you go or you can underway replenish.

But when you’re on Chinese ship, and you leave port, a military
ship, you offload ammunition to on-load bottled water. No Chinese
ships make water. Do Russian ships make water? You know, they
had a power projection navy.

Is there a relationship between the number of ships the Chinese
have that are supposed to be combat ships and their power projec-
tion capability, and is that affected by the number of water bottles
they carry versus the number of five inch shells? Because I think
it’s an important question.

And then can the Chinese still at this point make or can they
make naval turbine engines and propulsion systems or are they de-
pendent on foreign suppliers for that part of the Navy ship, where-
as they can manufacture a hull or a shell? So that’s a whole series
of them.

Now, I do want to take issue with a couple of your statements
you have in there, and I think you would support your own argu-
ment better if you took a look at Chinese naval construction be-
tween 19—roughly—77 and 1988, and not only naval but commer-
cial ship construction. The Chinese in that period had a huge surge
in amphibious ships, LPHs, not LPHs, but in LSMs particularly,
but LSMs were a big push for them.

So they were able to do that. They also had a huge surge in roll
in/roll off construction. They were about the only guys in the world
building roll on/roll offs. Then they dropped off; you're right. From
89 to somewhere when the Defense Intelligence Agency lost sight
of the fact that the Chinese were building ships, they did drop off
in about ’89 and concentrated on other things.

But when I was looking at the Chinese Navy, they had begun to
construct at sea oilers. They had begun to construct underwater re-
plenishment ships. They had the largest roll on/roll off construction
capacity and production rate in the world at that time. So they did
construct, have navy shipyards before 1989, and I think you would
reinforce your case if you moved back a little earlier.

They didn’t do anything in the Cultural Revolution from 1965 to
about 1985 or so, or 1975 and 1978, but then they got real big into
it. So what you can answer will be great. But I've been really inter-
ested in the relationship between the ability to produce water on
a ship and what that means for power projection capacity.

Commissioner BARTHOLOMEW. Mr. Chairman, before our witness
tries to answer those questions.

Cochair WESSEL. His time has expired, so please.

Commissioner BARTHOLOMEW. When we were out in Seattle we
had someone from the spearmint oil producers and some of us
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hadn’t even ever thought of spearmint oil before. There are many
questions that come up, so no one should feel particularly targeted
with some of these questions.

I would note, Commissioner Wortzel, that you were asking ex-
tremely technical questions about Chinese ships, of somebody who
works for American shipbuilders.

Cochair WORTZEL. Oh.

Commissioner BARTHOLOMEW. So perhaps if she can’t, I'm pre-
suming:

Cochair WORTZEL. But Chinese ships are the threat.

Commissioner BARTHOLOMEW. Perhaps if she can’t answer the
question, she could help us identify someone who could. But that
said.

Ms. PRAEGER. Well, I appreciate that caveat. To touch on that,
it is difficult to know the technologies that are on board, and I
think that goes to even the larger Navy as a whole.

It’s difficult. That’s something where speaking from an industry
perspective is difficult to know, because not a great deal of intel-
ligence has been devoted to examining what they have or do not
have and what the intricate capabilities are.

So to answer the water question, I do not have the answer to
that. In terms of some of their technologies, you mentioned en-
gines. They have been relying on some of those components from
Europe, and because of diesel engines, for example, are considered
dual-use and because the Chinese government does not distin-
guish—with the government owning everything commercial and
military does not distinguish, so buying an engine from Germany
and then installing it into a military vessel.

But they are relying on Europe for a great deal of their dual-use
technologies with the idea of beginning to develop that domestically
as I mentioned with the 40 percent.

Cochair WORTZEL. But if you went to war with them today and
your European allies stopped selling turbines, they couldn’t recon-
stitute?

Ms. PRAEGER. Today that’s probably a fair assessment, sir. You
also mentioned in terms of shock testing that also goes to the tech-
nological capability. We really just do not know the nuts and bolts
of what they do have and do not have at this time.

To refer back to your capacity question, you're right. The United
States, we do not rely solely on deadweight tonnage for measure-
ment. That’s an overgeneralization, but that’s a commercial ship-
building measurement because it’s a large vessel.

Since we predominantly construct naval, we measure it in terms
of displacements tonnage, and that’s, as my shipyards have ex-
plained to me time and time again, it’s an apples/oranges compari-
son because you’re dealing with something small, fast, swift and
full of weapons versus something that can carry a large deal of
cargo.

We think in terms of volume, in terms of capacity, and right now
to give you a comparison as to where we are in the rest of the
world and will our shipyards have the capability to produce much
more than they’re presently producing, Hyundai Heavy Industries
in South Korea, which is right now the world’s largest shipyard,
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produced 60 ships last year, and the United States shipyards were
about two ships on average per shipyard.

So that shows you when you have the volume, when you’re pro-
ducing quite a bit, and it goes to why the South Koreans are also
able to produce the lowest ships right now in terms of cost, is be-
cause they have that volume throughput. But I hope that answers
your capacity question to an extent.

The larger your facility, obviously the more you can produce, and
they right now have the largest, and China is building or has in-
vested and has started to build the largest shipyard in the world
south of Shanghai.

Cochair WORTZEL. Thank you.

Cochair WESSEL. For a final, very quick question, Commissioner
Mulloy.

Commissioner MULLOY. Dr. Howard, you taught at Berkeley at
one point?

Dr. HOwWARD. I infected the minds of students at Berkeley, yes.

Commissioner MULLOY. Dr. Lewis tells us that the percentage of
Chinese students who are staying in the United States is in de-
cline. Is that your understanding based on your contacts in the aca-
demic community as well?

Dr. HOwARD. My information is only anecdotal. I have not tried
to gather a validated database on it. Anecdotally, I would say that
there are. I know of Chinese who have returned to their families
in their family’s homes in China. I also know of a whole number
of them that have come here and stayed.

Commissioner MULLOY. Right.

Dr. HOwARD. And I have no idea what the balance is and how
it’s changed.

Commissioner MULLOY. My understanding is that the Chinese
government is now offering incentive programs to bring those stu-
dents home.

Dr. HOWARD. I'm aware of that.

Commissioner MULLOY. Is that your understanding?

Dr. HOWARD. Yes.

Commissioner MULLOY. Dr. Lewis, what was your database for
making the statement you made that the number of Chinese stu-
dents or percentage is in decline based on what it was, say, five
years ago?

Dr. LEwis. If I remember correctly, the National Science Founda-
tion puts out annual figures on this, and so that would probably
be the source. I can’t remember if the last figures were 2003 or
2004.

Commissioner MULLOY. Could you provide that to the Commis-
sion?

Dr. LEwWIS. Sure, yes.

Commissioner MULLOY. That would be very helpful for us to
know because I think that’s an important policy issue as you're
looking at this whole visa and R&D and student training and Na-
tional Science Foundation. So thank you very much for that help.

Cochair WESSEL. Thank you, and that concludes today’s hearing.
Did you have another question, Mr. Donnelly?

Commissioner DONNELLY. May I?

Cochair WESSEL. Please. I did not get a signal.
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Commissioner DONNELLY. I will be really brief. I have two ques-
tions that could be answered for the record. I'd like to know the
witnesses’ views on whether DoD inventory policies have exacer-
bated industry trends wherein we have simply fewer parts on the
shelves, so given questionable supply chains because of changes in
commercial practices, whether we’re exacerbating that by reducing
our military inventories?

Secondly, a question about software. It’'s my understanding that
as weapons become more sophisticated, in the F22, for example,
more than 50 percent of the cost is actually software costs, and
whether there is a similar set of risks that we are running that’s
analogous to the changes that happened in the IT sector and the
chip sector, for example, that would be reflected in future risks in
regard to software for weapons programs.

So no point in going into them now unless you got a quick an-
swer.

Dr. HowaRrD. Well, very quickly, the Defense Department has al-
ways maintained inventories related to what it foresees the life
time, not the life time, the immediate use of need for spares and
for current production.

I know back as far as 1978 that in certain components that my
company was building, we tried to get them to do lifetime buys and
they just refused to do it. And we stopped making the component
and then all hell broke lose when——

Commissioner DONNELLY. When the use rates don’t follow the
anticipated path.

Dr. HOWARD. Yes, that’s right.

Commissioner DONNELLY. Yes.

Dr. HOWARD. The question about software, the answer is abso-
lutely yes. Software has very similar risks involved. In fact, the de-
sign of a complex integrated circuit chip, leading edge circuit chip,
is quite analogous to a complex software-writing program. They’re
really very much the same viewed in the large. And very much the
same opportunities for mischief apply in that case as apply in the
case of hardware. And when you put the two of them together, you
compound the opportunities.

Dr. LEwIS. Where we are now in software is that the capabilities
still reside in the U.S. It’s the low end that has been outsourced.
The two issues we’d want to watch for are as the number of grad-
uates in IT decline in the U.S., we may not have the capability to
write the software we need or we may not have American citizens
capable of writing it.

The second thing we need to watch is there’s always the tempta-
tion to outsource some of the code somewhere. We don’t have a
good system for monitoring that. We don’t have transparency into
who the suppliers are.

So currently I don’t think this is a major problem for most mili-
tary software, but it’s something that would need to be carefully
watched over the next decade.

Dr. HOWARD. One addition to that. In addition to the special pur-
pose military software, the Department uses a fair amount of
standard software packages, which it buys off the shelf or in the
practice of business, and many of those are not generated in the
U.S. In the business world, a particularly well-used program is
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called SAP, which is used to manage a business and inventories
and orders and all that, which my German friends call “software
as Pakistan.”

So you can’t tell where these things are written and a good ex-
ample of a non-threatening example of some of the problems in
software are go on to the Net and Google the words “Easter eggs,”
and you will discover a whole listing of products, standard software
products that have a few extra items in them.

Some years ago, Excel had a flight simulator built into it to en-
tertain the programmers when they weren’t——

Commissioner DONNELLY. Just sitting there working.

Dr. HOWARD. Yes. So there are things like this that have gone
on for a long time that are non-threatening. But the fact that you
as a user don’t know that those exist, and furthermore no reason-
able amount of testing would turn these things up. You can’t put
trust into a product after it’s made. You’ve got to be sure that it’s
made in a trustworthy fashion. It means that you have to be very
careful about these things.

Dr. LEwIs. Let me just put one more note in here which is there
is an NSA-DoD study that you might want to try and get a hold
of that looks at how you build trustworthy systems out of
untrustworthy components, and if you can’t find the—because
that’s the world you're going to live in whether you like it or not—
and if you can’t find this site, I'll provide it to you. I think there
is an unclassified version.

Commissioner DONNELLY. Thank you. I appreciate both the pan-
el’s indulgence and the Chairman’s indulgence.

Cochair WESSEL. Thank you and with that we will adjourn for
the day. Thank you.

[Whereupon, at 4:45 p.m., the hearing was adjourned.]
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Abstract

This paper offers a critical commentary on the technology transfer through com-
mercial aircraft outsourcing that has had a major impact on developing the build
and design capabilities of the Japanese aerospace industry. This has evolved from
a simple “build to print” subcontractor relationship to a turnkey “design and build”
risk-sharing partnership. Using the Boeing 767, 777 and 787 as examples, we argue
that the motives for Boeing’s commercial outsourcing to Japan are to access the
market, spread risk, gain access to capital, and lower U.S. spending on research and
development. This has clear implications for U.S. trade and employment, in that
Japanese subcontracting boosts foreign imports and reduces the need for domestic
production workers and U.S. suppliers. From a trade perspective, however, a poten-
tially troubling feature of allowing the Japanese to produce large commercial air-
craft subassemblies is that major Japanese public financial supports are involved
which contravene existing international agreements on production subsidies. This
paper reviews the types of production contracts that Japanese companies have
sought on the Boeing 767, 777 and 787 programs. These contracts have allowed the
Japanese to develop new capabilities in terms of production capacity, tooling, design
and final assembly. Ultimately, these capabilities imply that Japan will eventually
enter the market as a fully-fledged producer of commercial aircraft. This does not
bode well for the western aerospace sector, since the Japanese government has re-
cently funded a research program to produce a regional jet aircraft.

1. Introduction

The commercial aircraft industry has long served as a symbol of U.S. export lead-
ership in product-markets that require high levels of design and engineering innova-
tion. This industry has been the top U.S. export sector for more than 50 years
(United States Department of Commerce, 2004), and many of the advanced produc-
tion and engineering procedures developed by this sector have been successfully
transferred to other U.S. industries (e.g., automotive, electronics, metal fabricating).
In recent years, however, the U.S. commercial aircraft industry (NAICS 336400) has
experienced substantial employment decay, reduced exports, and rising foreign com-
petition. On the employment front, for example, the industry moved from 552 thou-
sand jobs in 1994 to an estimated 432 thousand jobs in 2004 (a loss of 120 thousand
positions). Contrast this with 1990, when the industry accounted for over 840 thou-
sand jobs. In the space of only 15 years, this sector’s employment base has been cut
in half. Significantly, the U.S. Bureau of Labor Statistics (2004) forecasts a further
17 percent employment decline by 2012.

The export picture is equally disturbing, in that overall trends for SITC 792 (air-
craft and associated equipment) have been downward since 1998. For example, total
exports in 2002 were approximately $44 billion, compared to $52 billion in 1998 (a
drop of 15 percent, or $8 billion). While part of this can be blamed on shrinking
commercial aircraft orders in the post-9/11 environment (as well as increased com-
petition from Airbus), the trend toward global outsourcing for components and as-
semblies is also part of the story. In recent years, for example, the sole remaining
U.S. manufacturer of large passenger jets (Boeing) has opted for a systems integra-
tion mode of production. Under this system, key components and sub-assemblies are
designed and manufactured by external suppliers. Boeing has especially favored
Japanese companies for major subcontracts (see Pritchard and MacPherson, 2004A).
While this represents a logical strategy from a financial standpoint, a potential
downside is that the Japanese subcontractors and/or risk-sharing partners must re-

The views presented in this paper are those of the author(s), and are in no way policy state-
ments of the Canada-U.S. Trade Center or the State University of New York at Buffalo.
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ceive infusions of tacit scientific and technical knowledge from Boeing (otherwise the
strategy would not be effective). This raises an important question that ought to be
of interest to trade policy analysts that are concerned with national industrial com-
petitiveness. Specifically, to what extent does technology transfer to Japanese com-
panies represent a good idea in terms of long-run economic or industrial effects for
the U.S. aerospace industry?

Set against this backdrop, our paper is organized as follows. Section 2 provides
a research context for the discussion. This section reviews the evolution and devel-
opment of industrial offset agreements and other types of production sharing ar-
rangements with the Japanese aerospace industry. Next, Section 3 reviews the Jap-
anese aircraft industry as a ‘National Project’ that has developed under Boeing’s in-
dustrial offset programs. Section 4 discusses Boeing’s growing dependence upon Ja-
pan’s composite technology due to a lack of U.S. investment in materials-based re-
search and development (R&D). Section 5 introduces a number of new strategic
issues with regard to Boeing’s 787 aircraft launch. Japanese companies for the first
time will be selecting second and third tier suppliers. Section 6 reviews the Japa-
nese funding on the Boeing 787 and World Trade Organization (WTO) issues which
could delay the first delivery of the 787 in 2008. The paper concludes with a brief
discussion of the strategic issues that arise from these developments. We believe
that the Japanese commercial aircraft industry will soon create its own stand-alone
aircll;aft program while simultaneously developing a low-cost Asian supplier net-
work.

2. Research Context

The term ‘industrial offset’ refers to a compensatory trade arrangement where the
exporter grants concessions to the importer. In the commercial aircraft industry,
these concessions typically take the form of production-sharing agreements.! One of
Boeing’s early offsets was with Japan in 1974, when Mitsubishi was given contracts
to produce inboard flaps for the Boeing 747. Major sales of 747s to Japan followed.
In most of these cases, the goal has been to secure a sale that would not have taken
place in the absence of compensatory provisions. Boeing has become the nation’s
largest corporation in terms of offset-related commitments (Pritchard, 2001). In
1960, imports of aircraft and parts amounted to only 5 percent of aircraft exports
by value. Today, that figure is 45 percent. Foreign content for the 787 might run
as high as 70 percent. The foreign content of a Boeing 727 in the 1960s was only
2 percent. For the 777 in the 1990s, foreign content was nearly 30 percent.

As part of the launch process for the 787, three Japanese companies are expected
to create the manufacturing processes for final assembly of the wing. Boeing has
never considered subcontracting wing production to external suppliers before. Given
that Japan has incrementally acquired production competence for a wide range of
airframe components via years of industrial offsets from Boeing (see Pritchard,
2002), the transfer of wing manufacturing and assembly expertise to Japanese com-
panies effectively gives Japan ‘total production competence’ with regard to commer-
cial airframes. Japan has already announced that it wants to produce commercial
aircraft (Pritchard and MacPherson, 2004B). In fact, Mitsubishi announced in 2002
that it was conducting a joint feasibility study with Boeing for a 30 seat regional
jet, which would receive $206 million of financial support from the Japanese govern-
ment (Seattle Post-Intelligencer, 2002). In this regard, it is likely that Japan’s first
airliner will be an all-composite regional jet—a competitor to Canada’s Bombardier
and Brazil’'s Embraer. Some experts believe that the next generation of Boeing’s 737
will be an all-composite airframe produced totally in Japan.

3. Japan’s Commercial Aircraft Industry-National Project

The Japanese Aircraft Development Corporation (JADC) is a consortium of Japa-
nese aerospace companies that seeks to introduce advanced commercial aircraft pro-
grams. The main partners are MHI (40%), KHI (30%), FHI (20%), Nippi (5%), and
SMI (5%). JADC 1is responsible for coordination of participation of Japanese Aero-
space Industry companies in international projects promoted by the Ministry of
Economy, Trade and Industry (METI).

The national goal for METI and the industrial sector has been to revitalize Ja-
pan’s aeronautics industry. The industry is now being aided by a METI-financed
foundation, the International Aircraft Development Fund (IADF). This new founda-
tion has offered the 3-company consortium (Japan’s aircraft manufacturers) a $3 bil-

1While Airbus also operates with industrial offset agreements, these agreements are typically
for older Airbus products. Newer models are more often sold with indirect offsets (e.g. the provi-
sion of landing rights to major EU airports such as Heathrow and Gatwick).
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1218614%ow interest loan to ensure Japan’s participation in the 787 program (Sakai,

The goals of JADC are to advance and further the development of civil aircraft
through research and other appropriate means so that it may promote the improve-
ment and development of the aircraft industry. The JADC is a non-profit foundation
established for the enhancement of Japan’s aircraft industry with the approval of
the Japanese government, and is managed by the top executives of the following
Japanese aircraft companies (FAC, 2004):

o Mitsubishi Heavy Industries, Ltd. (MHI)

Fuji Heavy Industries Ltd. (FHI)

ShinMaywa Industries Ltd.

Japan Aircraft Manufacturing Co., Ltd. (JAMCO)
Ishikawajima-Harima Heavy Industries Co., Ltd. (IHI)
Japan Airlines Co., Ltd.

All Nippon Airways Co., Ltd.

e Japan Air System Co., Ltd.

The Boeing 767 was the first U.S. aircraft program that entailed substantial
international cooperation in developing commercial transport since 1970. It can be
inferred that there were four major reasons for cooperation between companies in
Japan and the United States at this time, including risk-sharing, enhanced capabili-
ties through cooperation, participation in development/market entry, and mutual
profit-taking.

The next project was the international joint development of the Boeing 777, which
started in 1991 and continues today. The structure of partnership in Japan is al-
most the same as that for the B767. For the B777’s development, Boeing and Japan
Aircraft Development Corporation (JADC) constitute the core promoting organiza-
tions. Mitsubishi Heavy Industries (MHI), Kawasaki Heavy Industries (KHI), and
Fuji Heavy Industries (FHI) are taking part in airframe development and produc-
tion, playing a key role as program partners. Besides airframe manufacturers, some
30 manufacturers also have been involved in Boeing’s commercial transport pro-
grams as suppliers and/or subcontractors. In 2004, JADC and Boeing agreed to the
joint development of the Boeing 787. The Japanese heavy firms Mitsubishi, Fuji and
Kawasaki are slated to build 35 percent of the 787 aircraft structure, which will in-
clude the design and manufacturing specifications in comparison to a build-to-print
relationship on previous Boeing programs. The JADC received budgets for pre-devel-
opment activity that supported sending 140 Japanese engineers to Seattle before the
program contract was finalized between Boeing and the Japanese companies.

Thomas Pickering, Boeing’s senior vice president for international relations, re-
cently stated that “Japan did less than 10 percent of the (Boeing) 767 and 20 per-
cent of the 777” (Shimbun, 2004). From 1978 to 1983, the Japanese government cov-
ered about half of the costs of developing parts built by the Japanese companies for
the Boeing 767 (Belson, 2004). In the 1990s, Japanese companies spent 104.5 billion
yen ($942 million) to develop parts for the Boeing 777, aided by a 60 billion yen
loan from the Japanese government (Belson, 2004). Today, these three Japanese
firms will have full responsibility for tooling their factories for wing production.
“This is the first time we have ever put the full wing ... into the hands of a part-
ner,” said Thomas Pickering (Gibbs, 2004). He further stated, “We said (Boeing) let’s
spread the risk and spread the benefit ... they get the advantages but they also
carry the burden.”

Boeing says it expects contracts with its tier-one suppliers to be finalized by the
beginning of 2005 (Table 1). The first tier suppliers will select, contract and oversee
the second and third tier suppliers in mid 2005. The 787 program will be the first
time that a first-tier supplier will control the selection process of second and third-
tier suppliers in a Boeing commercial aircraft program. This should cause alarm to
the U.S. supplier base, since the government of Japan will be subsidizing the 787
program up to $3 billion (Pritchard and MacPherson, 2004A). It should be expected
that the aerospace infrastructure of Japan would be developed with new national
suppliers being chosen for receptivity for the government funding. In an interview
with Bill Lewandowski, Vice President of the Supplier Council for the Aerospace In-
dustries Association, two concerns were raised: “the first being that upper tier U.S.
suppliers (sigma three group) would probably be only offered to quote against Japa-
nese second and third tier suppliers, and, secondly this U.S. group would have dif-
ficulty communicating with the overseas first tier suppliers since they aren’t export
ordinate.” (Lewandowski, 2004)

A snapshot of the evolution of Boeing’s outsourcing strategy is shown in Table 1,
which tracks the growth of international production sharing for key aircraft compo-
nents across four airplane programs. There has never been any significant foreign
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content for early models such as the 727. From the 767 onwards, however, foreign
partners have clearly become increasingly important.

Table 1. Outsourcing Trends for Boeing Airframe

Airframe 727 767 777 787
Wing US US US Japan
Center Wing Box US Japan Japan Japan
Front Fuselage US Japan Japan |Japan/US
Aft Fuselage US Japan Japan Italy
Empennage US US Foreign | Italy/US
Nose US US US US

Equally important is the fact that Boeing’s outsourcing arrangements over the
past 30 years have expanded from simple structure parts on the 747 to complex cen-
ter wing boxes for the 777 (Boeing, 2005). Below is a listing of major component
subcontracts to Japan that covers Boeing commercial aircraft programs (717, 737,
747, 757, 767 and 777):

MHI (Mitsubishi)

e Inboard TE Flaps 747-400
Inboard Flap 737-600/-700/~800/-900
Passenger Entry Doors 777-200/-300
Fuselage Section 46, 47, 48 777-200
Bulk Cargo Door 777-200, 777-300
Pressure Dome Bulkhead 777-200
Entry Service Doors 767
Fuselage Section 46 767
Dorsal Fin 767
Fuselage Section 46, 47 777-300

FHI (Fuji)
e Inboard/Outboard Spoilers 747—400
Inboard/Outboard Aileron 747-400
Elevator 737-600/~700/-800/-900
Wing Stub Sec 11 777-200
Wing Body Fairings 777-200
Main Landing Gear Doors 777-200
Body Fairing, Main Landing Gear Doors 767, 777-300
Wing Stub Sec 11 777-300
Outboard TE Flap 757-200/-300

KHI (Kawasaki)

Outboard TE Flaps 747-400

Wing Ribs 737-600/-700/~800/-900
Large/Small Cargo Door 777-200, 777-300
Fuselage Sec 43, 45 777-200

Keel Beam 777-200, 777-300

Inspar Ribs 777-200

Entry Service Doors 767

Fuselage Section 43, 45 767

Inspar Ribs 767

Fuselage Section 43, 44, 45 777-300
Section 48 Pressure Dome Bulkhead 777-300

ShinMaywa Industries
o Elevators 717
e Elevator Tabs 717
e Horizontal Stabilizer 717
e Pylon 717
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4. Boeing’s Growing Dependency on Japan

Japan’s technological leadership in composites is one reason that Boeing is going
to contract 35 percent of the 787-airframe structures to Japan. In an interview with
Paul Lagace, MIT Professor of Aeronautics & Astronautics and Engineering Sys-
tems, “the United States lags behind Japan, Spain and Russia in aircraft composite
technology” (Lagace, 2004). Boeing’s airframes have changed very little since the in-
troduction of the 747. With Airbus introducing major technological advances over a
relatively short corporate lifetime, Boeing has been forced to move into this all com-
posite aircraft. In the past, when Boeing was the world’s leader in commercial air-
craft manufacturing, it rested on its position in the industry and did not invest
heavily in research and development for its commercial product line.

A further cause for concern is that Boeing has been trailing Airbus for many years
with regard to R&D spending and capital investment (see Figures 1 and 2). In 2003,
for example, Airbus allocated 9.5 percent of its total revenues toward R&D, com-
pared to 3.5 percent for Boeing. In the same year, Boeing allocated only 0.97 percent
of its total revenues to capital investment, compared to 9.1 percent for Airbus. While
these percentages will no doubt increase as the A380 and 787 programs unfold, the
fact that Boeing has underinvested for so long suggests that the ‘catch-up’ game in
technological and engineering terms will be difficult to play. This decline dismantles
U.S. technological and manufacturing communities from within, eroding the net-
work of relationships, expertise and authority developed over decades (Sorscher,
2004).

Boeing is looking to leapfrog Airbus on composite technologies for the 787 aircraft.
The strategic goal of “low technological risk and low financial exposure” makes it
logical to partner with JADC’s composite leaders. For example, Boeing recently
awarded a 12-year contract worth $3 billion to the Japanese firm Toray for the car-
bon-fiber composite material to be used on the 787 aircraft (Gates, 2004).

Figure 1. Investment by Airbus
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Figure 2. Investment by Boeing
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But this dependency on Japan should not come as a major surprise. Recent devel-
opments reflect a continuation of the concerns that were discussed in a 1994 mono-
graph “High-Stakes Aviation” by the National Research Council. The authors inter-
viewed Charles Wessner, Director of Technology and Innovation, National Academy
Sciences in March 2004. Wessner’s principal concern is that the 787 wing technology
and larger composite structures being sourced to Japan will ultimately curtail U.S.
innovation capability and compromise U.S. security interests (Wessner, 2004). Per-
haps ironically, some of the advanced composite technologies and related processes
developed by Boeing (McDonnell Douglas Commercial) under 1989-1997 NASA
R&D funding (the $354 million Composite Wing Development Program), as well as
some $54 million in NASA funding for the Composite Fuselage (1989-1996) along
with funding under the Advanced Subsonic Program (1993-1998), will be delivered
to the Japanese under the 787 program. It would seem that U.S. tax dollars that
were originally spent to promote U.S. technology development will soon be indirectly
employed to upgrade that manufacturing and materials handling capabilities of for-
eign companies.

5. Japan’s New Strategies for the Boeing 787

The technology and process improvements required for the 787 go far beyond raw
material requirements (composites). Boeing’s partners in Japan will be building
composite structures that are stuffed with sub-systems that are already certified,
tested and ready for final assembly. There will be minimum work content for the
less than 1,000 Boeing Everett workers on the 787 program. The economic impact
for the Japanese aircraft industry will have major multiplier effects, with the three
Japanese ‘heavies’ in control of second and third tier supplier selection. The spread
of subcontracts for the Japanese airframe manufacturers might add as many as 75
Japanese sub-tier suppliers. This does not include the estimated 60 second-tier Jap-
anese engine, equipment and material suppliers, which can could add a further 100
third-tier Japanese suppliers.

The development of Japanese aerospace industrial base does not come without a
price. Boeing has not finalized its program contracts with the Japanese companies
(MHI, FHI and KHI) due to the definition of design and build responsibility. Early
on in the program, Boeing envisioned that the Japanese would sign on as risk-shar-
ing partners. In light of uncertainties regarding the Japanese government’s funding
scheme (uncertainties which have stemmed from WTO subsidy issues), as well as
limited progress on securing first production article delivery schedules, no program
contracts have been awarded.
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In a recent article by Eamonn Fingleton, we find that: “in outsourcing the 787
wings, Boeing is crossing an economic Rubicon ... no Boeing plane has ever flown
on foreign wings” (Fingleton, 2005). Fingleton was questioning Boeing’s judgment on
transferring closely guarded wing-making technology to the Japanese. He further
went on to assert that “wing-making is one of the most advanced sub-sectors of one
of the world’s most advanced manufacturing industries.” Boeing responded to this
criticism by stating that “when it came time to build the 787 wings, Boeing didn’t
have the machines and tools to build the wing box out of the carbon-fiber composites
that will make the majority of the wing.” (Corliss, 2005). The flaw in Boeing’s argu-
ment is that Japan did not have the machines or tools either. In fact, the Japanese
companies are only now purchasing hundred of millions of dollars in all new com-
posite automatic tape layering machines, tooling, and autoclaves to meet the 787
structure sizes and production rate requirements. This reinforces already existing
fears that Boeing will not invest in its future with major upgrades in terms of cap-
ital equipment or infrastructure. While the Japanese are building new facilities to
produce the 787 wing and airframe, Boeing is simply reorganizing space inside its
existing Everett facility to make space for the 3 day 787 final assembly activity.

6. Japan’s 787 Funding and WTO Issues

The Japanese government’s funding package for the 787 has been delayed several
times since the first framework was announced in March 2004. The previous Japa-
nese government international funding schemes for the Boeing 767 and 777 aircraft
programs would be ruled illegal under today’s 1994 WTO Agreement on Subsidies
and Countervailing Measures (SCM Agreement). We are estimating that the Japa-
nese government support for the 787 development will be $1,588 million, which is
likely to be split 30% non-repayable grants and 70% in repayable loans (Pritchard
and MacPherson, 2004A). Such a scheme is attractive because it provides market
and development risk mitigation for the 787. Ultimately it lowers manufacturing
costs of Japanese suppliers. These cost savings, which are subsequently passed
through to Boeing can then be translated in lower prices in the marketplace.

In late 2004 it seemed that the Japanese government-funding scheme was being
delayed because of the introduction of a repayment scheme (royalty-based loans) per
wing-set delivered from first production delivery. On previous schemes, for the 767
and 777, Japanese government financing allowed Japanese industrial partners to
Boeing to make a profit before making any loan repayments to the government
(typically the delivery of the 500th ship set on 2,000 production run). This proposed
change would not allow the JADC companies to have time to recover their own
funding before the repayment of the Japanese government loans.

It is interesting to note that the current WTO dispute between EU and U.S. Gov-
ernments concerns precisely this kind of ‘launch aid’ subsidy. The U.S. Government
is complaining that EU governments subsidize Airbus through royalty-based loans.
Ironically it seems that whilst Boeing complains about this system being used by
its competitor, it is happy to see the same or an even more generous system used
by its Japanese suppliers to reduce its own manufacturing costs for the 787. If the
U.S. Government is successful in stopping the EU system through WTO litigation,
this will probably result in Boeing also suffering from similar sanctions applied to
the Japanese system.

If these low interest loans were not available to Japanese risk-sharing partners,
it might be necessary for the Japanese companies to forgo the Japanese govern-
ment-funding scheme and obtain loans from their own banks. However in early 2005
it now seems that the JADC has elected to apply to the Japanese government for
loans of up to $1.5 billion and these loans will be granted.

As these loans so similar to the EU loans to Airbus, if the EU-U.S. fail to agree
on a revised framework for the 1992 EU-U.S. aircraft agreement, the probability
of the EU filing a WTO complaint on Japanese 787 subsidies seems likely.

This filing could have short and long term ramifications for Japan’s capabilities
for producing composite aircraft. In the short term, one could speculate the EU/WTO
complaint on the 787 could have two probable outcomes. First, the Japanese govern-
ment could halt any future payment to the JADC which would at the very least
delay the 787 first delivery by at least a year while the Japanese heavies search
the financial community for $3 billion of funding to support the 787 program (see
Table 2). Secondly, the 787 WTO case could take up to 4 years to get resolved, dur-
ing which the Japanese government continues to fund the 787 program and deal
with the WTO decision after most of the money has been transferred to JADC. The
longer-term ramifications would be that a delayed 787 program (could be up to two
years) by a EU WTO filing could cause 787 risk-sharing partners and suppliers to
lose their appetite for this type of financial exposure.



172

Table 2. Japan’s 787 Investments

Companies Components Investment
MHI Wing and Engines $900
FHI Airframe $400
KHI Airframe and Engines $650
THI Engines $350
ShinMaywa Airframe $150
Toray Composite material $250
Second Tier suppliers |[Equipment and systems $300
Total Investment (millions)| $3,000

On a traditional Boeing aircraft launch, the program schedule would have key
suppliers and critical path equipment contracted within the first 90 days, but the
787 still does not have its first-tier Japanese airframe partners contracted as of Feb-
ruary 2005. This 7-month delay in all likelihood reflects problematic program fund-
ing along with incomplete agreement regarding design and build responsibility be-
tween Boeing and the JADC. After contracting the Japanese first-tier airframe part-
ners in the first half of 2005, Boeing has an approximately 24-month window before
the first scheduled 787 flight. Coupled with the fact that this is a very complex exer-
cise in international systems integration, the aggressive first flight target date of
mid 2007 may prove to be difficult to meet.

Implications

In the future, new western produced large commercial aircraft will be made of
composites, while the traditional metal wing and tube aircraft (less than 150 seats)
will be increasingly produced in the emerging regions (triad) of Russia, China, and
India. With Boeing transferring the golden key technologies of the wing and the de-
velopment of large composite airframe structures to Japan, the Japanese will have
final pieces of technologies to produce their own aircraft. Mitsubishi Heavy Indus-
tries certainly has a clear vision on where the new aircraft composite technology for
the 787 can lead them in the future. Junichi Maezawa, Executive Director of MHI,
said that the “7e7 (now renamed the 787) is a cornerstone for Japan to become a
stand-alone aircraft manufacturer in producing a 30 to 50 seater aircraft in a few
years” (Shimbun, A 2004). At first, the most probable model will be an all-composite
regional jet (threat to Bombardier and Embraer), followed by mid-size aircraft. Some
industry experts believe the next generation 737 (an all-composite replacement) will
be totally produced in Japan. So, with the technology and innovations being devel-
oped overseas, where does this leave the existing U.S. supplier base and the nation’s
future engineering capability? The average U.S. aerospace worker is 49 years old.
With the tens of thousands of layoffs from Boeing in the past 4 years, there are few
young workers to pass the technological and tribal knowledge for designing and
manufacturing commercial aircraft. The result is a threat to the technical and eco-
nomic security of the West where the integration capabilities exist. Regarding the
retention of aircraft-related technological expertise inside the U.S., an interviewee
from MIT (Paul Lagace) noted that: “you can’t expect a private corporation to hold
this responsibility, a national policy should be developed” (Lagace, 2004). A similar
concern for long term technology and innovation (tribal knowledge) retention was
voiced by Mark Tuttle, Professor of Mechanical Engineering at the University of
Washington in a March 2004 interview (Tuttle, 2004). Jacques Tournut, Director of
the Aerospace Program at the Toulouse Business School, in a March 2004 interview,
went on to question the wisdom of transferring the critical wing design and manu-
facturing technology for the 787 outside the company’s control to a risk sharing
partner (Tournut, 2004).

Boeing’s product line is rapidly aging, with 4 of the 6 commercial product lines
projected to close in the next few years (717, 757, 767 and 747). This leaves only
the 737 and 777 in production until the 787 comes on line. One has to question
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whether the 787 is too late in arriving to save the Boeing commercial product line.
In the future, moreover, will Boeing and foreign partners be willing to invest enor-
mous sums of money to keep developing aircraft models? This is illustrated by a
statement from Sir Richard Evans, the outgoing chairman of BAE, who estimated
Boeing would need to spend between $40 to $50 billion over the next 10-15 years
to “match” Airbus’s product range (Odell, 2004).

In light of the scenarios and trends discussed above, it is no surprise that the U.S.
Bureau of Labor Statistics (2004) has a number of dismal forecasts for employment
and occupational change within the U.S. commercial aircraft industry. As mentioned
at the start of this paper, the overall employment forecast over 2002—2012 is for a
17.6 percent decrease. At the level of specific occupations, the forecasts are even
more revealing. Specific examples include machinists (—22%), machine tool cutting
setters (—24.2%), assemblers and fabricators (—24.7%), aerospace engineers
(—15.8%), mechanical engineers (—21.5%), and industrial engineers (—15.8%).
These are the people that design and build commercial aircraft. While some of these
projected losses will surely come as a result of increased process automation (rising
productivity) or retirements, just as they have in the past, the growth of inter-
national outsourcing is surely an important factor as well.

Summary and Conclusion

For Boeing, the launch of a new aircraft program based on systems integration
makes good sense in terms of risk reduction, the containment of launch costs, and
the acquisition of advanced composites. But the financial advantages need to be bal-
anced against broader economic and strategic concerns, including the rapid erosion
of the U.S. supplier base, the possibility that Japan may eventually become a U.S./
EU competitor with its own stand-alone aircraft program and a low-cost Asian sup-
plier network, and the fact that rising levels of foreign content ultimately con-
travene the interests of U.S. workers in skilled occupations. In the past, Boeing’s
foreign subcontractors supplied relatively simple components (bits and pieces). More
recently, these subcontractors have been asked to design, develop, and build com-
plex parts of the airframe (e.g. wing assemblies). Airbus, in contrast, keeps final
wing assembly work almost 100% in-house (as well as other complex systems).

It could be argued that the future of Boeing’s presence in the commercial aircraft
business, as well as the income security of its diminishing workforce, hinges in large
part on the success of the 787 program. Based on Boeing’s “system integration”
model one could envision within 10 years that all of Boeing’s commercial aircraft
could be downsized to a single site in Everett, Washington. This is reinforced by the
recent agreement to sell the Boeing Wichita commercial division to the Onex Cor-
poration, a Canadian company. After the Wichita sale, the only major part of the
787 to be made by Boeing will be the tailfin (the rudder is subcontracted to China).

The U.S. commercial aircraft industry was vibrant in the 1960s, with three com-
mercial aircraft manufacturers (Boeing, Douglas and Lockheed) and thousands of
U.S. sub-tier suppliers spread across the United States employing hundreds of thou-
sands of people. Now with Boeing in the final throws of dismantling this industry,
one could foresee only a couple of thousand workers in the Everett Plant conducting
a 3 day final assembly process for the 787, 737 replacement and a reconfigured 777
production line supported mainly by foreign controlled supply chains. For the first
time in U.S. commercial aviation history, a new aircraft launch has been structured
in a fashion that gives foreign partners the control over design, manufacturing, sub-
tier supplier selection and, ultimately, the financial muscle to destroy what little re-
mains of the U.S. commercial aircraft industry.
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Executive Summary

WHAT IS GLOBALIZATION?

Globalization—the integration of the political, economic and cultural activities of
geographically and/or nationally separated peoples—is not a discernible event or
challenge, is not new, but it is accelerating. More importantly, globalization is large-
ly irresistible. Thus, globalization is not a policy option, but a fact to which policy-
makers must adapt.

Globalization has accelerated as a result of many positive factors, the most nota-
ble of which include: the collapse of communism and the end of the Cold War; the
spread of capitalism and free trade; more rapid and global capital flows and more
liberal financial markets; the liberalization of communications; international aca-
demic and scientific collaboration; and faster and more efficient forms of transpor-
tation. At the core of accelerated global integration—at once its principal cause and
consequence—is the information revolution, which is knocking down once-formidable
barriers of physical distance, blurring national boundaries and creating cross-border
communities of all types.

HOW DOES GLOBALIZATION AFFECT DOD?

Globalization affects DoD in two distinct, if overlapping, ways. First, it is altering
fundamentally the composition of DoD’s supporting industrial base while, in turn,
necessitating a reengineering of DoD acquisition and business practices. Second, and
perhaps more significantly, it is reshaping the military-technological environment in
which DoD must compete. These twin trends present DoD with both opportunities
for and challenges to the maintenance of global military dominance.

Globalization’s Impact on DoD’s Supporting Industrial Base

DoD once depended upon, and could afford to sustain, a dedicated domestic indus-
trial base for the development, production and provision of its equipment and serv-
ices. Today, the “U.S. defense industrial base” no longer exists in its Cold War form.
Instead, DoD now is supported by a broader, less defense-intensive industrial base
that is becoming increasingly international in character. This transformation is due
largely to the confluence of four factors: (1) deep cuts in U.S. defense investment
in the Cold War’s wake (procurement and R&D are down 70 percent and 25 percent
in real terms, respectively, since the late-1980s), (2) an explosion in commercial sec-
tor high-tech R&D investment and technological advancement, (3) a sustained DoD
acquisition reform effort; and (4) a shift in procurement emphasis from weapons and
platforms, per se, to the sophisticated information technologies so amplifying their
capabilities.

Yesterday’s U.S. defense industry is, with few exceptions, reconstituting itself into
a global, more commercially-oriented industry. The traditional core of the defense
industrial sector—those firms still focusing nearly exclusively on the defense mar-
ket—comprises firms that will focus increasingly on the integration of commercially-
developed advanced technology to produce military capabilities. That which remains
of the traditional U.S. defense sector:

e has undergone an intense period of consolidation;

e has already begun—although mainly in the lower industrial tiers—the process
of integration across national borders, via mergers, acquisitions, joint ventures
and strategic partnerships with European counterparts, who are themselves in
a period of rationalization and consolidation; and

e is now supplied to a significant degree by the commercial sector and is increas-
ingly dependent on commercial business and defense product exports for growth
and good health.

The commercial sector, which pays scant attention to national boundaries, is now
driving the development of much of the advanced technology integrated into modern
information-intensive military systems. This is especially true of the software and
consumer microelectronics sectors. Accordingly, future U.S. military-technological
advantage will derive less from advanced component and subsystem technology de-
veloped by the U.S. defense sector than from the military functionality generated
bl}; l?uperior, though not necessarily U.S.-based, defense sector systems integration
skills.

The economic and technological imperatives for increased DoD reliance on the
commercial sector have also necessitated a reengineering of the Department’s acqui-
sition and business practices. Acquisition reform initiatives launched in the early
1990s had evolved by late 1997 into a broader, ongoing Defense Reform Initiative.
The most striking aspect of DoD’s business practice reengineering is the ongoing,
Defense-wide transition to an all-electronic business operating environment. Within
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just a few years, virtually all DoD business operations, and many critical military
functions (e.g., logistics), will be conducted over the Internet and World Wide Web.

Benefits and Risks of Industrial Base Globalization

The potential benefits of globalization are many fold. Increased use of the com-
mercial sector cannot be separated from the effects of globalization. Nor is increased
DoD reliance on the commercial sector reversible without sacrificing the huge gains
in capability achieved through rapid insertion of leading-edge commercial technology
(particularly information-related), and comparable gains in efficiency through use of
commercial services. Greater commercial reliance also has the potential to increase
the pace of modernization by reducing system acquisition cycle time. The DoD expe-
rience of product development cycles for defense systems of 18 years contrasts
sharply with much shorter such cycles for most commercial products.

Moreover, commercial acquisition could lower substantially the cost not only of
new systems, but also of system upgrades and operational support. Indeed, the im-
pact on DoD capabilities of the post-Cold War decline in defense resources has been
manageable only through greater use of commercial products and services. Finally,
the Department’s adoption of “world-class” commercial business practices—enabled
by the full exploitation of Internet-based information technologies—could enhance
dramatically DoD’s organizational efficiency and effectiveness. This could allow DoD
to cut overhead costs and reinvest the savings in force modernization, and to im-
prove its logistical support to the warfighter.

Cross-border defense industrial integration—and transatlantic links in par-
ticular—can help spread the fiscal burden of new system development and produc-
tion and, from a U.S. perspective, facilitate greater access to our allies’ technology
and capital. Competition between transatlantic industrial teams—each consisting of
both European and U.S. members—could yield innovative, high-quality products,
and, for domicile governments, a greater return on defense investments. Such com-
petition would likely stimulate innovation and create the incentive to adopt the in-
dustrial and acquisition-related efficiencies that generate downward pressure on
system cost and acquisition cycle-time. Transatlantic defense industrial links are a
potential source of greater political-military cohesion within NATO and of a stronger
alliance industrial underpinning, and thus would help to promote more uniform
modernization and thus enhance U.S.-European interoperability.

Such links could also amplify NATO fighting strength by enhancing U.S.-Euro-
pean interoperability and narrowing the U.S.-European technological gap. Perhaps
most important, strong transatlantic industrial links could help DoD avert a dis-
tinctly negative outcome: the emergence of protectionist “Fortress Europe-Fortress
America” defense trade blocs that could serve to widen the U.S.-European military-
technological gap and weaken overall NATO integrity.

To be sure, there are risks to DoD in relying more heavily on a fully globalized
commercial sector and on a transnational defense industrial base. On balance, how-
ever, the Task Force found these risks to be manageable and noted comparable
vulnerabilities in DoD’s traditional approach to defense procurement—reliance on a
captive U.S. defense industry. But while the Task Force deemed the risks manage-
able, it recommends more aggressive and accountable management of those risks.

The Department’s transition to an Internet-based business operating environ-
ment—designed in part to enhance civil-military integration—places most of DoD’s
digital activities and information within the cyber-reach of any and all who want
to rapidly gather intelligence on the United States and/or who wish us harm. Such
global interconnectivity could provide potential adversaries an open-source intel-
ligence boon. Adversaries scanning DoD websites will likely exploit electronic data
mining and aggregation capabilities to piece together rapidly and inexpensively in-
formation on U.S. capabilities, operations and personnel that heretofore would have
taken much more time, effort and resources to obtain.

Global interconnectivity can also provide adversaries an electronic penetration
pathway into U.S. information systems to harm the confidentiality, integrity or
availability of essential information and functionality. Such activities are now re-
ferred to broadly in national security parlance as information operations. The prin-
cipal risk associated with commercial acquisition is that DoD’s necessary, inevitable
and ever-increasing reliance on commercial software—often developed offshore and/
or by software engineers who owe little, if any allegiance to the United States—is
likely amplifying DoD vulnerability to information operations against all systems in-
corporating such software.

Commercial software products—within which malicious code can be hidden—are
becoming foundations of DoD’s future command and control, weapons, logistics and
business operational systems (e.g., contracting and weapon system support). Such
malicious code, which would facilitate system intrusion, would be all but impossible
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to detect through testing, primarily because of software’s extreme and ever-increas-
ing complexity. Of equal concern is the ubiquity of exploitable, though inadvertent,
vulnerabilities in commercial software. In either case, the trend toward universal
networking increases the risk. Inevitably, increased functionality means increased
vulnerability.

Compounding matters, the current personnel security system is ill-configured to
mitigate the growing information operations risks. The problems lie generally in the
over-classification of information (which skews allocation of security resources), and
the inherent limitations of the security clearance model (which provides little, if
any, monitoring of personnel for five to 10 years after the clearance is granted). The
current security model deals principally with the confidentiality of information, ne-
glecting the integrity and availability of information and information systems.

Information technology has also outpaced some of the core concepts upon which
the traditional DoD security system is based: the control of physical access, and the
distinctions between classified and unclassified information. Security programs have
focused on the control of physical access to information and materials, because the
spies of the past generally have exploited their physical access to the material they
wanted to compromise. However, the practices and tools of physical access control
(e.g., access to facilities, controlled areas, or photocopiers) are ineffective against the
remote cyber-spy and trusted insider cyber-traitor. The current personnel security
system also tends to focus primarily on classified information and activities. It is
clear today, however, that the classified world is not the only one with a security
requirement. DoD has a number of unclassified systems that are, in every sense,
“mission critical” (e.g., wartime blood supply management networks) yet essentially
unprotected by the existing security system.

The traditional risk associated with cross-border defense industrial integration is
the unauthorized or unintended direct or third-party transfer of “sensitive” U.S.
military technology. However, the strong compliance record of foreign-owned, con-
trolled or influenced (FOCI) firms operating in the U.S. under DoD security agree-
ments (e.g., Security Control Agreements, Special Security Agreements, Voting
Trusts, or Proxy Board Agreements) indicates that the risks are manageable. Sev-
eral U.S. Government studies, in fact, conclude that our risk mitigation measures
have been very successful. Indeed, the evidence shows that regulatory compliance
has been of a higher order for domestic subsidiaries of foreign parents than for do-
mestic firms. To be sure, unauthorized technology transfer is a serious problem. Yet,
it is a longstanding and, in all likelihood, enduring one that comes from all azi-
muths, including U.S. citizens cleared to the highest levels and legitimate exports.
So long as the established security mechanisms are in place, the risk of unauthor-
ized disclosure can be mitigated, if imperfectly.

Beyond unauthorized technology transfer, the risks associated with cross-border
defense linkages are less clear-cut. To the extent that foreign direct investment in
the U.S. defense sector leads to the offshore relocation of domestic development and
manufacturing facilities, it could result in the erosion of certain domestic defense
industrial skills. There is legitimate concern about potential disruptions in the sup-
ply of critical components or subsystems should sole industrial sources for such arti-
cles move offshore or come under foreign ownership. And, there is a related concern
about potential loss of DoD influence over weapon system design should cross-border
consolidation result in a very few large transnational firms selling to dozens of
major buying nations (thus reducing DoD’s market share). The Task Force examined
these potential risks, but found none of them new, nor compelling when cast against
the potential benefits of transnational defense industrial integration.

Globalization’s Impact on the International Military-Technological Envi-
ronment

From a long-term strategic standpoint, globalization’s most significant manifesta-
tion is the irresistible leveling effect it is having on the international military-tech-
nological environment in which DoD must compete. Over time, all states—not just
the U.S. and its allies—will share access to much of the technology underpinning
the modern military.

The international conventional arms market, once driven mainly by political im-
peratives, is now driven increasingly by economic imperatives. This is perhaps less
true of the United States—the Arms Export Control Act requires conventional arms
transfers to be consistent with U.S. foreign policy and national security objectives—
but the U.S. defense sector is far from immune to the trend. The economic pressure
on firms to export, combined with their governments’ willingness to let them do so
and with the increasing level of cross-border collaboration, will progressively erode
the effectiveness of conventional arms and defense technology export controls world-
wide. When combined with the black and gray market availability of most types of
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defense products, and the pressure on already export-minded firms to offer their
most sophisticated equipment, these trends suggest that, with few exceptions, ad-
vanced conventional weapons will be available to anyone who can afford them.

The technology DoD is most anticipating leveraging to maintain military domi-
nance is that which the United States is least capable of denying its potential com-
petitors. Access to commercial technology is virtually universal, and its exploitation
for both civil and military ends is largely unconstrained. The most important ena-
bling technologies for information-intensive U.S. concepts of warfare—access to
space, surveillance, sensors and signal processing, high fidelity simulation, and tele-
communications—are available to the U.S., its allies, and its adversaries alike. In-
deed, owing to the proliferation of military technology, the commercialization of
former military-specific technology, and the increasing reliance of militaries world-
wide on commercially-developed technology, and the general diffusion of technology
and know-how, the majority of militarily useful technology is or eventually will be
available commercially and/or from non-U.S. defense companies. The so-called “Rev-
olution in Military Affairs” is, at least from a technology availability standpoint,
truly a global affair.

Potential competitors are exploiting their newfound access to militarily useful
technology in a manner strategically detrimental to DoD. They are not trying to
match U.S. strengths or achieve across the board military parity with the United
States. Rather, as several recent DSB Summer Studies have pointed out, potential
competitors are channeling their more limited defense resources into widely-avail-
able capabilities that could allow them to exploit a fundamental weakness of Amer-
ican power projection strategy: the absolute reliance of most U.S. forces on
unimpeded, unrestricted access to and use of theater ports, bases, airfields, airspace
and coastal waters. By 2010-2020, potential adversaries, exploiting a truly global
military-technical revolution, will likely have developed robust capabilities—conven-
tional and unconventional—for disrupting U.S. homeland preparations to deploy to
the theater of conflict; denying U.S. forces access to the theater; degrading the capa-
bilities of the forces the U.S. does manage to deploy; and, in the process, raising,
perhaps prohibitively, the cost of U.S. intervention. In short, technological leveling—
globalization’s most strategically unsettling manifestation from a U.S. perspective—
is clearly the engine of the emerging “anti-access” threat.

Consequently, there is growing risk inherent in U.S. power projection and force
modernization strategy. Left unchecked, this may lead to a decline in the U.S. mili-
tary’s utility for influencing events abroad or protecting U.S. global interests at ac-
ceptable cost—a serious erosion of military dominance. At the root of the problem
are the inherent limitations—namely, sluggish deployment times and heavy depend-
ence on theater access—of the legacy, primarily short-range, general-purpose force
elements to which the vast majority of the Services’ modernization funding is cur-
rently dedicated. Viewed in this light, the continued budgetary, strategic and force
structuring primacy of legacy systems in DoD budgets has a clear and high oppor-
tunity cost: the investment agility necessary to transform U.S. strategy and forces to
meet the emerging strategic challenges posed by global military-technological lev-
eling.

Compounding this problem are the continuing declines in DoD research, develop-
ment, test and evaluation (RDT&E) and defense industry internal research and de-
velopment (IR&D) spending, and the related skewing of such R&D investment to-
ward near-term priorities and away from fundamentally new capabilities. The result
is severely depressed U.S. military-technological innovation at a time when the pre-
mium on innovation has never been higher.

Theoretically, the U.S. could mitigate the undesirable effects of global military-
technological leveling by coordinating with its allies the multilateral control of con-
ventional military and dual-use technology exports. This approach worked reason-
ably well during the Cold War through the Coordinating Committee on Export Con-
trols (CoCom). However, multilateral controls today are no longer a significant fac-
tor affecting access to highly sophisticated dual-use technology and they have been
only marginally more successful in the conventional weapons arena. CoCom’s suc-
cess derived from its members facing a common threat—the Warsaw Pact and, to
a lesser extent, China—and sharing a common objective: retarding Warsaw Pact
and Chinese technological advancement. CoCom also benefited from the dispropor-
tionate leverage the United States, its leading advocate, held over the other mem-
bers as the guarantor of Western security. The Cold War’s end undermined this co-
operative impetus, and the U.S. can no longer count on its allies, its closest competi-
tors in the high-tech sector, to follow America’s lead. The lukewarm success of
CoCom’s successor, the Wassenaar Arrangement, is a testament to the declining
utility of multilateral technology controls in the post-Cold War era.



180

The strategic significance of global military-technological leveling cannot be over-
stated. It presents a direct challenge to perhaps the fundamental, if subliminal, as-
sumption underlying the modern—and certainly post-Cold War—concept of U.S.
military superiority: that the United States enjoys disproportionately greater access
to advanced technology than its potential adversaries. This assumption also under-
pins the logic holding that technology controls are the sine qua non of U.S. military
dominance.

The reality is that the United States’ capability to effectively deny its competitors
access to militarily useful technology will likely decrease substantially over the long-
term. Export controls on U.S. technologies, products and services with defense/dual-
use applications will continue to play a role in the pursuit of U.S. foreign policy ob-
jectives. However, the utility of export controls as a tool for maintaining the United
States’ global military advantage is diminishing as the number of U.S.-controllable
militarily useful technologies shrinks. A failure by U.S. leadership to recognize this
fundamental shift—particularly if masked by unwarranted confidence in broad or
even country-specific export controls—could foster a false sense of security as poten-
tial adversaries arm themselves with available technology functionally equivalent to
or better than our own.

Clinging to a failing policy of export controls has undesirable consequences beyond
self-delusion. It can limit the special influence the U.S. might otherwise accrue as
a global provider and supporter of military equipment and services. This obviously
includes useful knowledge of, and access to, competitor military systems that only
the supplier would have, and the ability to withhold training, spares, and support.
Equally obvious, shutting U.S. companies out of markets served instead by foreign
firms will weaken the U.S. commercial advanced technology and defense sectors
upon which U.S. economic security and military-technical advantage depend.

KEY TASK FORCE RECOMMENDATIONS

DoD has not been aggressive in capturing the benefits of or mitigating the risks
posed by globalization. Change has come slowly due to a range of factors, including
cultural impediments, legal and regulatory obstacles, and restrictive and unclear
policies. The Department needs to change the way it does business in a number of
areas:

The Department needs a new approach to maintaining military dominance

Globalization is irresistibly eroding the military advantage the U.S. has long
sought to derive through technology controls. Accordingly, the more the United
States depends on technology controls for maintaining the capability gap between
its military forces and those of its competitors, the greater the likelihood that gap
will narrow. To hedge against this risk, DoD’s strategy for achieving and maintain-
ing military dominance must be rooted firmly in the awareness that technology con-
trols ultimately will not succeed in denying its competitors access to militarily use-
ful technology.

DoD must shift its overall approach to military dominance from “protecting” mili-
tarily-relevant technologies—the building blocks of military capability—to “pre-
serving” in the face of globalization those military capabilities essential to meeting
national military objectives. Protection would play a role in an overall strategy for
preserving essential capabilities, but its primacy would be supplanted by three other
strategy elements: direct capability enhancement, institutionalized vulnerability
analysis and assessment, and risk mitigation efforts designed to ensure system in-
tegrity.

To shift its approach from technology protection to essential capability preserva-
tion, the Task Force recommends that DoD: (1) establish a permanent process for
determining a continuously-evolving “short list” of essential military capabilities,
and (2) develop strategies for preserving each essential capability. Both the list of
essential military capabilities and the strategies for their preservation are needed
to inform the development of: U.S. warfighting strategy and the forces to underpin
that strategy (by identifying how and with what the U.S. will need to fight to re-
main dominant), DoD positions on technology and personnel security (by helping to
identify those capabilities and/or constituent technologies which DoD should attempt
to protect and how vigorously they should be protected); and DoD acquisition risk
mitigation measures (by identifying those systems that should be the focus of in-
tense efforts to ensure system integrity).

DoD needs to change substantially its approach to technology security

The United States has a national approach to technology security, one in which
the Departments of State and Defense both play essential roles. The Task Force
does not challenge the propriety of the Department of State’s statutory obligation
to evaluate proposed defense technology transfers against U.S. foreign policy objec-
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tives. That said, the leveling of the global military-technological playing field also
necessitates a substantial shift in DoD’s approach to technology security, the prin-
cipal objective of which is to help maintain the U.S. military-technical advantage.

DoD should attempt to protect for the purposes of maintaining military advantage
only those capabilities and technologies of which the U.S. is the sole possessor and
whose protection is deemed necessary to preserve an essential military capability.
Protection of capabilities and technologies readily available on the world market is,
at best, unhelpful to the maintenance of military dominance and, at worst, counter-
productive (e.g., by undermining the industry upon which U.S. military-techno-
logical supremacy depends). Where there is foreign availability of technologies, a de-
cision to transfer need only be made on foreign policy grounds by the Department
of State. DoD should no longer review export license applications as part of its role
in the arms transfer process when foreign availability has been established. This
will allow the DoD licensing review to concentrate on cases where the availability
of technology is exclusive to the United States.

Moreover, military capability is created when widely available and/or defense-
unique technologies are integrated into a defense system. Accordingly, DoD should
give highest priority in its technology security efforts to technology integration capa-
bilities and the resulting military capabilities themselves, and accordingly lower pri-
ority to the individual technologies of which they are comprised.

For those items and/or information that DoD can and should protect, the Task
Force believes security measures need improvement. The means for such an im-
provement might come from a redistribution of the current level of security re-
sources/effort, whereby DoD relaxes security in less important areas and tightens
up in those most critical. In short, DoD must put up higher walls around a much
smaller group of capabilities and technologies.

DoD must realize fully the potential of the commercial sector to meets its
needs

To leverage fully the commercial sector, DoD must do more than simply acquire
available commercial products and adopt commercial practices. In some cases, DoD
must engage commercial industry in an effort to shape the development of new
products and services to better meet its needs. In many cases, DoD must adapt its
often-bloated system requirements to, and develop new concepts that fit, operation-
ally acceptable commercial solutions. The Task Force makes two primary rec-
ommendations designed to help DoD meet this overarching objective.

First, the Secretary of Defense should give commercial acquisition primacy and
broader scope by establishing it as the modernization instrument of first resort. DoD
should seek to meet its modernization needs, whenever possible, with commercial
solutions (including integrated services, systems, subsystems, components and build-
ing-block technologies) acquired using commercial acquisition practices. The Sec-
retary should grant waivers to the acquisition of commercial products and services
only when program managers can demonstrate that either no commercial options
exist or that available commercial options cannot meet all critical performance re-
quirements. DoD should employ commercial acquisition practices in all cases. The
Task Force recognizes that some integrated, military-specific systems (e.g., preci-
sion-guided munitions and combat aircraft) are not and will likely never be provided
by the commercial sector. Even here, DoD should meet its needs, whenever possible,
with commercial components and subsystems. DoD can and should tap the commer-
cial market to support virtually all of its modernization requirements.

Second, the Under Secretary of Defense for Acquisition and Technology should
form and routinely employ “Commercial Acquisition Gold Teams” to provide and
manage advocacy for expanded DoD leverage of the commercial sector. The Task
Force believes that Gold Teams should be employed during the earliest stages of the
acquisition process (the concept definition phase), where they will have the best op-
portunity to reduce both the time and cost of developing and fielding new systems.
Gold Teams should be focused initially on the commercial industry sectors from
which the Task Force believes DoD can derive immediate and profound benefit: air
and sea transportation; logistics and sustainment; communications and information
systems; space-based surveillance; and high-efficiency ground transportation. The
organizational character and composition of the Commercial Acquisition Gold Teams
are best determined by the USD(A&T). Teams could be either standing or ad hoc
in character. Personnel could be either in-house (i.e., DoD), drawn from the con-
tractor/FFRDC community, or a mix of the two.

In addition to these two core recommendations, DoD must also: (1) engage
proactively in commercial standards management; (2) conduct a comprehensive re-
view of the Federal Acquisition Regulations (FAR) and Defense Federal Acquisition
Regulations Supplement (DFARS) with the intent of asking Congress to eliminate
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remaining statutory barriers to DoD procurement of commercial products and serv-
ices and also commercial sector disincentives for doing business with DoD; and (3)
field on the World Wide Web interactive “distance-learning” software that would
allow commercial firms to quickly familiarize themselves with the FAR/DFARS; rap-
idly determine which regulations apply to their specific contracts; and comply fully
with those regulations.

DoD should take the lead in establishing and maintaining a real-time,
interagency database of globally available, militarily relevant tech-
nologies and capabilities

Such a database, which would facilitate rapid and authoritative determination of
the foreign availability of a particular technology or military capability, would serve
two principal functions. First, it would allow those involved in the export licensing
and arms transfer decisionmaking process to determine which technologies and ca-
pabilities are available abroad and thus no longer U.S.-controllable. Second, it would
facilitate enhanced access by U.S. Government and industry weapons developers to
the global technological marketplace by illuminating potential foreign sources and/
or collaborators.

DoD must ensure the integrity of essential software-intensive systems

With DoD’s growing reliance on commercial software increasing its vulnerability
to information operations, the Department must redouble its efforts to ensure the
integrity of essential software-intensive systems. To this end, the Task Force makes
two primary recommendations. First, the Secretary of Defense should affirm the As-
sistant Secretary of Defense (Command, Control, Communications and Intelligence)
as responsible for ensuring the pre-operational integrity of essential software-inten-
sive systems. In turn, the ASD(C3I) should develop and promulgate an Essential
System Software Assurance Program which:

o identifies a point organization for software acquisition review to promote the
purchase of commercial software while monitoring its vulnerabilities;

o identifies unambiguously the point in the acquisition process where a system’s
operator should assume responsibility for its integrity throughout its oper-
ational life;

e updates guidance concerning program managers’ software integrity assurance
responsibilities and declare such integrity a Key Performance Parameter (KPP);

e considers the “clean room” acquisition of certain essential systems or sub-
flystems (i.e., one-hundred percent DoD-controlled system development and pro-

uction);

e introduces “red-teaming” and independent vulnerability analysis procedures
into the acquisition process for all essential systems;

e develops specifications and guidelines for the certification of software trust-
worthiness at a set of pre-defined levels;

e sponsors research at DARPA and NIST on trust certification and management
in software, software design methodology, proof of software correctness, tax-
onomy of vulnerability, and smart (if non-exhaustive) testing; and

e considers using public (hacker) testing to test algorithm, code and system resil-
ience.

Second, the Secretary of Defense should reaffirm the responsibility of essential
system operators to ensure the integrity of those systems throughout their oper-
ational life, and assign to the OASD(C3I) Defense Information Assurance Program
(DIAP) office the tasks of monitoring and establishing incentives to ensure operator
compliance, and of overseeing the administration of the resources required for this
purpose. The OASD(C3I) DIAP office should be upgraded (in terms of personnel,
equipment and funding) and assigned the full responsibility of overseeing program
office/operator identification, programming and execution of the required resources,
and 0{1 sullzlmitting a consolidated information assurance budget. In turn, the opera-
tors should:

e ensure that intrusion and anomaly detection systems are in place, current, and
operating at peak efficiency;

e ensure that sufficient excess capacity is available to counter expected denial-of-
service attacks, and/or that other measures are taken to improve recovery and
reconstitution of essential systems;

e ensure that systems originally intended as independent backups are still inde-
pendent given changes in technology and threat by using dedicated vulner-
ability-analysis “red” teams;

e ensure adequate configuration control of essential systems; and
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e deny unauthorized access—using physical, technical and personnel security
measures.

The Task Force also recommends that DoD: (1) expand its red-teaming and vul-
nerability-assessment capabilities; (2) ensure a sufficiently staffed, trained, and mo-
tivated workforce to acquire and operate essential systems; and (3) enhance security
and counter-intelligence programs to deal with the new challenges presented by re-
lying on commercially purchased systems and subsystems of foreign manufacture.

DoD should facilitate transnational defense industrial collaboration and
integration

Greater transnational, and particularly transatlantic, defense-industrial integra-
tion could potentially yield tremendous benefit to the United States and its allies.
The Task Force, however, identified a range of factors working to inhibit foreign in-
dustrial interest in greater integration with their U.S. counterparts. These include
insufficient clarity in DoD policy on cross-border defense industrial mergers and ac-
quisitions, and an overly burdensome regulatory environment surrounding both for-
eign direct investment in the U.S. defense sector and the transfer of U.S. defense
technology, products and services.

The Task Force makes three principal recommendations to erode these barriers
to effective defense sector globalization. First, DoD should publicly reaffirm, on a re-
curring basis, its willingness to consider a range of cross-border defense industrial
linkages that enhance U.S. security, interoperability with potential coalition part-
ners, and competition in defense markets. Special attention should be paid to illu-
minating—to the extent practicable—DoD’s broad criteria for merger and acquisi-
tion approval, and DoD’s policy rationale (e.g., the national security benefits of
cross-border defense consolidation). Second, the Department of Defense should en-
gage the Department of State to jointly modernize the regulatory regime and associ-
ated administrative processes affecting the export of U.S. defense articles. Third,
DoD should also modernize the administrative and regulatory processes associated
with foreign direct investment (FDI) to facilitate FDI in the U.S. defense sector.

The Task Force also recommends that DoD adapt existing bilateral industrial se-
curity arrangements to respond to the emergence of multinational foreign defense
industrial organizations. The change in the structure of the defense industry raises
a question about whether the existing security practices are appropriate to its inevi-
table globalization.

DoD needs to reform its personnel security system

Personnel security is the foundation upon which all other safeguards must rest.
However, the Task Force is convinced that, with far more information than nec-
essary being classified by the Original Classification Authorities, the DoD personnel
security program is forced to sweep too broadly and is consequently spread thin.
Over-classification also leads to an over-allocation of security resources to the pro-
tection of classified information at a time when greater resources must be devoted
to developing new types of security measures tailored to the challenges created by
global information technology. DoD should make a serious commitment to devel-
oping a coordinated analytic framework to serve as the basis for classifying informa-
tion, and for implementing that framework rigorously.

DoD personnel security also depends too heavily on the security clearance process.
The clearance process does provide a vital initial filter, weeding out individuals with
criminal records or other conspicuously irresponsible conduct. Beyond that, however,
its utility fades precipitously—a fact with which the Department must come to
grips. Unrealistic expectations of the clearance process have inadvertently under-
mined the very alertness, accountability and situational awareness necessary for se-
curity in a networked world.

In the dynamic, networked environment created by global information technology,
DoD needs to develop an enhanced situational awareness approach to personnel se-
curity that considers new wvulnerabilities, threats, and response requirements.
Emerging information technologies (e.g., near real-time data mining of financial and
foreign travel databases) hold the seeds of effective defensive options.
Compartmentation is also a valuable security instrument. DoD should place a pre-
mium on protecting information that is properly determined to require control in
codeword compartments. Also needed is an appropriate security program for govern-
ment and defense industry personnel who occupy “sensitive but unclassified” infor-
mation technology positions (e.g., those critical for protecting information systems
from hostile disruption or manipulation via the global information infrastructure).
Here, monitoring on-the-job performance may be more important than full field
background investigations.
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In the information age, no single set of personnel security countermeasures will
suffice; DoD must achieve a complementary mix of technical, procedural, human re-
sources management and traditional personnel security measures. To this end, the
Task Force recommends that DoD:

e Adapt its personnel security system to the information age by streamlining the
security classification and clearance processes; ensuring that classifications are
justified to mitigate the problem of over-classification; and moving away from
a rigid clearance structure.

o Compartmentalize its most sensitive information and activities by restoring the

“need to know” principle for classified data stored on electronic systems (taking

advantage of security, privacy and intellectual property rights management de-

velopments in the e-commerce sector.)

Institute a situational awareness approach to personnel security combining

technical monitoring and human resources management tailored to positions

presenting the greatest risks and vulnerabilities.

e Develop a new situational awareness program for personnel in sensitive (classi-
fied and unclassified) information technology positions.

e Work with the Intelligence Community to develop more effective situational
awareness measures to address the insider threat at the classified level, making
greater use of outside research and independent threat/vulnerability evaluation.

Globalization brings with it opportunity and risk. Boldness is required to meet
this challenge and to capture the benefits of globalization while mitigating its risks.
Leadership is the key. Success will hinge on DoD’s ability to establish clear policy
guidance that is understood within the Department and across U.S. Government
agencies, in the Congress, in U.S. industry, and by allies and friends abroad.



STATUTORY MANDATE OF THE U.S.-CHINA ECONOMIC AND SECURITY
REVIEW COMMISSION

Pursuant to Public Law 108-7, Division P, enacted February 20,

2003

RESPONSIBILITIES OF THE COMMISSION.—The United
States-China Commission shall focus, in lieu of any other areas of
work or study, on the following:

PROLIFERATION PRACTICES.—The Commission shall ana-
lyze and assess the Chinese role in the proliferation of weapons of
mass destruction and other weapons (including dual use tech-
nologies) to terrorist-sponsoring states, and suggest possible steps
which the United States might take, including economic sanctions,
to encourage the Chinese to stop such practices.

ECONOMIC REFORMS AND UNITED STATES ECO-
NOMIC TRANSFERS.—The Commission shall analyze and assess
the qualitative and quantitative nature of the shift of United
States production activities to China, including the relocation of
high-technology, manufacturing, and R&D facilities; the impact of
these transfers on United States national security, including polit-
ical influence by the Chinese Government over American firms, de-
pendence of the United States national security industrial base on
Chinese imports, the adequacy of United States export control
laws, and the effect of these transfers on United States economic
security, employment, and the standard of living of the American
people; analyze China’s national budget and assess China’s fiscal
strength to address internal instability problems and assess the
likelihood of externalization of such problems.

ENERGY.—The Commission shall evaluate and assess how Chi-
na’s large and growing economy will impact upon world energy
supplies and the role the United States can play, including joint
R&D efforts and technological assistance, in influencing China’s en-
ergy policy.

UNITED STATES CAPITAL MARKETS.—The Commission
shall evaluate the extent of Chinese access to, and use of United
States capital markets, and whether the existing disclosure and
transparency rules are adequate to identify Chinese companies
which are active in United States markets and are also engaged in
proliferation activities or other activities harmful to United States
security interests.

CORPORATE REPORTING.—The Commission shall assess
United States trade and investment relationship with China, in-
cluding the need for corporate reporting on United States invest-
ments in China and incentives that China may be offering to
United States corporations to relocate production and R&D to
China.

(185)
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REGIONAL ECONOMIC AND SECURITY IMPACTS.—The
Commission shall assess the extent of China’s “hollowing-out” of
Asian manufacturing economies, and the impact on United States
economic and security interests in the region; review the triangular
economic and security relationship among the United States, Tai-
pei and Beijing, including Beijing’s military modernization and
force deployments aimed at Taipei, and the adequacy of United
States executive branch coordination and consultation with Con-
gress on United States arms sales and defense relationship with
Taipei.

UNITED STATES-CHINA BILATERAL PROGRAMS.—The
Commission shall assess science and technology programs to evalu-
ate if the United States is developing an adequate coordinating
mechanism with appropriate review by the intelligence community
with Congress; assess the degree of non-compliance by China and
[with] United States-China agreements on prison labor imports and
intellectual property rights; evaluate United States enforcement
policies; and recommend what new measures the United States
Government might take to strengthen our laws and enforcement
activities and to encourage compliance by the Chinese.

WORLD TRADE ORGANIZATION COMPLIANCE.—The
Commission shall review China’s record of compliance to date with
its accession agreement to the WTO, and explore what incentives
and policy initiatives should be pursued to promote further compli-
ance by China.

MEDIA CONTROL.—The Commission shall evaluate Chinese
government efforts to influence and control perceptions of the
United States and its policies through the internet, the Chinese
print and electronic media, and Chinese internal propaganda.
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FACT SHEET
U.S.-CHINA ECONOMIC AND SECURITY REVIEW COMMISSION

ESTABLISHMENT:

The Commission was created in October 2000 by the Floyd D.
Spence National Defense Authorization Act for 2001 & 1238, Pub.
L. No. 106-398, 114 STAT. 1654A-334 (2000) (codified at 22 U.S.C.
6 7002 (2001)), as amended, and the “Consolidated Appropriations
Resolution of 2003,” Pub. L. No. 108-7, dated February 20, 2003.

PURPOSE:

To monitor, investigate, and submit to congress an annual report
on the national security implications of the bilateral trade and eco-
nomic relationship between the United States and the People’s Re-
public of China, and to provide recommendations, where appro-
priate, to Congress for legislative and administrative action.

Public Law 108-7 directs the Commission to focus its work and
study on the following nine areas: proliferation practices, economic
reforms and U.S. economic transfers, energy, U.S. capital markets,
corporate reporting, regional economic and security impacts, U.S.-
China bilateral programs, WTO compliance, and media control by
the Chinese government.

COMPOSITION:

The Commission is composed of 12 members, three of whom are
selected by each of the Majority and Minority Leaders of the Sen-
ate, and the Speaker and the Minority Leader of the House. The
Commissioners serve two-year terms.

COMMISSIONERS:

Hon. C. Richard D’Amato, Chairman; Roger W. Robinson, Vice
Chairman; Carolyn Bartholomew, George Becker, Stephen Bryen,
Thomas Donnelly, June Teufel Dreyer, Hon. Patrick A. Mulloy,
Hon. William A. Reinsch, Hon. Fred D. Thompson, Michael R.
Wessel, and Larry M. Wortzel (brief bios are attached).

STAFF:

The Commissioners are supported by a professional substantive
and administrative staff with extensive backgrounds in trade, eco-
nomics, weapons proliferation, foreign policy, and U.S.-PRC rela-
tions. Some are fluent or proficient in Chinese (Mandarin), and
most have significant prior working and traveling experience in
China and Taiwan. The staff is headed by T. Scott Bunton, Com-
mission Executive Director (brief bio is attached).

WEB SITE:

The Commission’s web site provides the Commission’s complete
charter, hearing schedule, hearing transcripts, and selected re-
search papers, and economic and trade data www.uscc.gov.
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The Hon. C. Richard D’Amato (Chairman)

Maryland attorney; former delegate Maryland House of Delegates; former Counsel
to Senator Robert C. Byrd (WV). Reappointed by Senate Democratic Leader Tom
Daschle for a term expiring December 31, 2005. Served as Commission Chair and
Vice-Chairman beginning in April 2001 and was unanimously approved as Chair-
man for report cycle 2004 to 2005.

Roger W. Robinson, Jr. (Vice Chairman)

President and CEO, Conflict Securities Advisory Group, Inc.; former Senior Direc-
tor of International Economic Affairs at the National Security Council. Re-
appointed by Senate Majority Leader Bill Frist for a term expiring December 31,
2005. Served as the Commission Chair beginning October 2002 through July 2004
and was unanimously approved as Vice-Chairman for report cycle 2004—-2005 on
July 19, 2004.

Carolyn Bartholomew
Former Chief of Staff, Counsel, Legislative Director, and Foreign Policy Advisor
to U.S. House of Representatives Democratic Leader Nancy Pelosi; former Profes-
sional Staff Member on the House Permanent Select Committee on Intelligence.
Reappointed by House Democratic Leader Nancy Pelosi for a term expiring De-
cember 31, 2005

George Becker
Vice President, Executive Council, AFL-CIO; former International President,
United Steelworkers of America. Reappointed by House Democratic Leader Nancy
Pelosi for a term expiring December 31, 2005

Stephen D. Bryen

President of Finmeccanica, Inc.; former Deputy Under Secretary of Defense and
founder and First Director of the Defense Technology Security Administration. Re-
appointed by House Speaker J. Dennis Hastert for a term expiring December 31,
2005.

Thomas Donnelly

Resident fellow in defense and security policy studies at the American Enterprise

Institute; former policy group director of the House Armed Services Committee;

former editor of Army Times and executive editor of the National Interest. Ap-

gointed by Senate Majority Leader Bill Frist for a two-year term expiring Decem-
er 31, 2006.

June Teufel Dreyer

Professor of Political Science at the University of Miami; Senior Fellow of the For-
eign Policy Research Institute. Reappointed by House Speaker J. Dennis Hastert
for a term expiring on December 31, 2005.

The Hon. Patrick A. Mulloy

Adjunct Professor of International Trade Law at Catholic University and George
Mason University law schools; former Assistant Secretary of Commerce for Mar-
ket Access and Compliance; former General Counsel, U.S. Senate Banking Com-
mittee. Reappointed for a third two-year term upon the recommendation of the
Senate Democratic Leader beginning January 1, 2005 and expiring December 31,
2006.

The Hon. William A. Reinsch

President, National Foreign Trade Council; former Undersecretary of Commerce
for Export Administration; former legislative assistant to Senator John Heinz
(PA) and Senator John D. Rockefeller, IV (WV). Reappointed by Senate Demo-
cratic Leader Tom Daschle for a term expiring December 31, 2005.

The Hon. Fred D. Thompson

Attorney and former United States Senator from Tennessee and member of the
Senate Select Committee on Intelligence. Former Special Counsel to both the Sen-
ate Select Committee on Intelligence and Senate Committee on Foreign Relations.
Appointed by Senate Majority Leader Bill Frist for a two-year term expiring De-
cember 31, 2006.

Michael R. Wessel

Senior Vice President, Downey McGrath Group; former Counsel to Congressman
Richard A. Gephardt (MO). Reappointed by House Democratic Leader Nancy
Pelosi for a term expiring December 31, 2006.
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Larry M. Wortzel
Visiting Fellow at The Heritage Foundation; former Director of the Strategic
Studies Institute of the U.S. Army War College; former Army Attache at the U.S.
Embassy in China. Reappointed by House Speaker J. Dennis Hastert for a term
expiring December 31, 2006.

T. Scott Bunton—Executive Director

Served from 1998 to 2002 as Deputy Under Secretary of Commerce for Export Ad-
ministration and in 2002-2003 worked in the Transition Planning Office in the
Executive Office of the President that was responsible for “standing up” the De-
partment of Homeland Security when it was established by law. Previously served
as national security advisor, policy director, and chief of staff to two U.S. Sen-
ators, staff director of a Senate leadership Committee, and staff designee to the
Senate Committee on Intelligence.
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